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Nmap Scan :

we can see clearly that this is a domain controller

SMB :
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Here we found an interesting file lets check It

we tried to crack the zip file using fcrackzip

now lets Convert this pfx file to John compatible hash using pfx2john
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than trying to crack it with the correct format

first :$ pfx2john legacyy_dev_auth.pfx >pfx_timelapse.hash

The funny parts start now :

using the pfx file lets try to export the certificate and the key file :

Exporting private key :

Here you should copy from —-Begin PRIVATE KEY to —--END private in a file lets call it legacy.key
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Exporting the certificate :

same for the certificate lets call it legacy.cert
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Now using evil-winrm

we re connected as legacy now

For the twist plot as you ll be familiar with active directory ,I thought of checking the history file

path using env variable :
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Now we can find credentials for svc_deploy in this history file which is used for PS-Remoting,

checking the file and trying to execute the commands on the file

Passing commands via PS-Remoting:

Some of Lateral MovementPermalink and Checking for LAPS password using AD-Module,

We can see that the local Administrator password
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now Lets use evil-winrm to PS-Remote with this credential

now we’re Administrator

The End


