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MODULE 1: IDENTITY: AZURE AD & USERS AND GROUPS 
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What is the Azure Active Directory? 

• Azure Active Directory is Microsoft’s multi-tenant, cloud-based directory and identity 
management service.  

• For an organization, Azure AD helps employees sign up to multiple services and access them 
anywhere over the cloud with a single set of login credentials. 

 



 
 
 

 
 
 
 
 

 



 

 
 
 
 
 
 
 
 
 
 
 
 



 

 
 



 
 

 
 
MANAGE AZURE AD USERS AND GROUPS 
 



 
 

 
 

 
 



 
 
Manage user and group properties 

 
Manage device settings 

 
Perform bulk user updates 

 
Manage guest accounts 



 

 

 
 
MODULE 2: GOVERNANCE AND COMPLIANCE 



SUBSCRIPTION AND ACCOUNTS 
AZURE POLICY 
ROLE-BASED ACCESS CONTROL 
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What is a Tenant? 
A tenant may have multiple Azure subscriptions and one or more domains can be possible  
A very large enterprise may use multiple subscriptions to better manage billing between divisions. 
 

 
What Are Azure Subscriptions? 

 

 



 

 
 

 

 
 



 
 
 

 
 



 
 

 
 
It’s just an ownership account.  
Azure subscription is a logical bundle of Azure resources, which serves as a single billing unit for the 
resources that are present in that service. 
 An Azure subscription can be mapped to only one account. However, an account can have multiple 
subscriptions. 
 



 

What’s a Resource Group? 

 
 

 
 

 



 

 

 
 



 
 
 

Resource Tags 
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Configure Cost Management 
 

 
 
 

Role-Based Access Control  

 

 



 
 

 

 
 



 
 

 
 

 
 
 



 
 

  



 
 
 
 

 
 
 
 
 
 
 



 
 
 

 

 
 
 



 
 

 



 
 

 

 
 
 
 
MODULE 3: AZURE ADMINISTRATION 
RESOURCE MANAGER 
AZURE PORTAL AND CLOUD SHELL 
AZURE POWERSHELL AND CLI 
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MODULE 4: VIRTUAL NETWORKING 
VIRTUAL NETWORKS 
IP ADDRESSING 
NETWORK SECURITY GROUPS 
AZURE FIREWALL 
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Module 04 – Virtual Networking 

 



 

 
 



 
 

 
 

 
 



 

 
 

 



 

 

 



 
 

 
 
MODULE 5: INTERSITE CONNECTIVITY 
VNET PEERING 
VPN GATEWAY CONNECTIONS 
EXPRESSROUTE AND VIRTUAL WAN 

 



 

 
 

 
 
VIRTUAL WAN 



 
 
 
MODULE 6: NETWORK TRAFFIC MANAGEMENT 
NETWORK ROUTING AND ENDPOINTS 
AZURE LOAD BALANCER 
APPLICATION GATEWAY 
TRAFFIC MANAGER 
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Module 07 – Azure Storage 
 
MODULE 7: AZURE STORAGE 
STORAGE ACCOUNTS 



BLOB STORAGE 
STORAGE SECURITY 
AZURE FILES AND FILE SYNC 
MANAGING STORAGE 
 
 

 

 
 



 

 
 

 
 



 

 

 
 



 

 
 

 



 
 

 
 

 

 



 

 
 

 
 
 



 
 

 
 
 



 
 

 
 

 
 



 
 

 
 



 
 

 
 

 



 
 

 
 

 



 
 

 
 
 

 
 
 
 
MODULE 8: AZURE VIRTUAL MACHINES 
VIRTUAL MACHINE PLANNING 
CREATING VIRTUAL MACHINES 
VIRTUAL MACHINE AVAILABILITY 
VIRTUAL MACHINE EXTENSIONS 
 



 

 



 

 



 

 



 

 
 



 
 

 
 



 
 

 
 



 
 

 
 



 
 

 
 



 
 

 
 



 
 

 
 



 
 

 
 
 
 



 
 
 
MODULE 9: SERVERLESS COMPUTING 
AZURE APP SERVICE PLANS 
AZURE APP SERVICE 
CONTAINER SERVICES 
AZURE KUBERNETS SERVICE 
 

 
 



 
 

 
 



 
 

 
 



 
 

 
 



 
 

Using App Service Plans to manage topology 

 

 
 



 

 



 
 

 
 



 
 
MODULE 10: DATA PROTECTION 
FILE AND FOLDER BACKUPS 
VIRTUAL MACHINE BACKUPS 
 
 
 Data Protection 

 



 
 

 

 



 
 

 



 
 
 

 
 



 

 
 



 
 

 
 



 
 

 

 



 

 
 
 
 



 
 

 
 



 
 

 
 



 
 

 
 
 

 



 

 
 

 
 

 
 



 
 

 
 

 
 



 
 

 
 



 

 
 
 
 
MODULE 11: MONITORING 
AZURE MONITOR 
AZURE ALERTS 
LOG ANALYTICS 
NETWORK WATCHER 
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