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Housekeeping for Today’s Webinar

* Please submit questions via the “Questions” tab — we
will address as many questions as possible during the
webinar

* Please rate the webinar upon completion

* Should you experience the presentation slide deck
freezing, please refresh your browser

e CPEs will be submitted on (ISC)? members’ behalf
within 5 business days (must have minimum 45-minute viewing

time) -1




Agenda

* The Cloud and DevOps Attack Surface
* The Future Of People and Technology in SecOps

e 4 Secrets to Building Modern SecOps
— SOC in the Cloud
— DevOps Agility in Detection Engineering
— Multi-Cloud Services Monitoring
— Embedding the SOC into DevOps and the CI/CD Lifecycle
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“The Cloud”




DevOps and Cloud Services

Cloud Is Not Just Office Apps

Digital Transformation
Demanded by Customers & Business Stakeholders

DevOps (Cl / CD Pipeline)

More frequent releases, Faster release times — Attack Surface WITHIN CI / CD

Extensive Use Of Cloud Services

Loosely Coupled Microservices and Serverless Functions, Many Providers/Vendors — Attack Surface With Multi Cloud Services

Modern Security Operations Ready for the Cloud Age

Cover new technologies with an expanded attack surface

Need to work agile to keep the pace with DevOps (Cl / CD)
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Survey

How many cloud infrastructure and service providers
do you use across your company?

J None
d1-5
d 6-20
1 20-50
J 50+




Cloud is a Critical Enabler of Transformation,

but Increases Complexity
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Cloud is a Critical Enabler of Transformation,
but Increases Complexity

VELOCITY

LIFT & SHIFT
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10x Release Per Quarter
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More Modular, but Dependent
App Components
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COMPLEXITY

CLOUD-NATIVE
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Loosely Coupled Microservices, and
Serverless Functions

{n
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What’s Different

“You Build It,
You Run It”’

Complex ® E.
Dependencies ¢

Dynamic, Short-
lived Infrastructure
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CAS Contact Sales Supportv Englishv My Account~ Sign In to the Console
N

Products Solutions Pricing Documentation Learn Partner Network AWS Marketplace Customer Enablement Events Explore More Q

Amazon Textract Overview Features Pricing FAQs Customers Partners

Amazon Textract

Easily extract text and data from virtually any document o

Get Started with Amazon Textract

FEATURED BLOG
Use Amazon A2l with Amazon Textract Learn more »
Easily build-in human review to Textract workflows with Amazon A2lI.

Amazon Textract is a service that automatically extracts text and data from scanned documents. Amazon
Textract goes beyond simple optical character recognition (OCR) to also identify the contents of fields in
forms and information stored in tables.

Many companies today extract data from documents and forms through manual data entry that's slow and
expensive or through simple optical character recognition (OCR) software that requires manual
customization or configuration. Rules and workflows for each document and form often need to be hard-
coded and updated with each change to the form or when dealing with multiple forms. If the form deviates
from the rules, the output is often scrambled and unusable.

What is Amazon Textract (1:49)



Cloud is a Critical Enabler of Transformation,

but Increases Complexity
1 2 (3

LIFT & SHIFT RE-ARCHITECT CLOUD-NATIVE

In a mid-sized to large organization, all phases are available at the same time

VELOCITY
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Looking Into Every Nook and Cranny




Survey

Do you feel your cloud provider offers higher security
standards or lower than you would operate yourself?

] Lower Standards
] Similar Standards
J Higher Standards




Shared Responsibility =
You own Data & Security

Understanding Shared Responsibility

® The boundaries change based on the services

selected by the customer

Workplace Cl / CD Platforms & Infrastructure as Code
Code Repositorys (1aC)

wo{k\doy.

salesforce

@ Jenkins

GitHub

ATRN .
¢z Travis Cl

puppet
ANSIBLE

N
gi

Terraform

M = Cloud Provider
Responsibility

= Customer
Responsibility

On-Prem

laaS

PaaS

SaaS

Content

Access Policies

Usage

Deployment

Web App Security

Identify

Operations

Access and Auth.

Network Sec.

Guest OS, Data & Content

Audit Logging

Network

Storage + Encryption

Hardened Kernel + IPC

Boot

Hardware
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What'’s the impact for Security
Operations Teams?




Challenges of
Cloud Security
Operations

Vil didiie

Cloud
Surface
VS
Perimeter
Security

Knowledge
Gap

Increased
Unknowns

Compliance &
Governance

Shared

Visibility
Responsibility

Cloud
Inventory

Provider
Standards &

Complex Vulnerabilities Expanded
Infrastructure ttack
Surfaces
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MITRE Cloud Matrix

Cloud-based techniques for AWS, GCP, Azure, Azure AD, Office 365, SaaS

Privi L
Initial Access Persistence Iec_‘;e Defense Evasion Credential Access Discovery e Collection Exfiltration
Escalation Movement

A t
Drive-by Compromise c.coun.
Manipulation
Exploit Public-Faci
xploit ‘fb IC, acing Create Account
Application
Implant
Spearphishing Link ) P
Container Image
Office
Trusted Relationship Application
Startup
R
Valid Accounts edundant
Access

Valid Accounts

Valid
Accounts

Application Access
Token

Redundant Access

Revert Cloud Instance

Unused/Unsupported
Cloud Regions

Valid Accounts

Web Session Cookie

Account
Manipulation

Brute Force

Cloud Instance
Metadata API

Credentials in Files

Steal Application
Access Token
Steal Web Session
Cookie

Account Discovery

Cloud Service Dashboard

Cloud Service Discovery

Network Service Scanning

Network Share Discovery

Permission Groups
Discovery

Remote System Discovery
System Information
Discovery

System Network
Connections Discovery

Application
Access Token
Internal
Spearphishing
Web Session
Cookie

Data from Cloud
Storage Object

Data from Information
Repositories

Data from Local
System

Data Staged

Email Collection

Transfer Data to
Cloud Account
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Resource
Hijacking
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An Analytics-Driven Security Approach

Aligns to Security Maturity Journey

Investigate Monitor Analyze Act

L) =

—Q £3

Establish an investigative Use the same data Enable machine learning Automate tasks and
data platform and platform across infrastructure, (ML) and artificial orchestrate workflows for
correlate events across apps and services to intelligence (Al) for deeper fast response and
the entire stack proactively monitor and report analysis, predict issues and countering threats
across teams proactive threat hunting
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Survey

Does your organization increase your security
headcounts when it adds new cloud providers and
services?

] Yes
J No




The Future Of Security Operations
(SecOps)




Security Nerve Center

Network

Investigate | (Q
Web P ® s e Y Threat
eFirerv‘\)l:I); Intelligence
Monitor \ /
SIEM

WAF and -—> > Mobile
App Security
SOAR
Cloud I -
Security E Endpoints
Act
208
O

Analyze

Q

Identity and Access
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New Roles in Security Operations

Security Content Developer Automation Engineer



Security Operations Of The Future

907 507

TIER 1 ANALYST WORK TIME SPENT OPTIMIZING
WILL BE AUTOMATED DETECTION &
RESPONSE LOGIC



4 secrets

Splunk Customers Building Modern SecOps

. Agility in Detection Multi Cloud Services
SOCin the Cloud Engineering Monitoring Embedded in DevOps




How To Mature The
SOC & Mitigate Cyber

Risks Faster



Mature the SOC Faster in the Cloud

Reduce Risk

SOC
Maturity

Modern SOC in
_, the Cloud

\ ! /:/
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I L Reduce Risk
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Security Operations on Splunk Cloud

Accelerate your Cloud Journey

Time to Value Easy to Scale Upmost Flexibility

S
<liy [

SIEM Deployment in Upmost scalability and Ingest any data, from any

Days not in weeks or agility tied to layer (hybrid cloud) at any

months provisioning on speed & volume — Highest
demands HW & SW SecOPS Performance

Lower TCO

i

No upfront investment in
resources like hardware,
software and people

(soy
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Johnson
Matthey

ecurity (i
Operations Centre splunk>cloud
SOC) and How

oes it Protect
JM? col:_e‘::g!ion

All data is ingested,
correlated and combined

to give a single pane of I> ForCEPOINT
glass view of activity on )

the JM estate significantly Vi CenturyLink~
increasing the SOC o & l =

team’s visibility and desdons & @ Qualys.
understanding which in Se“rcgf:swlsate Azure Active Directory

turn matures/develops our

cyber defences.

Carbon Black.

splunk> m

https://conf.splunk.com/files/2019/slides/SEC1511.pdf
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https://conf.splunk.com/files/2019/slides/SEC1511.pdf

Johnson
Matthey

1. March 2019
* Core Platform built
* Log feeds setup

Development

Completed in 2. April 2019

Phase 1 « Commenced configuration of initial 35 + use
cases

3. May 2019
* Use case configuration tuning completed

4. June/July 2019
 Dashboard building and testing

splunk> m

https://conf.splunk.com/files/2019/slides/SEC1511.pdf
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https://conf.splunk.com/files/2019/slides/SEC1511.pdf
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DevOps (Cl / CD) Principles
Within The SOC

Detection Engineering



How do you know your MITRE (Cloud) ATT&CK
detections work?

Agile Detection Engineering



https://github.com/splunk/attack_range
https://www.splunk.com/en_us/form/using-splunk-attack-range-to-simulate-and-collect-attack-data.html
https://www.splunk.com/en_us/form/using-splunk-attack-range-to-simulate-and-collect-attack-data.html

How do you know your MITRE (Cloud) ATT&CK

detections work?

Agile Detection Engineering

= =
 —  —
¢ @& %5
C Q" ) ) ) '™ O
Commit Convert Package Notify of Notify of
detection detection detection build Te“. test Deplf)y
detection detections
outcome outcome
Build Simulate Attacks Run Detections Create Report

*  Splunk Attack Range (Open Source)

Test Detections Including Adversary Simulation

[ | P ol .
g e Directony L e Windows10
Windows Server
Sysmon Sysmon Sysmon

Windows Event Logs

Windows Event Logs

Windows Event Logs

OSquery

V[
I
1
I
1 OSquery
1
1
J\

splunk>

phantom

Git: https://github.com/splunk/attack range

CIMAPP

ESCU APP
ASX APP

|__CimaPP__ |

Whitepaper: Using Splunk Attack Range to Simulate and Collect Attack Data:

Metasploit

https://www.splunk.com/en_us/form/using-splunk-attack-range-to-simulate-and-collect-attack-data.html
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https://github.com/splunk/attack_range
https://www.splunk.com/en_us/form/using-splunk-attack-range-to-simulate-and-collect-attack-data.html
https://www.splunk.com/en_us/form/using-splunk-attack-range-to-simulate-and-collect-attack-data.html

@ BANK OF ENGLAND | CYBER DEFENCE CENTRE

I = Why do you want to How are you going to How do you prove How will you triage How will you respond
E g I a I l d detect this attack? detect the attack? your detection works? results? to the attack?

https://www.slideshare.net/Splunk/splunk-at-the-bank-of-england-the-3-generations-of-security-operations-centres

(SO | weemazs_,


https://www.slideshare.net/Splunk/splunk-at-the-bank-of-england-the-3-generations-of-security-operations-centres

@ BANK OF ENGLAND | CYBER DEFENCE CENTRE

Defence template

Bank Of
England

Deploy using automation

N

https://www.slideshare.net/Splunk/splunk-at-the-bank-of-england-the-3-generations-of-security-operations-centres
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https://www.slideshare.net/Splunk/splunk-at-the-bank-of-england-the-3-generations-of-security-operations-centres
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Splunk Multi-Cloud Monitoring Example: Auth

Highlight user behavior across cloud instances




Splunk Multi-Cloud Monitoring Example: Auth

Highlight user behavior across cloud instances

AUTHENTICATION

“i*amazon
i webservices
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Airbus

Use Case: Real-time compliance of public cloud

OUR OBJECTIVES:
+ Reduce the business risk of cyber attack
and data loss.
Track and remediate compliance at scale in

real time of cloud assets

WHY SPLUNK?
«  Easier integration with AWS logging services

* Real-time and historical view of assets

* Integrated view between Cloud Scoops and

Security Operations Centre

BUSINESS BENEFITS...
*  50% reduction in non compliance of AWS cloud
assets against standards
+  Self improvement culture data driven AIRBUS

(SO | weemazs_,


https://www.slideshare.net/Splunk/enabling-airbus-digital-transformation-with-splunk
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DevSecOps: Real-time Risk Scoring

Operate ’

Ensure use of “known good images‘ and/or configuration code
...and track by user ID for audit compliance
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MITRE | ATT&CK’ Matrices  Tactics =  Techniques ~  Mitigations ~  Groups  Software  Resouces -  BlogZ  Contribute

The sub-techniques beta is now live! Read the release blog post for more info.

. . se > Implant Container Image
TECHNIQUES ’

I e Implant Container Image
Detecting

Amazon Web Service (AWS) Amazon Machine Images (AMI), Google Cloud Platform (GCP) Images, and Azure Images as well as

Initial Access popular container runtimes such as Docker can be implanted or backdoored to include malicious code, Depending on how the 1D:T1525

Execution infrastructure is provisioned, this could provide persistent access if the infrastructure provisioning tool is instructed to always use Tactic: Persistence
persistence the Iatestimage. Platform: GCP, Azure, AWS

’ Permissions Required: User

bash_profile and bashrc Atool has been developed to facilitate planting backdoors in cloud container images [ If an attacker has access to a compromised

Contributors: Praetorian
cessibility Features AWS instance, and permissions to lst the available container images, they may implant a backdoor such as 3 web shell
! Version: 1.0
Acoount Manipuletion Adversaries may also implant Docker images that may be inadvertently used in cloud deployments, which has been reported in

some instances of cryptomining botnets.

Created: 04 September 2019
AppCert DLLs

Last Modified: 22 October 2019
Init DLLs
° Application Shimming version permalink
O I l a I I | e I Authentication Package Mmganong

TS Jobs
BITS Job Migation Description
Bootkit

Periodically check the integrity of images and containers used in cloud deployments to ensure they have not been modified to include malicious software.

Br er Extensions
change Default File Several cloud service providers support content trust models that require container images be signed by trusted sources.

ssociation

t Management  Limit permissions associated with creating and modifying platform images or containers based on the principle of least privilege.

Component Firmware

Component Object Model

Hijacking Detection

é IVI I T R E C | I Create Account Monitor interactions with images and containers by users to identify ones that are added or modified anomalously.

DLL Search Order Hijacking

Dylib Hijacking References
ATT&CK T1525 e o s, g

iner Registry. Retrieved
T). Retrieved Septe 1 October 16
External Remote Services 019, September r Attack Tool (CCAT). Retrieved Septembe

R and ECS with the Clo ntainer Attack 4. Micr

5. Docker. (2019, € ber 16,2019,
File System Permissions

3. Doman, C. & Heg

ch 14). Making it Rain - Cryptocurrency Mining Attacks in
Weakness

the Cloud. Retrieved Octob

https://attack.mitre.org/techniques/T1525/

(SO | weemazs_,


https://attack.mitre.org/techniques/T1525/

Detecting
Implant
Container
Image

* MITRE Cloud
ATT&CK T1525

Red Team

Red Teaming DevOps

redteamvillage.io

DEF CON Red Team Village

Red Teaming DevOps - DEF CON Red Team Village Mayhem Summit

https://www.youtube.com/watch?v=PgzNib37g0M&amp:feature=youtu.be

= |

(SO
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https://www.youtube.com/watch%3Fv=PgzNib37g0M&amp%3Bfeature=youtu.be

Detecting
mplant
ontainer
mage

* MITRE Cloud
ATT&CK T1525

Rorory  Anslytk Story Detall  Key

Analytic Story Detail

Categery: Cloud Se

Container Implantation Monitoring & Investigation

Description

Ansiytic Story Searches

~ Detection
~ ESCU - GCP GCR container uploaded - Rule
Description

This sear

eh show informaton on upicaded containers nclu urce user, account, action, bucket name event name, hIip user 3geNt, Message and destination path

Explain It Like fm §

In s search wo can detect f a new container has boan uploaded 1o Google Container Registy. operafor Can montor users Upoading contanars, oblect Paths of new Upios

Search

Splunk Enterprise Security

ES Content Updates

ATTACK:
Y08 Chain Phases:
I5 Controls:
Data Modet
Technologies:

References:

ATTACK
Kil Chain Phases
IS Controls
Data Models.

Technologies

(SO | weemazs_,
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Taking data to everything

Splunk helps organizations leverage their data to reduce operational complexity and securely
enable the shift to the cloud.

Investigate Monitor Analyze Act

]
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Thank You




Please leave your feedback & comments in
the “Rate This” tab

RATE THIS

kXkkk*k

Thank you for attending this webinar!




e
Stay Connected!

Update your email preferences to receive
news about upcoming (ISC)? webinars,
publications & more!

WWW.isc2.org/connect



http://www.isc2.org/connect

