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Abstract

Whenever we log into an application, the server issues a Session ID or a token, and all over from the
internet we hear that the session ID we get is unique, but what, if we could guess the next unique
session ID which the server will generate?

Today, in this article we’ll try to overtake the application’s algorithm that helps them to generate a
randomized session ID for a specific user and will try to log in inside the application impersonating
that user with our predicted session ID.
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Introduction to Burp Sequencer

Burp Sequencer is a tool for analyzing the quality of randomness in a sample of data items. The data
items can either be application’s session ID’s, CSRF tokens, password reset or forget password tokens
or any specific unpredictable ID generated by the application.

The Burp Sequencer is one of the most amazing tools that try to capture the randomness or
the variances in the session ID’s by employing some standard statistical tests which are based on the
principle of testing a hypothesis against a sample of evidence, and calculating the probability of the
observed data occurring.

However, the tool tests the given sample in a number of different scenarios whether it is a character-
level analysis or a Bit-level one, the analyzed output would be in the best-segregated format. To learn
more about how the sequencer tests the randomness, check the sequencer’s documentation
from here.

The best part of this tool is that it is available for both the editions i.e. for the Professional and
community version, you just need to tune in your burp suite application and navigate to
the Sequencer tab over at the top panel.

configure the other options b

Token Location Within Response

Select the L
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Exploitation Using Burp Sequencer

Session ID exploitation via Sequencer

Whether it's a basic Session ID or a token generated from the server-side, the burp’s sequencer
analysis that all, as the tool’s only requirement is a “Request” shared with it.

So, let’s initiate the analyzer within the burp sequencer by capturing and sharing a login Session ID
over from our favourite vulnerable application i.e. bWAPP.

Feed the target IP in the browser and login with bee: bug.

Wait!! We talked about login session ID right, so let’s turn the proxy service here only, and then hit
the “Login” button.

New User info Tolks & Training Blog

rd I_oain 4

Enter your credentials (bee/bug).

Login:
bee <—
Password:

Set the security level:
Security Audits &

low v

Login -—

Let’s check our burp suite, whether it captured the request or not. From the captured request we can
see that a PHPSESSID is in the Cookie header, let’s share the complete request with the Sequencer by
hitting right-click over on the white space.
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As soon as the Sequencer receives the request, the empty fields got filled up directly with the Token
ID that goes with the “Response” for the specific shared Request.

tur

Select Live Capture Request

http:/f192.168.0.9:8080 POST /bWAPP/login.php HTTPf1.1Host: ...

Start live capture

However, there are times when we want the sequencer to analyze some different value. Thus, over in
such cases, the burp suite’s creators give us the opportunity to define the Custom location within the
response. Let’s check that out.

Hit the Custom location radio button below at the cookie option and then navigate with Configure.
As soon as we do so, we got a new window opened as “Define Custom token location” where we're
having the response of our shared request.

Define custom token location

.1h PHP
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regex group”. Let’s check the first one.

panel.

Over into this, we can opt either the defined options whether “Define start & end” or “Extract from

As we hover and select the value from the shared Response, we got some manipulation at the Start
and the End delimiters. Thus, hit the Save button and our custom location will be defined up at the

Define custom token location

the r

Now simply hit the “Start Live Capture” button having the Cookie option selected at the “Token

Location within Response” section.

jre.

Start live capture

Token Location Within Response

Select the ninthe r where the
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And, as we did that a new window [ Live capture #1 ] got popped up. Okay!! But what’s this? Let’s
define it all.

As soon as the “Start Live Capture” button got fired up, Burp repeated the original request (potentially
about a thousand times) and thereby extract all the tokens received from the responses.

However, within all this, once the Capture page boots up, a progress bar is displayed with a counter
of tokens generated and the requests made by the sequencer. A number of buttons also contributes
into this Live Capture window as —

e Pause/Resume: This temporarily pauses the capturing request and the counter, such in order
to help the pentester to analyze the requests generated till then.

e Copy Tokens: It helps to copy all the randomized tokens generated.

e Stop: A major road block for the live capture analyzer.

e Save Tokens: Output can be dropped down as in the form of randomized generated tokens
into a defined file.

e Auto analyze: This check box (if enabled) will thus help the Sequencer to dump the analyzed
results as soon as a specific number of tokens are generated.

e Analyze now: This button is only available when at least 100 tokens have been generated and
if clicked, will thus print out the analyzed report on the screen.

Copy tokens Fi Requests: 11257

Save tokens An & Mow Errors: 0

Summary Character-level analysis is Analysis Optiens

So, let’s pause the sequencer and then we’ll hit the Analyze now button, such in order to determine
what it gathers.

From the below image, we can see that the sequencer had dropped a report by analyzing about 16000
requests, having an overall quality of randomness within a sample estimated to be “excellent”.

We could have either got randomness quality to be “poor” if the web application’s session ID is
repetitive.

However, the amount of effective entropy is 110 bits which are considered to be a good one as the
least is “64” and the best is “128”.
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NOTE -
Burp Sequencer works over Sample, thereby a large number of captured tokens will thus drop a better

and a precise result. Thus, it is recommended to have at least a 1000-2000 sample tokens before

analyzing the application’s session ID randomness.

(?) Live capture (paused)

Resume
Stop VZE Mo
Summary Character-level analysis Bit-level analysis Analysis Options

Overall result
The rall gualit x mness within the sample is estima ellent.
icance L the amount of e e: 110 bits.

a minimum

urring falls

Significance Level

=0.01%0

=0.001%a

A number of sub-sections are available which thus could help us to analyze the application-properly,
but being a pentester we just need to analyze the reliability of the results. Thereby, in order to learn

more about it, check the Port Swigger’s documentation from here.

0.001% -

=0.0001%

Q
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Let’s hit the “Save Tokens” button and dump the generated token values into token.txt.

Burp Sequencer [live capture #1: http://192.168.0.9:8080]

Resume

Effective Entropy

e th

Till the file is saving in the background, let’s get back to out bWAPP application and will logout the
user such in order to end the session.

bWAPP - Portal - Mozilla Firefox
&¢ bWAPP - Portal ol -+

< C ® © #£& 192168.0.9

jour bug:
-------- BWAPP V2.2 ——emrreeae. W2 Hack
b secur'H'y level:

v Set Current: low
| \/Ir r .

Set Securh‘y Level Reset Credits B!og

bpen source deliberately insecure web application ﬁ
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Now, as soon as we redirect back to the login page, we'll modify the URL within it i.e. setting it to

I http://192.168.0.9:8080/bWAPP

And we’ll capture the ongoing HTTP Request over at our burpsuite.

bWAPP - Login - Mozilla Firefox

& bWAPP - Login o 1+

= cC @ 192.168.0.9

an ex+remely buagy web app !

Login New User info Taoks & Training Blog

/ I_oaln 4 r
Enter your credentials (bee/bug).

Login:

Password:
-
-

Set the security level:

Back into our burpsuite’s monitor, we can see that there is a session ID in the cookie header.

quest to h

Forward Drop Interc... Action
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Let’s manipulate the Session ID with one of our saved results.

1 5ulnolfcv3BiBao26ahgfo2b4l
2 tjkZncdt@ifk6ausumm5jjropd
3 Bckmgnnbfékj77hmvrifpliesn
4 rnn@krjggtsSkdumhem8vp3lesig
5 wvlbméubgdilpbv754hructtqi
6 094jcanln2almok8h5p7v2bfpp
7 Tngjjnlgeidsrkl4oeglfa7sim
8 5407k08hp9104bl4toiBspmiho
9 60ors8urn6g8nnlqjbg92pifed
10 9s77orhrro9neroktar@s4mbap
11 6émaafg4jafp7lpimtedanéféra
12 s53a7imhjntjcit5g9cs2havns
13 k2c837pehedjg2bch51qmtido6
14 1f2vbc@9tlvkfip5squjBsflab
15 9rp2u84klhrpdhgk8go3tnlsfv
16
17 p35usifnj@dvj85icephlv3gda
18 ha4vfgpjstgelj@bioutcn2zhge
19 tbiefpbgr3gnegvtubhkustdv2
atéujvkmbGoeS4e8qvlamtle3v2
ipe4rébrcamegug3t36gedselg
khsrgm81pfjgeubk598s7h88j1
3 @jvjo79gpknlalnbtli12fbadf2
4m9nuréq2t9acf7oaloidbhaaku
3up@ldnpnvpiBg726n08mcesSns
n3hn571pc2f8j6j05quff2il3d
5fefpabgcfnrkgp2n827nkagsj
itk4rpgg7vbd7dq9j659hu3ddch

As soon as we hit the forward button, we got redirected to portal.php page and a session ID is
required here too, let’s manipulate it with the same.

Interc... Action
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And as we fire the button again, over at the browser we got logged in as “Bee” and this time it was
without the credentials.
There are times when the session ID that we manipulate might not valid, thus in such cases, we can
use the entire tokens.txt with our intruder and will hunt for a successful login.

rGNITE

Technologies

C @ © 4 192.168.0.9

e ol
---------------------- DWAPP V2.2 ——c———sei——is V. Hack

Set your gecur'i’(y level:

low v Set Current: low

)} s .

te User Set Securier Level Reset Credits

h free and open source deliberately insecure web application
and students to discover and to prevent web vulnerabilities.
herabilities, including all risks from the OWASP Top 10 project!

nirnneae Anl

Blog
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Manual Request Analysis

What, if we're not having any specific live web-application, but we’re having a sample of tokens or
Session ids and we want to analyze or depict its randomness?

Whether the sample is from a live-application or not, the burp’s sequencer is always there for you to
perform a statistical analysis such in order to determine the randomness.

Over at the dashboard, navigate to the Sequencer tab and move to the Manal load option, hit
the paste button if the sample is in your clipboard or the load button if the tokens are within a specific
file and then hit the “Analyze now” button to initiate the sequencer.

Note —
The sample or the number of tokens should be more than 100 in order to initiate the manual analysis.

However, within a few seconds, we got the result dumped over in the new window as “manual load
analysis”.

Burp Sequencer [manual load analysis #2]

Summary [ er-leve s 114 AT ns

Overall result

erall

significance level

rGNITE : .
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Aren’t you wondering like what if the application’s session ID or the token was bounded with base64
encoding scheme?

However, if such situations arise, the burp’s sequencer is there for us, over at the Sequencer’s
dashboard as we switch to the analysis option tab we just need to enable the “base-64 decode before
analyzing” option and we’re happy to go.

apture Manual

Token Handling

These settir

Token Analysis

The « ns b ontrol the typ
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Comparing the Captured Tokens

Burp Comparer is a tool to perform a comparison between two requests or responses against one
another, this somewhere helps us to analyze the different responses in a way simpler.

However, this tool is the most friendly as it works with almost every other burp’s section whether it’s
with proxying the requests, or fuzzing with the intruder, or capturing response with the repeater.
Being the most helpful, it thereby has its own space at the burp’s panel. Simply open your burp suite
and you’ll find it right in front of you.

Comparer

le

Select itemn 1:

#

Length

So, let’s use this Comparer tool with our Proxy tab and will compare the two intercepted requests
captured within it.
Simply do a right-click near the white space of the captured request and share it with the comparer.
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Further, intercept the next request and share the same.

Now switch to the comparer tab from the panel. Over within it, we’ll see that both of our requests are
aligned within their specific regions as Iltem 1 & Item 2.

However, we can even paste the request or response directly from our clipboard by hitting the paste
button or either we could have loaded the files simply by firing the load button.

The comparer tab offers us two options, either a word-by-word compare or by a bit-by-bit one. Let’s
initiate with the Words one.

Comparer

Select item 2:

#
[login.php HTTPf1

Tgﬂ!l.g www.hackingarticles.in
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As soon as we select the comparison option, we got a new window popped up displaying both the
requests in-front and highlighting the Modified, Deleted & the Added keywords.

Over the right-bottom, a check-box as Sync Views (if enabled) will help us to analyze and scroll the
two requests or responses simultaneously where the content within them is a bit lengthy.

From the below image, we can determine that the session ID’s are unique and different throughout
the web-application.

Word compare of #1 and #2 (6 differences)

Connection

Cookie: PHPSESSID
Upgrade-Insecure-Reques
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About Us

“Simple training makes Deep Learning”

“IGNITE” is a worldwide name in IT field. As we provide high-quality cybersecurity training and
consulting services that fulfil students, government and corporate requirements.

We are working towards the vision to “Develop India as a Cyber Secured Country”. With an outreach
to over eighty thousand students and over a thousand major colleges, Ignite Technologies stood out
to be a trusted brand in the Education and the Information Security structure.

We provide training and education in the field of Ethical Hacking & Information Security to the
students of schools and colleges along with the corporate world. The training can be provided at the
client’s location or even at Ignite’s Training Center.

We have trained over 10,000 + individuals across the globe, ranging from students to security experts
from different fields. Our trainers are acknowledged as Security Researcher by the Top Companies like
- Facebook, Google, Microsoft, Adobe, Nokia, Paypal, Blackberry, AT&T and many more. Even the
trained students are placed into a number of top MNC's all around the globe. Over with this, we are
having International experience of training more than 400+ individuals.

The two brands, Ignite Technologies & Hacking Articles have been collaboratively working from past
10+ Years with about more than 100+ security researchers, who themselves have been recognized by
several research paper publishing organizations, The Big 4 companies, Bug Bounty research programs
and many more.

Along with all these things, all the major certification organizations recommend Ignite's training for its
resources and guidance. Ignite's research has been a part of number of global Institutes and colleges,
and even a multitude of research papers shares Ignite's researchers in their reference.
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What We Offer

Ethical Hacking

The Ethical Hacking course has been structured in such a way
that a technical or a non-technical applicant can easily absorb

its features and indulge his/her career in the field of IT
security.

Bug Bounty 2.0

A bug bounty program is a pact offered by many websites
and web developers by which folks can receive appreciation
and reimbursement for reporting bugs, especially those
affecting to exploits and vulnerabilities.

Over with this training, an indivisual is thus able to determine
and report bugs to the authorized before the general publicis
aware of them, preventing incidents of widespread abuse.

@ é Network Penetration Testing 2.0

The Network Penetration Testing training will build up the
basic as well advance skills of an indivisual with the concept
of Network Security & Organizational Infrastructure. Thereby

this course will make the indivisual stand out of the crowd
within just 45 days.
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N

2, Red Teaming

This training will make you think like an "Adversary" with its
systematic structure & real Environment Practice that contains
more than 75 practicals on Windows Server 2016 & Windows
10. This course is especially designed for the professionals to
enhance their Cyber Security Skills

CTF 2.0

The CTF 2.0 is the latest edition that provides more advance
module connecting to real infrastructure organization as well
as supporting other students preparing for global certification.
This curriculum is very easily designed to allow a fresher or
specialist to become familiar with the entire content of the
course.

O

Infrastructure Penetration Testing

This course is designed for Professional and provides an
hands-on experience in Vulnerability Assessment Penetration
Testing & Secure configuration Testing for Applications
Servers, Network Deivces, Container and etc.

Digital Forensic

Digital forensics provides a taster in the understanding of how
to conduct investigations in order for business and legal audien
ces to correctly gather and analyze digital evidence.
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