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Abstract

Burp Suite, you might have heard about this great tool and even used it in a number of times in your
bug hunting or the penetration testing projects. Though, after writing several articles on web-
application penetration testing, we've decided to write a few on the various options and methods
provided by this amazing tool which thus could help our readers in their further penetration testing
analyses.

Today, in this publication, you will experience the complete installation and configuration of this
Port Swigger’s product from its different editions to setting up proxies for web and android
applications.
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Introduction to Burp Suite

Burp Suite commonly termed as “Burp”, is alava-based web-application penetration testing
framework, which is often adopted widely by professional enterprise testers or bug bounty hunters.
Burp Suite is a collection of tools that seamlessly work together to accomplish the entire penetration
testing process, from setting up the target and analyzing the application with the known
vulnerabilities, by giving the opportunity to find and exploit other security vulnerabilities in the
application.

Burp Suite is an intercepting proxy which acts as a man-in-the-middle between the target web-
application and the webserver. Here, it captures the ongoing HTTP Requests, such that the penetration
tester or the bug bounty hunter could easily pause, replay and even manipulate them before reaching
the destination server.

User: Raj User: admin

Password : ¥¥%% | i I Password : ¥***#

P oS | [ietcome i |

Port Swigger who is thereby responsible for the maintenance and the development of this great tool
offers a number of editions for it i.e. —

= Enterprise

= Professional

= Community

>

Burp Suite is a set of tools used for penetration testing
of web applications. It is developed by the company named Portswigger,
which 1s also the alias of its founder Dafydd Stuttard.
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The Community and Professional editions are the most common, thereby let’s compare these two
only, in order to be more precise.

The Community version was once termed as the Burp Suite’s Free Edition, although it doesn’t offer
several options, but it carries up everything that we need for the manual penetration testing
whether it is capturing the request, crawling, or manipulating the request in the repeater.

However, the Professional edition has all the functionalities enabled, from the passive to active
scanning, saving the projects, usage of the bApp Store and many more. All its tools make the testing
somewhat faster and effective as it even drops us the opportunity to use the build-in payloads for
fuzzing and brute-forcing by increasing the number of threads to make the fuzz faster. Even the
professional edition offers some additional tools such as the burp collaborator and many others.

portsw

The Burp Suite family_

Burp Suite is a leading range of cybersecurity tools, brought to you by PortSwigger. We
believe in giving our users a competitive advantage through superior research.

Enterprise Professional Community
Automated protection for
organizations and development
teams

#1 tool suite for penetration testers Feature-limited manual tools fq
and bug bounty hunters researchers and hobbyists

* Web vulnerability scanner " Web vulnerability scanner
* Scheduled & repeat scans
* Unlimited scalability
* Clintegration

- ~~. Advanced manual tools
N

manual to Essential manual tools " Essential manual tools

From $3,999 per year $399 per user, per year
Try for free Try for free Buy now Get Community

Find out more >
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Burp Suite Installation

Until now, you might have understood about, what is Burp Suite, how it works and what are the
different variants do Port Swigger offers. So, let’s take a deep dive and create an account on Port
Swigger and download the Professional edition of this great tool. As we’ve already discussed, that
most of the options are not available in Burp’s Community edition, thereby we’ll be using this
professional edition in all the next further articles. But still, you can opt the community version, to get
familiarity with the product before purchasing or either you can choose the trial option for the
Professional edition too.

Let’s Start !!

Before initiating the execution, let’s download the prerequisite i.e. “Java”, its latest version from here.
Now, burp suite comes with two modes of execution — one as an executable and second as burp at
the command line.

However, burp as an executable is quite simpler as it requires a double click only to initiate up and is
majorly for the windows users; but the non-windows users need to execute burp over through their
command lines i.e. with java -jar followed with the burp suite’s downloaded jar file

java -jar burpsuite_pro_2.0.jar

@ Welcome to Burp Suite Professional. Use the options below te create or open a project. lﬂ BU R PSU'TE
PROFESSIONAL
(_) Temporary project
& New project on disk File: Choose file...
Name:
() Open existing project Name [ Fiie
File: Choose file...
Cancel Next

From the above image, you can see that we got several sections for the project files to begin with,
either by opting the Temporary project, or starting with the New project on disk, or even by resuming
by opening the existing project.
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However, in the community edition, we’ll only get the option to start with a temporary project
only. So let’s begin with a temporary project for this time.

@ Welcome to Burp Suite Professional. Use the options below to create or open a project. .B BU RPSU'TE
PROFESSIONAL
(& Temporary project e
() New project on disk File: Choose file...
Name: || |
() Open existing project e | File
File: Choose file...
Pause Automated Tasks
Cancel Next

As we hit the next button, we’ll be redirected to the next splash screen asking us for the configuration
we would like to use. Although as we’re not having any specific, let’s choose the default one and hit
the Start Burp button.

@ Select the configuration that you would like to load for this project. l BU RPSU'TE

PROFESSIONAL

® Use Burp defaults e

Use options saved with project

() Load from configuration file File

File: Choosze file...

[ Defautt to the above in future

(] Disable extensions

N\

[ Cancel J l Back J [ Start Burp J
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Configuring Burp Proxy for Web
Applications

As soon as Burp Suite initiates up, we'll get redirected to its dashboard, where we got to see a number
of pre-defined tabs that are developed for a specific purpose.

Burp Project Intruder Repeater Window Help

_[ Dashboard T Target T Proxy T Intruder T Repeater T Seqguencer T Decoder T Comparer T Extender T Project options T User options ]

Tasks @@ .7 Issue activity

? Filter Running Paused Finished Tl) Fitter High Medium Low Info Certain Firm
- # ¥ | Task Time Action EETTTES =

1. Live passive craw| from Proxy (all traffic) @ '@' E‘ | | l | l b
ltems added to site map: O

Responses processed: 0O

Responzes queued: o

2. Live audit from Proxy (all traffic) s = 7

Audit checks - pas... Izs=ues:

. Regquests: 0 - v
Capturing: | - |
= Advisory

Event log @ o
¥ Far DO - P
Time: ¥ | Type | Source | Message
23:24:27 1 Now 2020 Info Proxy Proxy =ervice st

We'll check all of these tabs in the later section, but first, let’s configure the proxy such that our Burp
could intercept and capture the browser’s request. And for this, opt the proxy tab and thus then move
to the Options sub-tab.

Over there, you’ll find the default configuration as — the IP Address bound to 127.0.0.1 and the port
with 8080. If you didn’t find such, hit the Add button and configure the same.

[ Dashboard T Target Imey I Intruder T Repeater T Sequencer T Decoder T Comparer T Extender T Project options T User optio

[ Intercept T HTTP history TWebSDckets history T Dptions :Iﬂ—

@ Proxy Listeners

@ Burp Proxy uses listeners to receive incoming HTTP requests from your browser. ¥ou will need to configure your browser to use on

[ Add J Running | Interface | Invisible | Redirect | Certificate
= 127.0.0.1:8080 Per-host
Edit
Remove b

Each installation of Burp generates its own CA cerdificate that Proxy listeners can use when negotiating SSL connections. You can in
another installation of Burp.
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Manual Configuration

Now, in order to capture the request, we need to configure our browser with this same configuration.
Let’s do it manually with the following simple steps —

1. Boot inside your Firefox browser and go to Options.

2. There, in the General tab, scroll down to the Network Settings and hit the Settings button.

3. Over in the Connection Settings, opt the Manual proxy configuration and type in the IP
address as 127.0.0.1 with the port as 8080.

4. Select “Also use this proxy for FTP and HTTPS” checkbox:

Connection Settings

Manual proxy configuration

HTTP Proxy 127.0.0.1

v | Also use this proxy for FTP and HTTPS

SOCKSv4 ® SOCKSV5

Automatic proxy configuration URL

No proxy for

Example: .mozilla.org, .net.nz, 192.168.1.0/2+

Connections to localhost, 127.0.0.1, and ::1 are never proxied.

Help

Great, we can thus now capture the HTTP traffic, but wait, 7T what about
the HTTPS one?

bAl,though we’ve configured the proxy for that too, but still our burp would
not intercept the HTTPS Requests.

Thereby, in order to capture such traffic, we need to establish trust between
Burp, the target’s web application and the client’s browser. And for this, we
need to install the PortSwigger’s certificate as a trusted authority within the
browser.
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Thereby, in order to capture such traffic, we need to establish trust between Burp, the target’s web

application and the client’s browser. And for this, we need to install the PortSwigger’s certificate as
a trusted authority within the browser.

1. Back into the burpsuite, over in the proxy tab, hit the intercept section and check whether

the Intercept buttonis labelled On or Off, if disabled, enable it to capture the further

requests.
Burp Project Intruder Repeater Window Help
[ Dashboard T Target I Proxy I Intruder T Repeater I Sequencer T Decoder T Comparer T Extender T Project options T User options ]
J Intercept T HTTP history T WebSockets history T Options ]
“v'.\
Forward Drop | Intercept is on Action = e
Raw Hex
2. Open the Firefox browser and redirect it to http://burp There, hit the CA Certificate in order
to download the PortSwigger’s Certificate.

C & 0 4 burp

Burp Suite Professional CA Certificate

Welcome to Burp Suite Professional.

3. Back into the options section in firefox, click Privacy & Security on the left-hand side, and
scroll down to Certificates Click the View Certificates... button in order to add up the
downloaded certificate.

Certificates
When a server requests your personal certificate
Select one automatically
® Ask you every time
y Query OCSP responder servers to confirm the current validity of View Certificates...

certificates . .
Security Devices...
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4. Move to the Authorities tab, click Import and thus select the downloaded Burp CA
certificate file.

Certificate Manager

Your Certificates Authentication Decisions People Servers Authorities

You have certificates on file that identify these certificate authorities

AffirmTrust Networking Builtin Object Token

AffirmTrust Premium Builtin Object Token

AffirmTrust Premium ECC Builtin Object Token
v Agencia Catalana de Certificacio (NIF Q-0...

EC-ACC Builtin Object Token

v Amazon

5. Assoon as the certificate loads up, a dialogue box will get prompted up, there, check the Trust
this CA to identify websites box, and fire up the OK button, in order to finish the configuration.

Downloading Certificate >

You have been asked to trust a new Certificate Authority (CA].

Do you want to trust "PortSwigger CA” for the following purposes?
[v] Trust this CA to identify websites, e
[ ] Trust this CA to identify email users.

Before trusting this CA for any purpose, you should examine its certificate and its policy and
procedures (if available).

View Examine CA certificate

)4 Cancel
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Time to capture up the ongoing HTTPS Request. With the intercept option ON and the proxy
enabled in the browser, search https://www.google.com.

As soon as we hit the search button, our request will get pause at its first checkpoint i.e. our
burpsuite.

[ Dashboard I Target T Proxy T Intruder I Repeater T Sequencer T Decoder T Comparer T Extender T Project options I User options ]

_[ Intercept T HTTP history T WebSockets history T Options ]

&7 ) Request to hitps:/fwww google com:443 [172.217.166 228] =

I Forward I I Drop I [ Intercept is on ] Action Comment this item ‘\ﬂ’

J Raw T Params T Headers T Hex ]

GET / HTTPs1.1
Host: www.google. com

User—-Agent: Mozilla/s5.0 (Windows NT 10.0; Winf4; x&4; rv:i82.0) Gecko/20100101 Firefoxs 82_0

Accept: text/html,application/xhtml+xml  application/xml;qgq=0_9, image/webp , */*;gq=0_8

Accept-Language: en-US,en;g=0.5

Accept-Encoding: gzip, deflate

Referer: https://duckduckgo. com/

Connection: close

Cookie:

NID=204=0TgD0rhxy4h74ciET7Ed0URYCE_SWxZeuwvuYEOoRD44TU=ze 0l f02cFE0sTqgfgTogiTusvpUSAZEZa Tk lve gl 08 JwoullIWSxT
JwdAFvd uLOs0f0ZeVEicOktpdezEwioDLDDAMA fUgTA wEEYOECZ4glERS)1ZIMnt4xEWeJfCiTVIfh T=GkgTAORCEY £GxulUrOHET)
F7ifaHDOOures diEYEEPEncp S bgqrbh - EsATpn e PLY N fn TS mEEYEWE4L 7 f0L00cwITE20TEeoS—4khD P 7r Lz dVET S0vhpGrnrWe o Y26
nSpPgFFnL_1PLgtHifExwe-VeblTARICRTZZEQRTt - SwhdRgd QASgoEn0-wREUS ZxITeb l5p PT-hullini 26 hjglleZ4TneFhFnk WEOEFF
ERTHMICgEUpkglgqr4Se_£35wmmtnxA; 1P _JAR=Z0Z0-11-0Z-07;

ANID=AHWqTUk OdE_pYIGL45b1lYpToY—Sg-00kFOMZ_sFEfROCpOeWIhgdfCgO7SABNPZZL ¢

CONSEMNT=YES+IN.  en+Z0180107-08-0;

SID=Cwezfd7l-okreHM_f5P)3_dDUcRoDTVsS3CSkE IbhSPFUEW44ERLgIF_JJMiW3y—STTASnmeg.
__Secure-3P5ID=Cwezfd7l-okrcHM_ f5P)3_dDUcRoDTVsS3CSk IbhSPFUEW44CH Rk aogFdnZ 1 30nk i 7. -
HSID=AFTZoTYInZ_wvsFInd; S55ID=AbHIZcdDICh1xEGIZ; APISID=rEotldlUTSMiZMyt /ACL4mTARIH_ IMIFLCR -
SAPISID=WFhlWAiduwSuTylo AT xLAW_wW1JMmSH: _ Secure-3PAPISID=WFhlWAidunSuTyZo/AxMtxLAW_ wTW1JHnSX;
SIDCC=AJi40fFTpSED ] Sogk Z0MoGhIdZZ25ge 0k el - ThLviERCRTelDMlvyg_ QelJS5ZJEvhEIhWEZFkadPog;

__ Secure—3PSIDCC=AJi40fFhE0GIgqaPuniplCClwl £y 1 EEgFnT1r op OMpWHWas Lk WhnySdeoHS 0o J 30k TEMOTITE ;

Now with this, it’s our choice about what we want to do with this request, we can Forward the same
or Drop it here only i.e. it will never reach to the web server for further processing and even we can
also Manipulate this request before reaching to the server.

So for this time, let’s forward it directly. Thereby, with every subsequent successful captured request,
we’ll get the same options.

S > C O & google.com

<

Gmail Images

Google

Googl

(1))
w

earch I'm Feeling Lucky

Wear a mask. Help slow the spread of COVID-19. Learn more
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Configuring using Foxy Proxy

Isn’t the procedure for setting up a proxy in the browser is too long?? As whenever we need to
capture the request, the proxy needs to be enabled, and if the burpsuite isn’t capturing the request
the proxy should be disabled in order to surf the internet seamlessly.

Therefore, with this ease to set up the proxy, we’ll be using one of the greatest firefox plugins i.e. Foxy
Proxy, this will give us the option to enable and disable the proxy service whenever we wish too,
directly from the webpage we’re surfing at.

You can simply install and add this plugin from here.
As soon as you hit the Add to Firefox button, a dialog box will get popped up asking you for the

confirmation, again click on the Add button and within few minutes you’ll get redirected to the Foxy
proxy’s about page.

= C o © ashk moszilla.org B - v

@ Rl BBy S .. 517 Developer Hub 1 | Register or Login

It requires y;

) K555

Explore Extensions

Cancel

&
&
I

=3
]

FoxyProxy Standard
by Eric H. Jung

[T TR T
R

FoxyProxy is an advanced proxy management tool that
completely replaces Firefox's limited proxying capabilities.
For a simpler tool and less advanced configuration
options, please use FoxyProxy Basic.

Now, over at the right of the search bar, you’ll be able to see the newly added plugin, click it and
select the options tab.

-»> Gr (0] :H-E-?tenzwom...Standar'd) moz-extension://c08c1 1ac-d53e-49e3-925e-413a15f0 *++ |l i

y
":.;\";‘) FoxyProxy

Welcome!

FoxyProxy has been around for almost 15 years. So if you're upgrading from a legacy version, and your
proxy settings are missing, please them
(This message only appears after FoxyProxy has upgraded or is first installed.)

Info

Edition: FoxyProxy Standard
Version: 7.5.1
Source Code:
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Time to configure the proxy service, we’ll do it as we did it over in the manual proxy setup, set the IP
address to 127.0.0.1 and the port to 8080, and with the successful configuration, hit the save button.

“@ Add Proxy

Title or Description (optional) Proxy Type
| Burp Proxy| - | o
Color Proxy IP address or DNS name
[ #66cc66 | (127001 --—
Pattern Shortcuts Port
Enabled 3080 —w—
Add whitelist pattern to match
all UBLs € Username (optional)

Do not use for localhost and
intranet/private IP addresses

o Password (optional)

== E

Therefore, with this, we can now enable and disable the proxy service directly from the web
application’s homepage. Now enable the foxy proxy and turn ON the intercept option for capturing
the HTTP request of the web page as done above.

google.com

V' Turn Off (Use Firefox

WHAT IS IT? FoxyProxy is a Firefox extension which automatically switches an internet connection
across one or more proxy servers based on URL patterns.
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Configuring Burp Proxy for Android
Applications

Android Penetration Testing is the process of analyzing and testing the android applications in order
to find security issues and loophole vulnerabilities in them.

However, in order to test such applications, the penetration testers or the bug bounty hunters
sometimes need to intercept the travelling Requests, and thereby burp suite plays a major role into
that.

So, let’s learn how to configure a proxy in the mobile applications in order to capture the ongoing
requests in burpsuite.

For the instance, we’ve used Genymotion (an android emulator) and there we’ve even installed up an
android device within it. You can set up the same from here.

Now, back into Burp Suite, switch to the Proxy tab and hit the Options sub-tab there. Click on
the Add button in order to set up a new interface.

Dashboard I Target I Proxy ]

[ Intercept I HTTP history I WebSockets history I Options ]

@ Proxy Listeners

{r:::u:} Burp Proxy uses listenars to receive incoming HTTP regquests from your browser, You will ng

-——* Add J Running | Interface | Invisible | Redirect
¥ 127.0.0.1:8080

Each installation of Burp generates its own CA certificate that Proxy listeners can use when
installation of Burp.
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As soon as we do so, a dialog box will prompt up asking for the binding Port and the IP Address. Here,
I’'ve used the port number as 8081 and rather than assigning a specific IP address I've initiated it to All
interfaces.

J Binding [ Reguest handling [ Certificate ITLS Protocols }

@ These settings control how Burp binds the proxy listener,

Bindto port: 8081 <

Bind to address: () Loopback only
® Allinterfaces -d—

O Specific address: | 127.0.0.1 'J

\ﬂ oK J { Cancel J

Great, from the below image you can see that our interface has been added up and it is Running.

@ Proxy Listeners

{E):} Burp Proxy uses listeners to receive incoming HTTP requests from your browser. You will need to configure your brows

| Add | |Running | Interface | Invisible | Redirect | Certificate
Ui 127.0.0.1:8080 Per-host

Edit | W *:8081 | Per-host
Remove

Now, its time to configure the Android device, such in order to intercept the ongoing requests.
Over in our android device, let’s navigate to the Network and Internet option in the Settings.
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V. o004

Settings Q
v Suggestions +1

ﬁ Set screen lock
Protect your device

Py Set Do Not Disturb rules

Limit sounds & vibrations at certain times

Network & Internet
v

Wi-Fi, mobile, data usage, hotspot

Connected devices
(oD > e
Bluetooth, Cast, NFC

Apps & notifications

Permissions, default apps

There at the Wifi option, let’s click the connected wifi and hold it until it offers further options for us.

W< 0904

< Wi-Fi
On &

AndroidWifi

Connected
AndroidWifi

4 Add netwo Forget network

Searching fc Modify network

Wi-Fi preferences
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| Click on Modify network and over in the Advanced Options, opt the Manual proxy configuration

o0 Google Mexus 3X (10801920, 420dpi) - 192.168.85.102 - Genymuotion
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As soon as we hit the Manual option, we’ll get redirected to the proxy configuration section where
we need to provide the Proxy hostname and the Proxy port.

Thereby for the Proxy hostname you need to check the IP address of your window’s machine (where
the burpsuite is running), as over in our case, it is 192.168.1.9; and over in the Proxy port, we need to
enter the port that we used to bind the burp’s proxy i.e. 8081.

Hit the Save button and there we go.

AndroidWifi
Advanced options
Proxy

Manual

The HTTP proxy is used by the browser but
may not be used by the other apps.
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Now, similar to the web applications, our burpsuite will only listen to the HTTP requests made, thereby
to intercept the HTTPS requests we need to install the certificates into this android device too.
Over with the same option, surf http://burp in order to download the certificate.

Burp Suite Community Edition CA Certificate

Welcome o Bunp Suite Community Edition

v Download completed (0.00 MB) >

cacert.der
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Now, for this, we need to rename the certificate file from “cacert.der” to “cacert.cer”.

Rename

cacert.cel|

CANCEL oK

Cool!! Now, back into the device settings, navigate to Security & Location -> Encryption &
Credentials, over there hit the Install from SD card option to install the CA certificate.

Q - © W94

< Encryption & credentials

Encryption

Encrypt phone
Encrypted

Credential storage

Storage type
Software only

Trusted credentials
Display trusted CA certificates

User credentials
View and modify stored credentials

Install from SD card
Install certificates from SD card

Clear credentials
Remove all certificates
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The follow-up to the path where your certificate was downloaded and as soon as you select the file,
a pop-up will drop up at the screen asking to name the certificate, as in our case we named it to cacert.

Name the certificate

Certificate name:

cacert

Credential use:
VPN and apps

The package contains:
one CA certificate

CANCEL
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Great!! As soon as we hit the OK button, we’ll thus be able to capture and intercept the HTTPS
Requests too over in our Burp Suite.

[ Dashboard TTarget I Proxy T Intruder T Repeater I Sequencer I Decoder I Comparer I Extender I Project options I User options ]

J Intercept T HTTP history IWehSt}ckets history I Options ]

/ Request to http:/fwww.google.com:80 [216.58.196.100]

[ Forward J [ Drop J [ Intercept is on | l Action J [ Open Browser J Comment this item ¥

J Raw I Params T Headers I Hex ]

Pretty \n Actions v

1 GET /m?hl=enésource=android-launcher-widgeté&ég=hackingarticles.in HTTP/L1l.1

2 Host: www.Jgoodle.com

5 Upgrade-Insscure-Regquests: 1

4 User-Agent: Mozilla/5.0 (Linux; Android 2.0.0; Google Nexus 5¥ Build/CPRE.L170623.017; wv)
AppleWebkKit/537.36 (EHTML, liks Gecko) Version/4.0 Chrowms/74.0.3729.18f Mobile Safari/537.36

5 Aoeoept:
text/html, application/xhtml+xml, application/xml;q=0.9, images/ wekp, imags,/apng, */ *;g=0.8,application/=sic
—exchange ; v=h3 a0

& Accept—-Encoding: gzip, |

7 Agpcept-Language: =n-U3,

K-Bequested-With: org.c ° t‘ E 10:54

S Connection: close

10 WebView Browser Tester 74.0.3729.186

ncher-widget&qg=hackingarticles.in =~ >

)

Q
bl
o

Additional Resources

e https://www.hackingarticles.in/burp-suite-for-pentester-configuring-proxy/
e https://www.java.com/en/download/windows_offline.jsp
e https://addons.mozilla.org/en-US/firefox/addon/foxyproxy-standard/

rGNITE www.hackingarticles.in

Technologies



https://www.ignitetechnologies.in
https://www.ignitetechnologies.in
https://www.ignitetechnologies.in
https://www.ignitetechnologies.in
https://www.ignitetechnologies.in
https://www.ignitetechnologies.in
https://www.ignitetechnologies.in
https://www.ignitetechnologies.in

Technologies
JO R

TRAINING PROGRAMS

( BEGINNER )

< Bug Bounty > Network Security
<Ethica| Hacking> Essentials

<Network Pentest>

< Wireless Pentest >

< Red Team Operation >7

—< Privilege Escalation>

2 _
_ -
_

www.ignitetechnologies.in y ™ in @


http://bit.ly/ignitetechnologies
https://www.ignitetechnologies.in
https://www.ignitetechnologies.in
https://twitter.com/hackinarticles
info@ignitetechnologies.in
https://in.linkedin.com/company/hackingarticles
https://github.com/Ignitetechnologies



