
 

By – Dashrath Jamadar 

-: Windows Commands with Examples :- 
 
1. ping (test network connection) 
• The ping command tests network connectivity between two devices by sending ICMP echo requests.  
 
For example,  
In addition, use it for the following:  

• Test for packet loss 
• Test latency 
• Test DNS queries 

Ping Examples 
To test the connectivity to another device by IP use the command below. 
ping 192.168.100.1 
 

 
 

Ping by hostname.  
ping dc1.ad.activedirectorypro.com 
 

2. ipconfig (get network adapter details) 
• The ipconfig command is used to display a computers TCP/IP configuration. You can display the IP info for a 

single or all network cards installed on a computer.  

• This command can also display the DNS cache on the local machine, flush DNS, release and renew the DHCP 
address on all network cards.  

 
Examples: 
To view the IP configuration for all network cards on a computer type the command below and press enter. 
ipconfig /all 
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To display IP info for all network cards. 
ipconfig /all 
 
Switch to clear the local DNS resolver cache. 
ipconfig /flushdns 
 
Trigger dynamic registration of the DNS names and IP addresses that are configured on the computer. 
ipconfig /registerdns 
 
Release DHCP addresses. This will release DCHP address on the network cards that are configured for DHCP.  
ipconfig /release 
 
Switch will renew DHCP address for all network cards. 
ipconfig /renew 
 

3. nslookup (find dns records) 

• The nslookup command is used to check DNS records and troubleshoot DNS. This is a must-have command for 
any sysadmin or network engineer.  

• You can do all kinds of tests to verify DNS is working correctly, you can check PTR, A, MX, SOA, and many other 
types of DNS records.  

 

 
 
Examples: 
To test that the A record of a hostname follow these two steps 
Step 1: Type nslookup and press enter 
Step 2: type in a domain name and press enter 

 

https://activedirectorypro.com/use-nslookup-check-dns-records/
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4. tracert (network troubleshooting) 

• The tracert command is used to track the pathway a packet takes from a source IP to the destination address. 
This simply means it’s going to display each hop (router) that the packet passes through to reach its destination.  

 
Examples: 
The syntax for this command is tracert followed by the hostname or IP.  
tracert google.com 
 

 
 
5. shutdown command 

• The shutdown command does exactly that, it shuts down a computer.  

• This command is useful for shutting down or restarting local or remote computers.  
 

 
 
Examples: 
This command will restart computer pc2. 
shutdown /r /m \\pc2 
This command will shut down the remote computer. 
shutdown /s /m \\pc2 
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Shutdown a remote computer with a custom message. 
shutdown /m \\pc2 /c "Rebooting computer, have a nice day" 
Force applications to close without warning. 
shutdown /s /f 
 
6. gpupdate (group policy update) 

• The gpupdate command is used to apply group policies on a computer in a windows domain.  

• Sometimes you can run this command to refresh the GPOs and avoid a reboot. 
 
Examples: 
This command will pull down any GPO changes to the computer. 
gpupdate 
 

 
 
Use /force to reapply all the GPOs on the computer.  
gpupdate /force 
 
7. netstat (display network connections) 

• The netstat command displays TCP/IP connection information, ethernet stats, and the computer’s routing table.  

• We use this command on Windows servers and clients when troubleshooting connection issues.  

• We can verify application servers are working correctly by checking that the service is running and listening for 
connections on the port.  
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Examples: 
Display all active and listening ports. 
netstat -a 
Display all connections in numerical order. 
netstat -a -n 
It shows that my domain controller with IP 192.168.100.10 has established these four connections with IP 
192.168.100.11.  

 
More netstat examples 
Displays the exe and the process ID (PID) associated with the connection.  
netstat -abo 
 
8. net stop and net start (windows services) 

Simple command to start and stop windows services. 
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Examples: 
Stop and start the printer spooler service. 
net stop spooler 
and now start the spooler service. 
net start spooler 
9. systeminfo 

The systeminfo command displays configuration details on a computer such as OS name and version, hardware 
information, boot time, logon server, and more.  
There are a lot of details this command displays. 
 

 
 
10. getmac (get mac address) 

• This command returns the MAC address from all the network cards on a system. This command is the best way to 
quickly grab a computer’s MAC address.  

 

 
To run it on a local computer just type  
getmac.  
To run on a remote computer, use the /s parameter. 
getmac /s pc1 
 
11. whoami command 

• This command displays who is currently logged on to the local system.  

• It also can display what groups a user belongs to.  
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Get the current logged on user.  
whoami 
Display the user groups to which the current user belongs.  
whoami /groups 
 

 
 
Displays all information for the current user 
whoami /all 
 
12. telnet client 

Use the windows telnet client to test if a remote host is allowing connection on a specific port.  

We can typically use this when someone says your firewall is blocking a program from working.  

If you know the port number the application runs on you can use the command below. In this example, we installed 
filezilla server, so port 21 should be open. 
 
The syntax is telnet + hostname or IP + port number  
telnet srv01 21 
You may or may not get a response back from the remote server. In this case with filezilla. You could also just get a 
blank screen on a successful connection.  
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If it doesn’t get a connection, you should get a message like the below. 
 

 
 
13. cd (change directory) 

• The cd command allows you to change to another directory on your computer.  
For example, to change to the windows directory use this command. 
cd windows 
 

 
 
14. mkdir (make directory) 

• The mkdir command will create a directory or subdirectory. It creates the directory in the current directory.  
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If we look in windows explorer, I’ll see the folder1 directory.  
 

 
15. tasklist (display running processes) 

• Tasklist will display the running processes on the local computer. 

 
 
16. taskkill (end process) 
Terminate a process by the PID number. In this example, I forcefully end process PID 1808. 
taskkill /pid 1808 /f 
 

 
  
17. cls (clear screen) 

• The cls command will clear the command prompt console. This is useful when the screen has a lot of information 
on it and you want a blank screen.  

At the windows command prompt type cls and press enter to clear the screen.  
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18. del 

• The del command is used to delete files and folders. Deleting files with the del command does not go to the 
recycle bin.  

Delete a single file. 
del c:\it\pass.txt 
 
Delete all exe files. 
del c:\it\*.exe 
Delete files and subfolders. 
del c:\it\*.* 
 
19. schtasks (scheduled tasks) 

• The schtasks commands lets you add, remove, change and view scheduled tasks on the local computer.  
View scheduled tasks: 
Schtasks 
 
Delete a scheduled task:  
SCHTASKS /Delete /TN "\Backup\Backup and Restore" 
20. net user  

• The net user command displays user account information on a local computer or the domain.  
On a PC type net user to see the computer’s account info.  

 
 
To get all the user accounts from the domain controller.  
net user /domain 
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21. arp 

• The arp command displays and modifies the Address Resolution Protocol (ARP) cache on the local computer.  
Display the arp cache for all interfaces: 
arp -a 
 
To clear the arp cache use this command: 
arp -d 
 
 
22. hostname 

• This windows command displays the host name of the computer.  
hostname 

 
 
23. psexec 

• PsExec allows you to execute commands on remote computers. This is useful when you need to troubleshoot a 
remote computer without taking full control of it.  

 
In this example, I’ll run ipconfig on the remote computer pc1 to get the IP address information.  
psexec \\pc1 ipconfig 
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24. dir 

• The dir command lists all files and directories in a specific directory.  
 

To list the contents of the current directory use this command: 
dir 

 
 
25. runas 

• Runas allows you to run a specific tool or program as a different user.  
 
For example, you are logged in as a regular user (no administrator rights) and you need to run a program with an 
account that has local administrator rights.  
runas /user:administrator c:\windows\notepad.exe 
 

 
 
26. rmdir (remove directories) 

• Do you need to remove a directory? The rmdir command will delete a directory.  

• The default command will only delete empty directories. If you want to delete a directory and the files in the 
directory use the /s switch.  

 
For example, delete the c:\it\private and all files in that directory.  
rmdir c:\it\private /s 
 
27. ver 

• The ver command displays the Windows version.  

 
 
 


