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® Microsoft Sentinel = A cloud-based security system
that both detects threats (SIEM) and automatically
responds to them (SOAR).

® Microsoft Sentinel = Collect — Detect —
Investigate — Respond — all in one cloud security
platform with the help of Al integration(copilot).



1. What Is SIEM?
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SIEM = Security Information and Event Management

Think of SIEM as a central security brain that collects logs and alerts from
everywhere in your network.

Simple Meaning:

e SIEM collects data from devices, apps, servers, firewalls, cloud, etc.
e SIEM analyzes the data for suspicious behavior.
e SIEM alerts you when something is wrong.

SIEM does:

e Collect logs

e C(Correlate events

e Detect anomalies

e Generate alerts

e Help with investigations



2.What Is SOAR?
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SOAR = Security Orchestration, Automation, and Response

Think of SOAR as a security robot that helps you respond faster.
Simple Meaning:

e SOAR automates tasks (no need to do everything manually).
e SOAR runs playbooks to fix issues automatically.
e SOAR connects different security tools to respond quickly.

SOAR does:

Automate repetitive actions
Run playbooks (scripts + workflows)
Speed up incident response
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e Reduce manual work



3. What Is Microsoft Sentinel?

Microsoft Sentinel = Cloud-based SIEM + SOAR combined in one tool
It is a scalable, cloud-native security platform that helps SOC teams:

e C(Collect security data
e Detect threats

e [nvestigate incidents
e Automate responses

Sentinel Works ?

SIEM part of Sentinel:

v’ Collects logs

¢’ Queries logs with KQL
v/ Correlates events

v/ Detects anomalies

v/ Creates alerts & incidents

SOAR part of Sentinel:

v/ Supports playbooks

v Automates response actions

v’ Blocks IPs, disables users, triggers notifications
v’ Integrates with many security tools



4.Sentinel’s Purpose

Sentinel is a one-stop security solution that gives:

1. Attack detection

2. Threat visibility

3. Proactive hunting
4. Automated response

4 Pillars of Microsoft Sentinel
1. Collect

Gather logs from on-prem, cloud, applications, networks, and security tools.

2. Detect

Correlate data, find threats, and generate alerts/incidents.

3. Investigate

Use dashboards, KQL, Al-assisted analysis to understand what happened.
4. Respond

Use playbooks, automation, and workflows to contain/fix incidents.



5. Microsoft Sentinel

Sentinel works in 4 phases.
Everything starts with logs.
No logs — no detection — no alerts — no response.

Phase 1: Collect (SIEM Part)

Goal: Get visibility into what is happening.

1. Data Connectors

e The first step is to ingest data into Microsoft Sentinel. This is exactly
what data connectors are for. It collect from various data sources and
scenarios.

® Microsoft provides 100+ connectors (Azure AD, Office 365, Firewalls,
Endpoints, AWS, etc.).

=== Microsoft Sentinel | Data connectors
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2. Log Analytics Workspace

e Once the data has been ingested into Microsoft Sentinel, it must be
stored for further correlation and analysis.

e This log storage mechanism is called Log Analytics workspaces.

e Data stored in these workspaces can be queried to gain further insights
using Kusto Query Language (KQL).
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Phase 2: Detect (SIEM + Proactive Hunting)

Goal: Detect threats from collected logs.

1. Workbooks (Dashboards)

e Visual dashboards that show security patterns.

e Useful for quick threat visibility, charts, graphs, trends.
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2. Analytics Rules

e Rules created to automatically detect suspicious activity.
e These rules turn logs into alerts and incidents.

e Example: “Multiple failed logins — Possible brute force attack.”
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3. Threat Hunting

e Instead of waiting for alerts, analysts do proactive searching.

e Sentinel has 200+ built-in hunting queries.

e Helps find hidden threats that rules may miss.
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hase 3: Investigate (SOC L.1/1.2 Work)

Goal: Study alerts, check what happened, and decide next steps.

1. Incidents

e When Analytics rules detect something — Incidents are created.

e SOC analysts review incidents to confirm if it's real or false.
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2. Investigation Process

Analysts usually do:

Change incident status (New — Active — Closed)
Assign to other analysts

View timeline of the attack

Map entities (user, IP, device, file)

Use investigation maps to see how the attack happened
Add comments and notes

Simple Understanding:
Alerts — Incidents — Investigation — Decision



Phase 4: Respond (SOAR Part)

Goal: Reduce workload + automate actions.

I\, Problem: Alert Fatigue

e SOC teams get too many alerts.
e They get tired, slow, or miss real threats.

e Automation 1s needed.

1. Playbooks (Automated Response)

Playbooks = automated workflows
(Example: If incident is created — Send email — Block IP — Notify SOC)

Playbooks can automate:

e Incident updates

Threat intelligence enrichment
e Investigation steps

e Remediation actions (disable user, delete email, block IP)

Simple Understanding:
Automation saves time — Fix issues faster — Reduce alert load



6. When Should You Use Microsoft Sentinel?

e Use Microsoft Sentinel when you need to monitor cloud + on-premise
environments for security threats from one single place.

e Many tools can monitor security, but Sentinel stands out because it
gives a 360-degree bird’s-eye view and lets SOC teams do almost
everything from one dashboard.

7.What Does Sentinel Help With?

Microsoft Sentinel helps SOC teams:

e ;| Visualize log data

C), Detect anomalies / suspicious behavior

@ Do threat hunting

£3 Investigate incidents

e J- Automate responses using playbooks

In short: Collect — Detect — Investigate — Respond from one tool.



8. Why Choose Microsoft Sentinel?

Choose Sentinel if the organization wants to:

v’ Collect data from many different sources

(Azure, Office 365, AWS, firewalls, endpoints, servers, etc.)
¢’ Find suspicious activity using built-in analytics and ML

¢ Run complete SOC operations without managing servers

9.Key Extra Benefits of Sentinel

1.Cloud-native SIEM

No servers to deploy — automatically scalable.

2.Built-in & easy integrations

100+ data connectors — Azure services integrate instantly.

3. Automated incident response

Playbooks can block IPs, disable users, send alerts.

4. Advanced threat detection

Uses Microsoft global threat intelligence + machine learning.
5. Supports hybrid & multi-cloud

Azure + AWS + GCP + On-prem — all can be monitored.
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Detect threats
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Respond to incidents

Microsoft Sentinel incident (Preview)
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