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Tools Demonstrated in This Lab

Tool demonstrated in this lab is “Wireshark”

Lab Scenario

As a Network Forensic Investigator in FIA Cybercrime Wing, |
received a PCAP file captured during suspicious activity. Employees
reported slow network and unauthorized access alerts. My task was to
analyze the traffic using Wireshark, identify the attacker, extract
evidence, and prepare a court-presentable report.

Introduction

In this assignment, [ used Wireshark, an open-source packet
analyzer, to investigate malicious network activity. I identified port
scanning, RDP brute-force, malware download, and C2 beaconing.
This hands-on analysis helped me understand how to extract digital
evidence from network traffic.

Lab Objectives

Open and analyze a real attack PCAP file using Wireshark
Identify source/destination IPs, protocols, and suspicious packets
Detect type of attack and extract evidence (files, URLs, payloads)
Reconstruct attack timeline

Prepare a professional forensic investigation report

Lab Environment
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To complete this assignment, I used the following setup:

| {O%:N @ BN case001.pcap (downloaded from
https://dfirmadness.com/case001/case001-pcap.zip)

o |NTIETTLBUSI N YONNER Attacker IP 194.61.24.102, Victim

IPs 10.42.85.10 & 10.42.85.115

Overview of Wireshark

Wireshark is the world’s most popular network protocol analyzer.
It captures and displays packets in real time.

Key Features of Wireshark

Key Features of Wireshark:

o Live packet capture and offline analysis

o Powerful display filters

e Follow TCP/UDP/HTTP streams

e Export objects (files) from traffic

o Statistics (IO graphs, conversations, expert information)
e Timeline view and color coding

Step-by-Step Procedures

Task 1: Analyze the PCAP File

In this task, I analyzed the PCAP to identify source/destination IPs,
protocols, and suspicious packets using Wireshark filters. Here are
the exact steps I followed:

e [ downloaded the PCAP from
https://dfirmadness.com/case001/case001-pcap.zip
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S EmP O]

Terminal Emulator
Use the command line

f
W

AN

. .
Home Spoof_attac...

N—
—

S File'System case001-
== W pcap.zip

e I extracted the file — case001.pcap
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i [

‘& '

Home §Spoof. attac...

.Jle‘ystem case001-

/‘% pcap.zip

A

caseOOLp_capJ"j
i

e [ opened Wireshark

The Wireshark Network Analyzer
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

ADAC R BEREEB @ « > n « » B

Welcome to Wireshark
..using this filter: n 'l All interfaces shown~

eth0 _J
any

Loopback: lo

bluetooth-monitor

nflog

nfqueue

dbus-system

dbus-session

@ Cisco remote capture: ciscodump

@ DisplayPort AUX channel monitor capture: dpauxmon
@ Random packet generator: randpkt

@ systemd Journal Export: sdjournal

@ SSH remote capture: sshdump

D 1IND | ictamar ramata sanbiura: ndndimn

e I went to File > Open, navigated to the folder, selected case001.pcap,
and clicked Open.
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Wireshark - Open Capture File

Lookin: /home/kali/Desktop

L. Computer .. Name i Tvne Date Modified

K B case001.pcap

W SPOOI_auack.pcap

Filename:  case0OO1.pcap Open

X Cancel

The packet list loaded with approximately 5,000 packets.

case001.pcap

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

ADA® s BR@ 2« ¢ > 08« >»BEE o800 EBEHE
or— 7 "=ma+

No. Time Source Destination Protocol Length Info i

193 92.326739 . . . . . . P 60 49673 - 88 [ACK] Seq=1 Ack=1 Win=2102272
194 92.326740 .42.85. .42.85. 376 AS-REQ 5
195 92.326931 .42.85. .42.85. 66 49674 — 135 [SYN] Seq=0 Win=64240 Len=0 (]
196 92.327062 .42.85. .42.85. 66 135 . 49674 [SYN, ACK] Seq=0 Ack=1 Wil I
197 92.327181 . . 60 49674 — 135 [ACK] Seqg=1 Ack=1 Wi 1022
198 92.327469 . . . . . . 1514 88 — 49673 [ACK] Seq=1 Ack=317 Win=6553f
199 92.327471 .42.85. .42.85. 173 AS-REP

200 92.327580 . . . . . . 60 49673 — 88 [ACK] Seq=317 Ack=1580 Win=2
201 92.327597 .42.85. .42.85. 60 49673 — 88 [FIN, ACK] Seq=317 Ack=:

202 92.327718 . . 60 88 — 49673 [ACK] Seq=1580 Ack=318 Win=6%

205 92.328460 .42.85. .42.85. 162 Bind_ack: call_id: 2, Fragment: Single,
206 92.328530 .42.85. .42.85. 222 Map request, DRSUAPI, 32bit NDR
207 92.328713 .42.85. .42.85. 226 Map response, DRSUAPI, 32bit NDR
208 92.329241 .42.85. .42.85. 66 49675 . 49155 [SYN] Se Win=64240 Len:

=
19
204 92.328367 .42.85. .42.85. 214 Bind: call _id: 2, Fragment: Single,
§
=
209 92.329321 .42.85. .42.85. 66 49676 — [SYN] Seq=0 Win=64246 Len=0 I

» Frame 84334: 74 bytes on wir 9z 4 by 29 el
v Et 1I, s 21 ( 08 3c a9
» Internet Protoco : el st: 10.4Z 0a 94
i 3 fa fo f9

Figure 1: Wireshark after opening case001.pcap

To identify Source and Destination IPs: I went to Statistics
— Conversations — [Pv4 — sorted by packets (descending)

)
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Wireshark - Conversations - cas<001.pcap

File [
ﬂ O Conversation Settings IPv4 - 266
Address A Address R Parkets Rutes  StreamID__ ParketsA3 R ButesA 3R

194.61.24.102 10.42.85.10 224610 44MB 185 128,309 26 MB

Absolute start time X z 3 34,490 UMD 17,220 & MD
X 33,754 40MB 7,428 448 kB

Limit to display filter . i 9,508 7MB 3,609 1MB

13.107.21.200 5,043 3MB 2,109 595 kB
Copy - 23.47.193.50 5,016 7MB 609 47 kB
10.42.85.115 151.101.1.67 4676  4MB 1,690 14.kB

10.42.85.115 10.90.90.90 4,579 964 kB 2,250 prE])

10.42.85.115 104.18.12.165 3,951 5MB 621 40 kB

10.42.8510  203.78.103.109 3,370 3MB 1,205 182 kB

10.42.85.115 203.78.103.109 3,365 3MB 1,210 320kB

Protocol 10.42.85.115 143.204.131.79 3360 4MB 383 24 kB
IEEE 802.11 10.42.85.115 40.91.125.0 3,339 3MB 1,077 155 kB
JEEE80215.4 10.42.85.115 208.80.153.224. 3,336 2MB 1,432 19 kB
IPv4 10.42.85.115 23.47.52.14 3,109 3MB 7] 55kB.
IPve 10.42.85.115 74.120.184.194 3,096 3MB 1,158 93kB
IPX 10.42.85.115 23.47.48.60 30m 3MB 865 55 kB
IXTA 10.42.85.115 204.79.197.203 2,699 1MB 1,140 131 kB
LTp 10.42.85.115 23.47.52.90 2,672 3MB 797 50 kB
—— 10.42.85.115 172.232.42.32 2,158 2MB 802 66 kB

’ Etrldl‘ Filter list for specific type 10.42.85.115 23.48.11.26 1.938 1MB 763 77kB
) 1
» Addi X Close £ Help

e Result: Attacker IP = 194.61.24.102

IPv4 - 266

Addre=s A Addre==< R Packets «

194.61.24.102 10.42.85.10 224,610
10.42.85.115 10.42.85.10 34,290
10.42.85.115 104.119.185.124 33,754
10.42.85.115 204.79.197.200 9.508

Figure 2: Source and Destination IPs

e To identify Protocols Used: I went to Statistics > Protocol
Hierarchy and expanded the tree.

£ case00l.pcap
File Edit View Go Capture Analyz:@ Statistics | Telephony Wireless Tools Help

AOAC s BE@ 2 ¢« »n <« >EE oo HEB

Time Source Destination Protocol Length Info
000000 VMware_el:84:e6 Broadcast ARP 60 Who has 10.42
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Capture File Properties Ctri+Alt+Shift+C HTTP
Resolved Addresses HTTP2

Protocol Hierarchy Sametime

Conversations TCP Stream Graphs

Endpoints UDP Multicast Streams

Packet Lengths Reliable Server Pooling (RSerPool)
/O Graphs SOME/IP

Service Response Time DTN

DHCP (BOOTP) Statistics EE

NetPerfMeter Statistics IPv4 Statistics

e Result: TCP (95.6%), ICMP, HTTP

Wireshark . Protocol Hierarchy Statistics .- case001.peap

“ Percent Packets Packets
~ NetBIOS Datagram Service 0.0 El
+ SMB (Server Message Block Protocol) 0.0
Multicast Domain Name System 0.0
Link-local Multicast Name Resolution 0.0
Domain Name System 0.6
Connectionless Lightweight Directory Access Protocol 2.0
~ Transmission Control Protocol
Transport Layer Security
TPKT - ISO on TCP - RFC1006
~ 1SO 8073/X.224 COTP Connection-Oriented Transport Protocol
Remote Desktop Protocol
NetBIOS Session Service
Lightweight Directory Access Protocol
Kerberos
Hypertext Transfer Protocol
Distributed Computing Environment / Remote Procedure Call (DCE/RPC)

e This revealed TCP (dominant with 95.6), ICMP (for
discovery), HTTP (for file transfer) which tells that TCP for
scans and brute-force, ICMP for pings, HTTP for malware, and
RDP for access attempts.

Protocal + ParcentPackets __ Packets  PercentBytes Bytes Bits/s  End Packets
- Transmission Control Protocol 393827 5 10718248 3101 271438
[ FanSpOrt Layer Security & 119150 . 149681437 43k 119144
= TPKT - IS0 on TCP - RFC1006 808 [
- 150 8073/X.224 COTP Connection-Oriented Transport Protocol 6221 1
Remote Desktop Protocol ! X 4807
= NetBIOS Session Service 282315 81
- SMB2 (Server Message Block Protocol version 2) 276405 79
Data ! X 19586 5
SMB (Server Message Black Protocol) 1518 0
Lightweight Directory Access Protocol ¢ 6 967868 280
Kerberos X X 100020
- Hypertext Transfer Protocol X 168993
POrTaDIE NETWOIK Grapnics ) ¥ 167740
Online Certificate Status Protocol % 116655
Media Type ! X 14930
Line-based text data 9143
JPEG File Interchange Format % 143619
eXtensible Markup Language
Compuserve GIF
- Distributed Computing Environment / Remote Procedure Call (DCE/RPC)
SAMR (pidl)

No display fiter.

Figure 3: Protocols used
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To identify Suspicious Packets (Port Scans): In the display
filter bar, I typed

= 1 and tcp.dstport == 3389 and i

tcp.flags.syn =
194.61.24.102

and pressed Enter.

case001pcap

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

A0S0 tada : -+ SE E-oocEHR

1and tep.dstport |

Source Protocol | Length Info
. 84334 15678.998880 194.61.24. . . TCP 74 38088
84338 15679.001921 .61.24. .42.85. 74 38090
84341 15679.002281 .61.24. .42.85. 74 38092
84344 15679.025041 .61.24. .42.85. 74 38094
84345 15679.025196 .61.24. .42.85. 74 38096
84348 15679.025455 . - .42.85. 74 38098
84352 15679.025640 . . .42.85. 74 38100
84378 15679.323435 .61.24. .42.85. 74 38102
84383 15679.325392 .61.24. .42.85. 74 38104
84388 15679.327966 .61.24. .42.85. 74 38106
84393 15679.329829 .61.24. .42.85. 74 38108
84398 15679.331659 .61.24. .42.85. 74 38110
84483 15679.333308 .61.24. .42.85. 74 38112
84408 15679.334932 .61.24. .42.85. 74 38114
84413 15679.336493 .61.24. .42.85. 74 38116
84421 15679.338621 .61.24. .42.85. 74 38118
84433 15679.339384 . . .42.85. 74 38120

» Frame 84334: 7
» Ethernet II, S
» Internet Proto

This displayed ~100 SYN packets indicating NMAP
scanning.

Then, I went to Statistics > I/O Graph,

case001.pcap

File Edit View Go Capture Analyz:@ Statistics | Telephony Wireless Tools Help

AODA® n BEM@ 2 «»>n«>BEoool

Source Destination Protocol Length Info
1 0.000000 VMware_el:84:e6 Broadcast ARP 60 Who has 10.42
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I T S
Capture File Properties
Resolved Addresses
Protocol Hierarchy

Conversations

Endpoints

Packet Lenaths

IfO Graphs

Service Hesponse Iime
DHCP (BOOTP) Statistics
NetPerfMeter Statistics
ONC-RPC Programs
29West

ANCP

BACnet

Collectd

LR

Wireshark - /O Graphs - ease00.peap
Wireshark I/O Graphs: case001

30 kpackets
25 kpackets
20 kpackets
15 kpackets
10 kpackets

5 kpackets

A

L

Ctri+Alt+5hift

.pcap

1seclIntervals
— All Packets
Bl TCP Errors

— All Packets

0 packets

— Filtered packets

10000
Time (s)
Click to select packet 242803 (160505 = 36).

Enabled  GraphName DisplayFilter  Color Style Y Axis Y Field
v Filtered pac... tcp.flags.sy... Line Packets

15001

SMA Period Y Axis Factor

None

1
v All Packets Line Packets None 1

+—mA VB Mouse * drags  zooms Interval 1sec - Time of day Logscale v Automatic update v Enable legel

“€Reset

[MSave As... Copy x Close

Figure 4: NMAP port scan detected : I/O Graph tab showing the traffic burst.

e Filtered SYN Packets and I/O Graph for Port Scan — Reveals
NMAP SYN scan to RDP port 3389 in under 1 second.

11

D Hell
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o [ cleared the filter by clicking the X in the filter bar.

case001.peap
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Time Protocol Length Info
84334 15678.998880 4 4. .4 TCP 74 38088
84338 15679.001921
84341 15679.002281
84344 15679.025041
84345 15679.025196 .
84348 15679.025455 .61.24. .42.85. 74 38098

case001.pcap
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AODA® e BE@ a <« »n«>EE oo HE
[ N |tcp.port == 3389 and tcp.flags.reset==1 |

N lime Source vesunauon FrOLOCOL  Lengun Inro
15678.999574 194.61.24.102 TCP 66 38088 — 3389
4 a 4 TCP 5 ] 2
TCP 3
TCP
TCP
TCP
TCP
TCP 3
TCP 38112
TCP 38114
TCP
TCP
TCP
TCP
TCP

@
=
w
w
~
[

BRRARERR
o Co oo
[
E

g0 0000 Co Qo Qn QpQp g CoCo 0o oo o0
(S R R R T T T ]

8
8
8
84:
84:
84:
8
8
8
8
8
8
8
8
8
8

S R R R R

net II, : : ; 58 6 3d 18
Internet Prot ' .61, 1: 2 72 84 57
65 fb ci

o This showed ~500 RST packets from failed logins.
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o I right-clicked one packet, selected Follow > TCP
Stream to view raw data of repeated failures.

4o
Mark/Unmark Selected Ctrl+M
Edit View Go Capture Anal lgnore/Unignore Selected Ctri+D

j ﬂ @ i - a SetfUnset Time Reference Ctrl+T o i“

Time Shift... Ctrl+Shift+T
389andtcpflagsreset: [ oo , = -]+

e Souite . icol  Length Info
I56TENgogsTAoaNes | Cdit Resolved Name 66

y Apply as Filter 3
Prepare as Filter

Conversation Filter

Colorize Conversation

SCTP

Follow

J W

00 00 0o

Copy
Protocol Preferences

™

Decede As...

~
R

4
a
4
4
4
4
a
_-_1
4
4
4
4
4

Show Packet in New Window

ile Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AMA® R BRM@B a ¢ » 0 ¢ > H oo o BB

Source Destination Protocol Length Info
84388 15679.327966 . . 10.42.85.10 TCP 74 38106 — 3389 [SYN] Seq=0 Wil 240
84389 15679.328151 10.42 .10 194.61.24.102 TCP 74 3389 - 38106 [SYN, ACK] Seq=@ Ack=1
84390 15679.328375 194.61.24.102 10.42.85.10 TCP 66 38106 — 3389 [ACK] Seq=1 Ack=1 Win=
84391 15679.328498 194.61.24.102 10.42.85.10 TLSv1.2 583 Client Hello
84392 15679.329576 10.42.85.10 194.61.24.102 TCP 60 3389 - 38106 ACK] Seq=1 Ack=5:

Wireshark - Follow TCP Stream (tcp.stream eq 1144) - case001.pcap

1603016200010001Fc030349ad40091dc8923cc828¢c203d7046b31b1b198b99e7d73421e7159d8db3343302035]
980133eed2f1b2982388fd6105757343c3e107180089eb18a110fd08186d46009c130213031301003300390035)
002fco2cc03000a3009fccag 0af 097 dce61c057c053c02bco2fORazen9ecBaecOacco)
[a2co9e! 6 6 2c024c0: 073c07700c400c3c023c02700670040c072c07600beBobdceoa)
cO1460. 7cB09cO13606! a1c@9dcO51089 al 9 3cO0)
ba00840096004100ff01000117 000160 a001d0017001e001900180023000000160000)|
00170000000d002a00280403050306030807 10501060103030301030204]
020502060200 040303002d00020101083300260024001d00201743b6499facf29021bdeel4d252a9
[a8325a79528e3e20f62fd19079f Lc[chk

Figure 5: Filtered packet list and TCP Stream window.

o Filtered RST Packets and TCP Stream for RDP Brute-Force —
Shows rapid failed attempts causing performance issues.

e [ cleared the filter.

13
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casc001pcap

Go Capture Analyze Statistics Telephony Wireless Tools Help
REEE a<c>n<«xBE
144

Source Destinati Protocol Length Info

. 327966 o TCP T4
. 328151 AR .61.24. TCcP 74 3389 -
328375 1 TCP 66 38106 — 3389 [ACK] Se
328498 TLSv1.2 583 Client Hello
GE g >

e To identify Suspicious Packets (Malware Communication):
I typed

contains

http.request.method == "GET" and http
"coreupdater"

in the filter bar and pressed Enter.

case001.pcap
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AOA® R BEA@ a2 « »n «>EHE oo o HE
: | |http.request.met 'GET" and http contains "coreupdater”

INES Lima = ~ . n Dentaral |Lanath Infa

2385.. 15959.468916 10.42.85.10 194.61.24.102 HTTP 291 GET /coreupdater.exe HTTP/1.

[ 3394. 16910.948361 10.42.85.115 194.61.24.102 HTTP 352 GET /coreupdater.exe HTTP/1j

o This captured the HTTP GET request.

e [ went to File > Export Objects > HTTP,
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case001.pcap
File [dit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Orn Ctri+O n « >F E o B8

Open Recent »

-eupdater”
Merge... P

Destination

Import from Hex Dump... 194 .61 .24.102

Close 194.61.24.102

Save As... Ctrl+Shift+S
File Set
Export Specified Packets...

Export Packet Dissections

Export PDUs to File...

Strip Headers... DICOM...

FTP-DATA...
HTTP...
IMF...
SMB...

Export TLS Session Keys...
Export Objects
Print... Ctrl+P

Quit Ctri+Q
src Fort

e [ highlighted "coreupdater.exe", and saved it to my
desktop for analysis.

Wireshark - Export - HTTP object list

TextFilter: coreupdater.exe Content Type: All Conten

Tres i
application/x-msdos-program 7,168 bytes coreupdater.exe
339465 194, application/x-msdos-program /,108 bytes coreupdater.exe

[Msave Save All =

Figure 6: Malware download detected

e Filtered HTTP GET and Object Export for Malware Communication —
15 Captures download of suspicious executable named coreupdater.exe.
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Task 2: Identify Evidence of Attack
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In this task, I conducted deeper investigation to determine attack types and
extract artifacts. Here are the exact steps I followed:

To determine Type of Attack (Port Scanning): I reused the SYN filter:

tep.flags.syn =
194.61.24.102)

=1 and tcp.dstport == 3389 and ip

. case001pcap

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

| AN A@ B BRM@ o ¢« > n <« >B = ooo[HEER
E tep.flags.syn ==1and tcp.dstport == 3389 and ip.src == 194.51.24.131]

o [ went to Analyze > Expert Information and filtered for Notes,

17
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£ case001.pcap
File Edit View Go Capture Analyze | statistics Telephony Wireless Tools Help

d D ﬂ @ = - Display Filters...
Anfopan—tandtpaspn o o
tcp.flags. 1 and tcp.dst
R —— Display Filter Expression...

Jo. rotoco

Apply as Filter

Prepare as Filter

Conversation Filter

Enabled Protocols... Ctrl+Shift+E
Decode As... Ctrl+Shift+U
Reload Lua Plugins Ctri+Shift+L
SCTP

Follow

1431

- 15869 19413} Expert Information

e This is revealing warning of "TCP Port numbers reused" anomalies
confirming NMAP scan.

Wireshark - Expert Information - case001.pcap

Severity ~ Summary Group Protocol
-
154934 [TCP Port numbers reused] 38088 » 3389 [SYN] Seq=0 . Sequence TCP
154939 [TCP Port numbers reused] 38090 -+ 3389 [SYN] Seq=0 Win=64... Sequence TCP
154944 [TCP Port numbers reused] 38092 + 3389 [SYN] Seq=0 Wi . Sequence TCP
154949 [TCP Port numbers reused] 38094 -+ 3389 [SYN] Seq=0 Wi Sequence TCP
154954 [TCP Port numbers reused] 38096 + 3389 [SYN] Seq=0 Wi . Sequence TCP
154959 [TCP Port numbers reused] 38098 » 3389 [SYN] Seq=0 Wi . Sequence TCP
154964 [TCP Port numbers reused] 38100 + 3389 [SYN] Seq=0 Win=642... Sequence TCP
154969 [TCP Port numbers reused] 38102 » 3389 [SYN] Seq=0 Win=642... Sequence TCP
154974 [TCP Port numbers reused] 38104 + 3389 [SYN] Seq=0 Wi ... Sequence TCP
154979 [TCP Port numbers reused] 38106 + 3389 [SYN] Seq=0 Wi ... Sequence TCP
154984 [TCP Port numbers reused] 38108 + 3389 [SYN] Seq=0 Wi ... Sequence TCP
154989 [TCP Port numbers reused] 38110 -» 3389 [SYN] Seq=0 Win=642... Sequence TCP
154994 [TCP Port numbers reused] 38112 < 3389 [SYN] Seq=0 Win=64 Sequence TCP
154999 [TCP Port numbers reused] 38114 - 3389 [SYN] Seq=0 Win=642... Sequence TCP
155004 [TCP Port numbers reused] 38116 + 3389 [SYN] Seq=0 Win=642... Sequence TCP
155009 [TCP Port numbers reused] 38118 » 3389 [SYN] Seq=0 Win=642... Sequence TCP
155014 [TCP Port numbers reused] 38120 + 3389 [SYN] Seq=0 Wi ... Sequence TCP
155019 [TCP Port numbers reused] 38122 -+ 3389 [SYN] Seq=0 Wi ... Sequence TCP

Display filter: "tcp.flags.syn == 1and tcp.dstport == 3389 and
v Limit to Display Filter v Group by summary Search:

Figure 7: Expert information Notes

e For Malware Beaconing: I cleared the filter.
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case001.pcap

nalyze Statistics Telephony Wireless Tools Help
B acosn«>HWE

Protocol

Al UniveRSITY

Destination

19

19

o To extract Artifacts (Visited URLs and Credentials): I typed

al &

194.61.24.102

TCP
TCP
TCP 89

TCP 60 3389 — 40216 [RST.

http.host contains ''194.61.24.102"

in the filter bar and pressed Enter.

File Edit

View Go Capture Analyze Statistics Telephony Wireless Tools

case001.pcap
Help

ADA® R BRMB a ¢« »n «>EHE oo

. 261595
.326800
.468916
468884
.940361

Go Capture Analyze Statistics
EEBRE 2« -
5 "19: 10:

Source
261595

10

1e

.18
115
10.42.85.115

Capture File Properties
Resolved Addresses
Protocol Hierarchy
Conversations
Endpoints

Packet Lengths

1/O Graphs

Service Response Time

DHCP (BOOTP) Statistics
NetPerfMeter Statistics

ONC-RPC Programs
29West

ANCP

BACnet

Collectd

DNS

Parket Counter 1 HTTP

HTTP2

Sametime

TCP Stream Graphs

Requests
Load Distribution

Request Sequences

UDP Multicast Streams

302 GET / HTTP/1.1

255 GET /favicon.ico
291 GET /coreupdater.d
428 GET / HTTP/1.1
352 GET /coreupdater.d

Reliable Server Pooling (RSerPool)

SOME/IP
DTN

F5

IPv4 Statistics
IPv6 Statistics

e HTTP Requests Showing Visited URLs — Links to attacker's server

for payload.
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Wireshark - HTTP / Requests - case001.pcap

Edit View Go

= = = Request Type

j ﬂ @ hi ~ crltrust-provider.com

= JAddTrustExternalCARoot.crl

p-host contains " ~ crl.geotrust.com
Jerlsfsecureca.crl

~ certificates.intel.com
Jrepository/CRL/Intel%20External%20Basic%20Issuing%20CA%203B(2).crl
frepository/CRL/Intel%20External%20Basic%20Issuing%20CA%203A(1).crl

9.tlu.dl.delivery.mp.microsoft.com

[filestreamingservice/files/f0aaf762-c7ce-4613-a7b8-b4157cbad 25d?P1=1600476086&P2=402&P3=28P4
[filestreamingservice/files/3b79c97b-09ea-41fb-92f1-4589f4e2f3c37P1=1600493649& P2=4028&P3=2&P4

Time
.. 15934,

239.255.255.250:1900
*

2.tlu.dl.delivery.mp.microsoft.com
[ilestreamingservice/file ;/f7ded4c4-f468-4bdc-96f0-03fd60c52e817P1=16004936498&P2=402&P3=2&P4

194.61.24.102
Jfavicon.ico
Jcoreupdater.exe

/

Display filter: Enter a display filter Apply

Copy Save as... X Close

Figure 9: Malicious URL visited

o Extracted file: coreupdater.exe (malware payload)

e No plaintext credentials found (RDP is encrypted)

e Attack types confirmed: Port scan — Brute-force — Malware
download — C2 beaconing

Task 3: Timeline Reconstruction

In this task, I created a timeline of the incident using packet timestamps. Here
are the exact steps I followed:

e To prepare timestamps: [ went to View > Time Display Format >
Seconds Since Beginning of Capture (for relative times).
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v Main Toolbar BE Res
v Filter Toolbar i Resi

Wireless Toolbar Inte

Status Bar Sho

Full Screen Relc
v Packet List [ Relc
v Packet Details
v Packet Bytes

Time Display Format

Name Resolution

Zoom

Date and Time of Day (1970-01-01 01:02:03.123456) Ctri+Alt+1 Hundredths of arr
Year, Day of Year, and Time of Day (1970/001 01:02:03.123456) Nanoseconds
Time of Day (01:02:03.123456) Ctri+Alt+2 Display Seconds V!
Seconds Since 1970-01-01 Ctri+Alt+3

' Seconds Since First Captured Packet Ctri+Alt+4
Seconds Since Previous Captured Packet Ctrl+Alt+5
Seconds Since Previous Displayed Packet Ctrl+Alt+6
UTC Date and Time of Day (1970-01-01 01:02:03.123456) Ctri+Alt+7
UTC Year, Day of Year, and Time of Day (1970001 01:02:03.123456)
UTC Time of Day (01:02:03.123456) Ctri+Alt+8

* Automatic (from capture file)

Seconds
Tenths of a second

Hundredths of a second

e Isorted by Time column
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ADA® s BE@ a < » o

Time Source
10.000000 VMware_el:84:e6
.0BRBO6 i

.0epe14 fe80::2dcf:e660:
L0epe21 fe80::2dcf:e660:
.499838 fe80::2dcf:e660:
.999628 VMware_el:84:e6
. 999656 fe80::2dcf:e660:
.999494 VMware_el:84:e6
LO77630 fe80: :2dcf:e660:
.081881 fe80::2dcf:e660:
.081776 fe80: :2dcf:e660:
.093397 fe80: :2dcf:e660:
.499682 fe80::2dcf:e660:
.499695 fe80: :2dcf:e660:
.B00221 VMware_el:84:e6
.001432 fe80: :2dcf:e660:
.001443 10.42.85.10

WWWMNMNMMNMNMMNREDDODOD

¢ To identify First Suspicious Activity: I typed

in the filter bar and pressed Enter.

Noted timestamps: t=0:00:00 to 0:00:05 (pings and scans).

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
AN A - B RM@oc >n«s>»BE=Eoeo0EE
BE -]+

Destination Protocol Length Info
194 2

Shift all packets by [-J{[hh:jmm:]ss(.ddd]
8! o Set the time for packet 1 to |00:00:05
...then set packet 392860 to
[YYYY-MM-DDJ hh:mm:ss[.ddd]

Undo all shifts

» Frame : B y 0 x - o
+ Ethern | Close Apply Help

» Intern:
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e For Brute-Force: I typed

and tcp.flags.reset

and pressed Enter. Noted t=0:00:10 to 0:01:00.

Sile Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

ADA® e BB 2 « »n«>EE oo o lE
! tcp.port==3389 and tcp.flags.reset ==1 X[ =] '|+

Time Source Destination Protocol Length Info
15815. 6 42.85.16 194.6 1 TCP 6 ,
15815. 42.85. 194.61.24 TCP 8 98 [RST, ACK]
15816.140370 .42.85. 194.61.24.102 TCP 60 3389 - 40280 [RST, ACK]
1581 31149 42.8% T T e R "RST, ACK]
428t Wireshark - Time Shift ‘RST, ACK]

, ACK]

Shift all packets by [-J{Ihh:Jmm:Jss[.ddd] ‘RST, ACK]

, ACK]

e [Set the time for packet 000010 to 00:01:00 ST, ﬁgH
...then set packet 392860 to , ACK]

| ACK]

ACK]

, ACK]

Undo all shifts o G
ACK]

ACK]

15818.
15818.

58
5818.

. l
1100 00 00 00 GO GO 00 00 00 0D 0O 00 OO 00G & @

' PPPPPPPPEPRPDEREREEDD

I N N N

X Close " Apply

4, SiL. 1u.s ciw, waL. L

Transmission Control Protocol, Src Port: 3389, Dst Port: ]

e For File Transfer: I typed

ttp contains "coreupdater"

and pressed Enter.

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AOA® CBE@ 2 «»n «>»>FEE o o0ER

Destination Protocol Length Info
10.42.85.10 HTTP 420 HTTP/1.8 2068 OK (text/html)
8 [c] 194.61.24.102 291 GET /coreupdater.exe HTTP/1.1
194.61.24.102 10.42.85.115 420 HTTP/1.8 208 OK (text/html)

er.exe HTTP/1
Wireshark

Shift all packets by [FIThh:Imm:]ss].ddd]
® Set the time for packet 000105 to 00:01:30
...then set packet 339455 to
[YYYY-MM-DD] hh:mm:ss{.ddd]

Undo all shifts

Frame 1: 4z % Close |+ Appl O Helj
Ethernet II, Src: EN Ll B
Internet Protocol Version =, oiv. io4.ui.cs.iue, use. .
Transmission Control Protocol, Src Port: 80, Dst Por 01 f5
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e Noted t=0:01:05 to 0:01:30.

e [ went to File > Export Packet Dissections > As CSV.

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Qpdn Ctri+0 n « >»>F E oaan
Open Recent

Merge... _—
Jestination Protocol Len

Import from Hex Dump... Tcp

Close Ctri+wW

Save Ctrl+5

Save As... Ctrl+Shift+S

File Set

Export Snecified Packets...

Export Packet Dissections As Plain Text...
As CSV...

Export PDUs to File... As "C" Arrays...

Strip Headers... As PSML XML...
Export TLS Session Keys... As PDML XML...

Export Objects As JSON...

. , 66 b
Print... . 1
Quit

T Foncr oo Fontral Dot neal O Daprr . 40722  Net Dot

e Selected all, and exported to build the table in Excel/Word.
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\t File Edit Search View

Spi oof 3tt1

cawOO‘l pt

ase001.pt

FE|

table.cs

"] R C x

1|r1_.

"1

~[Desktop/table.csv - Mousepad

Document  Help

Timestamp Event Descrintion Key Attacker Indicators of
(Relative) P Actions Compromise (I0Cs)
First Suspicious .
Activity: ICMP ping | 105t discovery and fla< g0 4 1 3380
0:00:00 - port probing from
sweep and NMAP ICMP Type 8 (Echo
0:00:05 194.61.24.102 to
SYN scan on RDP 10.42.85.10 Request).
port 3389. T
. Brute-Force 500+ TCP _ .
8:8(1): (1)8 "~ |Attempts: Rapid SYNSs/RSTs; Eg,}? Zrtikes 3389,
o RDP login failures. |lcredential guessing. PIKES.
0:01:05 - Unauthorized File  ||Payload delivery to [http.request.uri ==
O: 01 :3 0 Transfer: HTTP GET|[10.42.85.115 via  ||"/coreupdater.exe";
o for coreupdater.exe. ||HTTP server. file hash (exported).
A, Malware Beaconing |[Reverse shell to - )
0:02:00- g Exfiltration: C2  [203.78.103.109;  [[CP-dstport == 4444;
End regular outbound.

callbacks.

data theft.
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Task 4: Final Investigation Report

e [ collected all screenshots

e [ created tables for Timeline and IOCs

Attack Type and Explanation:

Multi-stage: Port scanning (T1046 MITRE), brute-force (T1110), malware beaconing with

exfiltration. Explains slowdowns (floods) and alerts (failures).

I0Cs Table:
| Type H Value H Description
Attacker source
P 194.61.24.102 (block inbound).
P [203.78.103.109 €2 server (block
outbound).
|Port H3389/TCP HRDP targeted. ‘
File [SHA256 of coreupdater.exe — Compute via
Hash |[[VirusTotal if needed] Malware payload.
|URL ”http:// 194.61.24.102:8000/coreupdater.exe ”Download path. ‘
Recommendations:

Block I0C IPs/ports in firewall.

Enable MFA and restrict RDP to VPN.

Deploy IDS to detect SYN floods and beaconing
Enable logging and regular packet captures
Train staff on alerts.
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Conclusion

Through this assignment, I successfully analyzed a real attack PCAP using Wireshark.
I identified the attacker, extracted malware, reconstructed the timeline, and collected
strong evidence. This hands-on experience improved my network forensics skills. I
now feel confident in investigating real cyber incidents using Wireshark.
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