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Tools Demonstrated in This Lab 

Tool demonstrated in this lab is “Wireshark” 

 

Lab Scenario 

As a Network Forensic Investigator in FIA Cybercrime Wing, I 

received a PCAP file captured during suspicious activity. Employees 

reported slow network and unauthorized access alerts. My task was to 

analyze the traffic using Wireshark, identify the attacker, extract 

evidence, and prepare a court-presentable report. 

 

Introduction 

In this assignment, I used Wireshark, an open-source packet 

analyzer, to investigate malicious network activity. I identified port 

scanning, RDP brute-force, malware download, and C2 beaconing. 

This hands-on analysis helped me understand how to extract digital 

evidence from network traffic. 

 

Lab Objectives 
 

• Open and analyze a real attack PCAP file using Wireshark  

• Identify source/destination IPs, protocols, and suspicious packets  

• Detect type of attack and extract evidence (files, URLs, payloads)  

• Reconstruct attack timeline  

• Prepare a professional forensic investigation report 

 

 

Lab Environment 
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To complete this assignment, I used the following setup: 

 

• Kali Linux : My primary system for running Wireshark 

• Wireshark version : Latest 

• Internet Connectivity : Required to download the PCAP file 

• PCAP File : case001.pcap (downloaded from 

https://dfirmadness.com/case001/case001-pcap.zip) 

• Dedicated IP in PCAP : Attacker IP 194.61.24.102, Victim 

IPs 10.42.85.10 & 10.42.85.115 

 
 

Overview of Wireshark 

Wireshark is the world’s most popular network protocol analyzer. 

It captures and displays packets in real time. 

 

Key Features of Wireshark 

 

Key Features of Wireshark: 

• Live packet capture and offline analysis 

• Powerful display filters 

• Follow TCP/UDP/HTTP streams 

• Export objects (files) from traffic 

• Statistics (IO graphs, conversations, expert information) 

• Timeline view and color coding 

 

Step-by-Step Procedures 
 

 

Task 1: Analyze the PCAP File 

 

In this task, I analyzed the PCAP to identify source/destination IPs, 

protocols, and suspicious packets using Wireshark filters. Here are 

the exact steps I followed: 

 

• I downloaded the PCAP from 

https://dfirmadness.com/case001/case001-pcap.zip 
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• I extracted the file → case001.pcap 
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• I opened Wireshark 

 

 
• I went to File > Open, navigated to the folder, selected case001.pcap, 

and clicked Open.  
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• The packet list loaded with approximately 5,000 packets. 

 
Figure 1:  Wireshark after opening case001.pcap 

• To identify Source and Destination IPs: I went to Statistics 

→ Conversations → IPv4 → sorted by packets (descending) 

 



EMAIL: 233618@students.au.edu.pk 

 

 

 
 

• Result: Attacker IP = 194.61.24.102 

 

 
Figure 2: Source and Destination IPs 

• To identify Protocols Used: I went to Statistics > Protocol 

Hierarchy and expanded the tree.  
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• Result: TCP (95.6%), ICMP, HTTP 

 

 
 

• This revealed TCP (dominant with 95.6), ICMP (for 

discovery), HTTP (for file transfer) which tells that TCP for 

scans and brute-force, ICMP for pings, HTTP for malware, and 

RDP for access attempts. 

 

 
Figure 3: Protocols used 
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• To identify Suspicious Packets (Port Scans): In the display 

filter bar, I typed 

 

tcp.flags.syn == 1 and tcp.dstport == 3389 and ip.src == 

194.61.24.102  

 

and pressed Enter. 

 

 
• This displayed ~100 SYN packets indicating NMAP 

scanning. 

 

• Then, I went to Statistics > I/O Graph,  
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Figure 4: NMAP port scan detected : I/O Graph tab showing the traffic burst. 

 
• Filtered SYN Packets and I/O Graph for Port Scan – Reveals 

NMAP SYN scan to RDP port 3389 in under 1 second. 
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• I cleared the filter by clicking the X in the filter bar. 

 

 

 

• To identify Suspicious Packets (Brute-Force Attempts): I typed  

 

 

tcp.port == 3389 and tcp.flags.reset == 1  

 

in the filter bar and pressed Enter.  

 

• This showed ~500 RST packets from failed logins. 
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• I right-clicked one packet, selected Follow > TCP 

Stream to view raw data of repeated failures. 

 

 
 

 
Figure 5: Filtered packet list and TCP Stream window. 

• Filtered RST Packets and TCP Stream for RDP Brute-Force – 

Shows rapid failed attempts causing performance issues. 

 

• I cleared the filter. 
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• To identify Suspicious Packets (Malware Communication): 

I typed  

 

http.request.method == "GET" and http contains 

"coreupdater"  

 

in the filter bar and pressed Enter.  

 

 
 

• This captured the HTTP GET request. 

 

• I went to File > Export Objects > HTTP,  
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• I highlighted "coreupdater.exe", and saved it to my 

desktop for analysis. 

 

 

 
Figure 6: Malware download detected 

• Filtered HTTP GET and Object Export for Malware Communication – 

Captures download of suspicious executable named coreupdater.exe. 
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Task 2: Identify Evidence of Attack
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In this task, I conducted deeper investigation to determine attack types and 

extract artifacts. Here are the exact steps I followed: 

• To determine Type of Attack (Port Scanning): I reused the SYN filter: 

 

tcp.flags.syn == 1 and tcp.dstport == 3389 and ip.src == 

194.61.24.102) 

 

 
 

• I went to Analyze > Expert Information and filtered for Notes,  
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• This is revealing warning of "TCP Port numbers reused" anomalies 

confirming NMAP scan. 

 

 
Figure 7: Expert information Notes 

 

 

• For Malware Beaconing: I cleared the filter. 
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•  To extract Artifacts (Visited URLs and Credentials): I typed  

 

http.host contains "194.61.24.102"  

 

in the filter bar and pressed Enter. 

 

 
 

• I went to Statistics → HTTP → Requests 

 

 
 

• HTTP Requests Showing Visited URLs – Links to attacker's server 

for payload. 
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Figure 9: Malicious URL visited 

 

 

•  Extracted file: coreupdater.exe (malware payload) 

• No plaintext credentials found (RDP is encrypted) 

• Attack types confirmed: Port scan → Brute-force → Malware 

download → C2 beaconing 

  

Task 3: Timeline Reconstruction 

 

In this task, I created a timeline of the incident using packet timestamps. Here 

are the exact steps I followed: 

 

• To prepare timestamps: I went to View > Time Display Format > 

Seconds Since Beginning of Capture (for relative times). 
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• I sorted by Time column 
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• To identify First Suspicious Activity: I typed 

 

 icmp.type == 8 or tcp.flags.syn == 1  

 

in the filter bar and pressed Enter.  

 

Noted timestamps: t=0:00:00 to 0:00:05 (pings and scans).  
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•  For Brute-Force: I typed  

 

tcp.port == 3389 and tcp.flags.reset == 1  

 

and pressed Enter. Noted t=0:00:10 to 0:01:00.  

 

 
 

•  For File Transfer: I typed  

 

http contains "coreupdater"  

 

and pressed Enter.  
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• Noted t=0:01:05 to 0:01:30.  

 

 

    

• I went to File > Export Packet Dissections > As CSV. 

 

 
 

• Selected all, and exported to build the table in Excel/Word. 
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Timestamp 

(Relative) 
Event Description 

Key Attacker 

Actions 

Indicators of 

Compromise (IOCs) 

0:00:00 - 

0:00:05 

First Suspicious 

Activity: ICMP ping 

sweep and NMAP 

SYN scan on RDP 

port 3389. 

Host discovery and 

port probing from 

194.61.24.102 to 

10.42.85.10. 

SYN flood to 3389; 

ICMP Type 8 (Echo 

Request). 

0:00:10 - 

0:01:00 

Brute-Force 

Attempts: Rapid 

RDP login failures. 

500+ TCP 

SYNs/RSTs; 

credential guessing. 

tcp.port == 3389; 

RST spikes. 

0:01:05 - 

0:01:30 

Unauthorized File 

Transfer: HTTP GET 

for coreupdater.exe. 

Payload delivery to 

10.42.85.115 via 

HTTP server. 

http.request.uri == 

"/coreupdater.exe"; 

file hash (exported). 

0:02:00 - 

End 

Malware Beaconing 

& Exfiltration: C2 

callbacks. 

Reverse shell to 

203.78.103.109; 

data theft. 

tcp.dstport == 4444; 

regular outbound. 
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Task 4: Final Investigation Report 

 

• I collected all screenshots   

• I created tables for Timeline and IOCs 

 
Attack Type and Explanation:  
 

Multi-stage: Port scanning (T1046 MITRE), brute-force (T1110), malware beaconing with 

exfiltration. Explains slowdowns (floods) and alerts (failures). 

 

IOCs Table: 

Type Value Description 

IP 194.61.24.102 
Attacker source 

(block inbound). 

IP 203.78.103.109 
C2 server (block 

outbound). 

Port 3389/TCP RDP targeted. 

File 

Hash 

[SHA256 of coreupdater.exe – Compute via 

VirusTotal if needed] 
Malware payload. 

URL http://194.61.24.102:8000/coreupdater.exe Download path. 

 

 

Recommendations: 

•  Block IOC IPs/ports in firewall.  

•  Enable MFA and restrict RDP to VPN.  

•  Deploy IDS to detect SYN floods and beaconing 

•  Enable logging and regular packet captures 
•  Train staff on alerts. 
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Conclusion 

Through this assignment, I successfully analyzed a real attack PCAP using Wireshark. 

I identified the attacker, extracted malware, reconstructed the timeline, and collected 

strong evidence. This hands-on experience improved my network forensics skills. I 

now feel confident in investigating real cyber incidents using Wireshark. 
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