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All multi-factor authentication (MFA) mechanisms can be compromised, and in some case,
it's as simple as sending a traditional phishing email. Want to know how to defend against
MFA hacks?

SOCIAL ENGINEERING HACKS

* Fake the Authentication
* Recovery Question Attacks
* Social Engineer Technical Support

TECHNICAL HACKS

+ Session Unique Identifier Prediction
+ Man-in-the-Endpoint Attacks

- Malicious MFA Software or Hardware Modification
- Duplicate Code Generators

+ Skimming Attacks

* Subject Hijacks

- Brute Force Attacks

- Buggy MFA

* Physical Attacks

KEY TAKEAWAYS



12+ Ways to Hack Multi-Factor Authentication, by Roger Grimes
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Summary

Understanding the All multi-factor authentication (MFA) mechanisms can be
compromised, and in some cases, it's as simple as
sending a traditional phishing email. This white paper

local threats which covers over a dozen different ways to hack various types
of MFA and how to defend against those attacks.
have made it past your Introduction
Decades of successful attacks against single-factor
existing deployed authentication methods, like login names and passwords,

are driving a growing widescale movement to more
secure, multi-factor authentication (MFA) solutions.

defenses and how your Although MFA solutions have been available for decades,
due to a variety of reasons, there is now an ongoing, wide

emp|0yees are scale, rapid adoption of MFA in both corporate
environments and by internet websites.

responding is far more This trend is exemplified by the fact that over the last few
years, the most popular websites and services, including

important than relying those owned by Google, Microsoft, Facebook, and

Twitter, have offered MFA solutions to their customers.
o Many internet sites and services now offer both
on gIobaI statistics of traditional login name/password solutions and more
secure, MFA options.
all the world’s threats < -
ome large companies, like Google
(https://krebsonsecurity.com/2018/07/
against a" google-security-keys-neutralized-employee-phishing/),
are reporting great success in defending against some
N common hacking attacks by moving their user base from
Orgamzatmns' single-factor to multi-factor authentication. MFA solutions
are supported by default in the most popular operating
systems, and additional MFA solutions are offered by
hundreds of third-party vendors. Common open MFA
standards, such as those promoted by the FIDO Alliance
(https://fidoalliance.org/), are being widely adopted.

MFA was previously used (mostly) for organizations and
websites needing the highest security assurance. Today,
MFA tokens are being offered or used by ordinary
organizations and websites, and MFA tokens can be
purchased as low as a few dollars per device. Many
consumers trust the security of MFA solutions so much
that they are purchasing and using MFA, when possible
and allowed, on all the websites and services which allow it.

The broader adoption of MFA is a positive development

for computer defenses and will defeat many of the

threats that would otherwise be more readily successful
against single-factor authentication solutions. All other



things considered equal, all admins and users should consider and use MFA solutions instead of
single-factor authentication solutions to protect sensitive data.

With that said, the ability of MFA to reduce computer security risk has been overly stated by many
vendors and proponents, leading to a misunderstanding that the application of MFA means all
attacks that were successful against single-factor authentication cannot be successful against
MFA. For example, many MFA admins and users believe that email phishing is no longer a threat
because users cannot be phished out of their login credentials. This is not true.

While MFA does reduce, and in some cases, significantly reduce particular computer security risks,
most of the attacks that could be successful against single-factor authentication can also be
successful against MFA solutions. In this paper, we introduce over a dozen ways to attack different
MFA solutions. Often, a single MFA solution is susceptible to multiple exploitation methods. While
this paper is not inclusive of all methods, the hacking methods included are representative
enough to demonstrate that MFA, while more secure than single-factor authentication solutions, is
not unhackable.

This white paper is dedicated to describing over a dozen different ways to hack MFA solutions and
how to defend against those attacks. In order to understand the different methods used to hack
MFA, it helps to understand the basic components of authentication and MFA.

Multi-Factor Authentication Basics
This section discusses authentication basics, in a general sense, and then covers MFA in particular.

Authentication Basics
Authentication is the process of a subject (e.g., user, device, group, service, etc.) proving
ownership of a particular identity. Let's break it down further.

Identity

An identity is any unique (to the involved namespace) label identifying a specific subject. An
identity is often represented by a login name (ex. rogerg), email address (ex.
rogerg@knowbe4.com), or unique series of characters, but can be any unique, previously agreed
upon, label within the same namespace.

A namespace is an organized system to help collect, identify, and locate specific entities and their
related attributes. Common name spaces are Domain Naming System (DNS), Microsoft Active
Directory, and Lightweight Direct Access Protocol (LDAP) databases. A namespace may contain
more than one identity label per subject (for example, Active Directory can use DNS, LDAP, email
address, and User Principal Name (UPN), but each label must be unique in the same namespace
and can only represent a single subject.

All authentication and access control steps involve one or more identities. All authentication
involves an identity label, which uniquely identifies the subject doing the authentication. Identities
have to be created prior to or as part of the initial authentication process. The identity should be
different than what is being provided to prove ownership of the identity. For example, in Microsoft
Windows, although a subject might use a fingerprint to authenticate (i.e., prove ownership of the
identity), the label attached to an authentication attempt will probably be the user's Active
Directory login name, their UPN, or their email address. The identity label is very important in the
authentication process.



Authentication

Authentication is the process of a subject proving proof of (sole) ownership of an authentication
identity within a namespace in order for the identity and its associated permissions,
memberships, rights, and privileges, to be used in access control authorization operations related
to that namespace.

The identity and the proof of ownership of the identity must have been previously, hopefully
securely, stored in at least one location (e.g., table, database, registry entry, etc.), to be used in
future authentication challenges. The storage of the authentication proofs is often not stored on
the server/service/site directly involved in the authentication and is instead stored on third-party
server/service/sites involved in the authentication, which both parties (server and client) trust.

Each storage location is a potential attack vector for compromising authentication. Anyone using
authentication should think about where the authentication proofs are stored, who has access to
those locations, and how trustworthy the storage of those credentials should be considered.
Storage of authentication secrets should always be restricted to the bare essential number of
administrators and aggressively monitored and audited. For if the authentication secrets are
compromised, the authentication process can no longer be fully trusted.

Authentication can be successful or unsuccessful. Only successful, legitimate authentication is
supposed to lead to the next process.

Access Control Token

After a successful authentication, in most cases, the access control process then associates an
access control object (e.g., token, ticket, etc.) to the tested identity. What this access control token
contains varies by system and protocol. In some systems, it may only contain another unique
identifier, such as a series of numbers or characters. In other systems, it may contain a list of
group memberships, permissions, privileges, and other needed information.

The token may or may not have a pre-determined maximum lifetime, which upon expiration,
forces the subject to re-authenticate to remain in an “active” session. In Microsoft Windows, an
access control token may arrive in the form of a Kerberos ticket or an NTLM or LM token. On
websites and services, most access control tokens are represented by an HTML cookie, which is a
simple text file.

After a successful authentication, the user is given a session access control token, which is
then used for the rest of the authentication cycle.

Authorization

Authorization is the process of comparing the now successfully authenticated subject’s access
control token against previously permissioned/secured resources to determine the subject’s
access to those objects. In most cases, once a subject has been handed an access control token,
the subject (or in reality, a process or program on behalf of the subject) submits the access control
token for authorization and the subject does not need to reauthenticate until the expiration of the
token. Once an access control token has been issued, authentication is not tested for each and
every authorization access attempt. Possession of the access control token is considered proof of
successful authentication.




