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HOW T0 ADD GYBERSEGURITY
PROJECTS TO YOUR RESUME

"'Showcase your sKills the right way to
stand out in the job market.”




Step 1 — SOC Analyst / Blue
Teaming Projects

Practical Projects for SOC Analyst Roles

e Live SOC Monitoring (LetsDefend): Monitored real-time
security alerts, performed triage, and investigated
Incidents in a simulated SOC environment.

e SOC Analyst Simulation (TryHackMe): Investigated real-
world security incidents in a simulated SOC environment,
analysing logs, detecting threats, and responding to
cyber-attacks using SIEM and EDR tools.

e CyberDefenders Blue Team Labs: Engaged in realistic,
browser-based labs simulating real-world cybersecurity
scenarios, enhancing skills in threat detection, incident
response, digital forensics, and malware analysis.
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Step 2 — GRC (Governance,
Risk, Compliance) Projects

Practical Projects for GRC Roles

e Third-Party Risk Assessment: Conducted a third-party risk
assessment on a supplier as part of Cyber Security GRC
Mastery training course. Assessed and summarised key risk
items from a third-party security assessment questionnaire.

o Asset Management: Designed a process to capture assets
and maintain a CMDB as part of Cyber Security GRC
Mastery training course.

e Cyber Security Maturity Assessment: Conducted an end-
to-end cybersecurity maturity assessment using the NIST
CSF framework as part of Cyber Security GRC Mastery
training course.
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