Security Engineer

Role Background:

This key government client is running a programme to improve cyber security capability and
address vulnerabilities.

The programme is seeking a technical engineer with a broad range of skills to assist in
implementing a series of high profile security infrastructure projects. The skill set required
for the engineer is that of an IT Engineer and whilst a strong understanding of the concepts
of security is required, the key focus is on hands-on delivery and support of components of
technical solutions and working with technical SMEs to problem solve during
implementations.

The key projects which will be supported are:

Finishing the implementation of a cloud server forensics capability which requires a
knowledge of AWS and Azure platforms including creating gold builds and helping to
resolve connectivity, authentication and command line definition

Supporting the delivery of a Security Orchestration Automation and Response tool
implementation by a third party — this includes resolving technical issues with
security tool integrations and supporting internal customers around testing and
delivery requirements

Forward plan of security projects throughout 2022/23 Financial Year (to be
announced)

What we are looking for:

Knowledge and experience of implementing IT infrastructure projects
Experience of administrating AWS and Azure environments

Server administration of Windows and Linux platforms
Knowledge/experience of integrations into Splunk and other security tools
Experience of working within strongly governed structures e.g. Civil Service or
banking etc.

Ability to work with wide ranging teams of technical SMEs from different
departments and to be able to build strong relationships

(Non-essential) The engineer would also benefit from:

Knowledge/experience of cyber security incident response would be advantageous
Knowledge/experience of security automation





