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Abstract

In a world where technology is deeply ingrained in all aspects, the risks and threats are like never
before. The exigency to weed out every threat and vanquish the vulnerabilities present in every
network is dire. The first step towards carrying out the necessary precautions is obtaining the right set
of tools and environment.

Kali Linux is an open-source security distribution designed by Linux for digital forensics, penetration
testing and other security-related functionality. With over 600 inbuilt tools for various information
security tasks, Kali Linux is truly one of its kind. Over the course of this publication, you will be provided
with a roadmap of how to install Kali Linux on various platforms along with its features.
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Introduction of Kali Linux

“The quieter you become, the more can hear”
- Kali Linux

Do you know how to open the magical box of ethical hacking? Can you guess the name of the box?
Okay, | will tell you. Its name is KALL.

As per my definition, Kali Linux is a magic box that contains multiple magic tools to play the magic. In
technical terms, Kali Linux is an open-source, Debian based Linux distribution mainly for penetration
testing, security auditing, computer Forensic, Security research, etc. it contains over 600 tools of
information gathering(Amap, arp-scan, APT2, etc.), vulnerability analysis (Nmap, sqlmap, BBQSQL,
etc., ), wireless attack( Airbase-ng, Air crack-ng, airplay-ng, etc.), web applications(BrupSuite, zaproxy,
Web Scarab), exploitation (Metasploit, Armitage, crackle), forensics (DFF, Capstone, Binwalk, etc.),
etc.

It is developed, maintained and funded by Offensive Security, a leading information security training
company.
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Features of Kali

Free of cost

It is completely free of cost, you will never have to pay for it. All the development source code are
freely available to you.

Over 600 tools available for different functionality e.g computer forensics, penetration testing, etc
Completely Customizable
It is easy to customize based on your needs and preferences.

Usable on a wide range of ARM devices.

Pre-requisites for Kali Linux Installation

Give me six hours to chop down a tree and | will spend the first for four
sharpening the axe.
- Abraham Lincoln

Kali OS software package required a minimum of 10 GB hard disk space for installation.
Minimum 512MB Ram is required for i386 and amd64 architectures.
A bootable CD-DVD Drive or a USB stick.
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Installation of Kali on Vmware

Vmware Workstation enables users to set up virtual machines on a single physical machine and use
them simultaneously along with the actual machine. A Virtual machine can be downloaded

from www.vmware.com.

Download kali from http://kali.org/downloads/ 64 bit or 32 bit as per your computer capability.

=
File Edit View VM Tabs Help > - D D I = i3
Librapy > | IF] kali 2019
£ Type here to search -
5 I My Compiites [I:l Kali 2019
= [] Attacker
] Kali 2019 P> Power on this virtual machine
[C] Metasploitable2-Linux [[ Edit virtual machine settings
[C] Web Pentest [ Upgrade this virtual machine
[C] Windows 7 64 Bit
[C] Windows 10 x64 v Davicas
[C) Docker =M 4GB
[C] AI-WEB-1.0 = X emOlY
[C] test i .EProcessors 4
[[] chanakya £ Hard Disk (SCSI) 60 GB
[C] EVM @) CD/DVD (IDE) Using file D:\Mo...
[C] Machine_Matrix_v3 5o Network Adapter Bridged (Autom...
[C1 dhanush USB Controller Present
[C) vedas » Sound Card Auto detect
[C] lin.security_v1.0 J¢:Sound-Car uto detec
[C] ignite = Printer Present
[C] bitnami-owncloud-10.3 [IDisplay Auto detect + Virtual Machine Details
ICJ Connect-The-Bots State: Powered off
0 Shared VMs ~ Description Configuration file: ID:k\’\Ii’l?r':Fest
Type here to enter a description of this virtual a B
machine. ig;lg\Kall
vmx
Hardware compatibility: Workstation 14.x
virtual machine
Primary IP address: Network
information is
not available
< >

Click on create a new virtual machine by selecting the Installer disc image file (1ISO), and review the
configured virtual machine and then powered on the created kali virtual machine.

At the boot menu, many options are available so | am going to describe all boot menu options briefly:

rGNITE

Technologies

www.hackingarticles.in




Live (amd64)

Probably the one you’re searching for. This one will boot you into Kali, but only in the Live mode. That
means, that when you terminate/shutdown your laptop everything you’ve saved/edited in Kali is lost.
So if you make a file on your desktop, that file will be lost when you restart.

This is possible because Kali only writes to RAM and not your HDD.

Live (forensic mode)
This is a special and interesting mode. In this mode, the internal HDD is never touched, and the auto-

mounting of devices is disabled. You'll use this when performing forensics on a device (e.g. recovering
sensitive files, getting evidence in crime scenes.)

Live USB Persistence
Use this if you want to install Kali on the USB you booted from, this way you can save what you’ve

done, etc. If you now place a file on your desktop, it’s saved on your USB and is again accessible when
you boot from it.

Live USB Encrypted Persistence

Same as above. Alone with this option, your USB is also encrypted with LUKS. If you choose USB
Persistence, choose this one!

Graphical

e Install - If you want to install it on your HDD.
e Install with speech synthesis - Install it, the text from the installation-menu is read out to you
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But through the down arrow key, you can select Graphical install.

KAL

“the quieter you become, the more you are able to hear”

Boot menu

Live (amd64)

Live (amdb4 failsafe)

Live (forensic mode)

Live USB Persistence (check kali.org-/prst)
Live USB Encrypted Persistence (check kali.org-/prst)
Install

Graphical install

Install with speech synthesis

Advanced options

After selection of Graphical install, you will get the multiple next windows of

Preferred language selection- English (select as per your choice) then click continue

Location — United States (select as per your choice) click continue

Standard keymap — American English (select as per your choice) click on continue

On the next screen you will ask to configure the network, select Do not configure the network at this
time and hit the continue.

Now in a single word, you can provide the hostname e.g. Kali (any name as per your choice). Then
click on continue.
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KALI

BY OFFENSIVE SECURITY

Configure the network
Please enter the hostname for this system.
The hostname is a single word that identifies your system to the network. If you don't know what your
hostname should be, consult your network administrator. If you are setting up your own home network,
you can make something up here.
Hostname:
([=x
L3
screenshot | [ GoBack | Continue

Set the password for the root account. Don’t forget the password you have set for the root account
otherwise you have to install kali again.

KALI

BY OFFENSIVE SECURITY

Set up users and passwords

You need to set a password for 'root’, the system administrative account. A malicious or unqualified user
with root access can have disastrous results, so you should take care to choose a root password that is
not easy to guess. It should not be a word found in dictionaries, or a word that could be easily
associated with you.

A good password will contain a mixture of letters, numbers and punctuation and should be changed at
regular intervals.

The root user should not have an empty password. If you leave this empty, the root account will be

disabled and the system's initial user account will be given the power to become root using the "sudo"
command.

Mote that you will not be able to see the password as you type it.
Root password:

([eeoe

[] show Password in Clear

Please enter the same root password again to verify that you have typed it correctly.
Re-enter password to verify:

[oved

[] Sshow Password in Clear

Screenshot | [ GoBack | Continue %+

On the next screen, select the time zone and click continue.
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KALI

BY OFFENSIVE SECURITY

Partition disks

The installer can guide you through partitioning a disk (using different standard schemes) or, if you
prefer, you can do it manually. With guided partitioning you will still have a chance later to review and
customise the results.

If you choose guided partitioning for an entire disk, you will next be asked which disk should be used.
Partitioning method.

Guided - use entire disk

Guided - use entire disk and set up LVM

Guided - use entire disk and set up encrypted LVM
Manual

Screenshot

[ Go Back ] Continue

Kali detects the disk partitions. Select guided-use entire disk then click continue.
Installer confirms that partition you are going to use. Click continue.

KALI

BY OFFENSIVE SECURITY

Partition disks

Mote that all data on the disk you select will be erased, but not before you have confirmed that you
really want to make the changes.
Select disk to partition:

SCSI13(0,0,0) (sda) - 21.5 GB ATA VBOX HARDDISK

[\

Screenshot

Go Back ] Continue
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Select the All files in one partition and click on continue.

| KALI I

BY OFFENSIVE SECURITY

Partition disks
Selected for partitioning:
SCsSI3 (0,0,0) (sda) - ATA VBOX HARDDISK: 21.5 GB

The disk can be partitioned using one of several different schemes. If you are unsure, choose the first
one.

Partitioning scheme:

All files in one partition (recommended for new users)

Separate /home partition

Separate /home, /var, and /ftmp partitions

Screenshot

[ Go Back ] Continue

Selection of disk partition has been done, you can see the overview of partition disk you currently
configured, and select the Finish partitioning and write changes to disk. After that click on continue.

| KALI I

BY OFFENSIVE SECURITY

Partition disks

This is an overview of your currently configured partitions and mount points. Select a partition to modify its settings
(file system, mount point, etc.), a free space to create partitions, or a device to initialize its partition table.

Guided partitioning

Configure software RAID

Configure the Logical Volume Manager
Configure encrypted volumes
Configure iSCSI volumes

§CSI3 {0,0,0) (sda) - 21.5 GB ATA VBOX HARDDISK

~
= #1 primary 19.2 GB f extd I
= #5 logical 2.1 GB f swap swap

uUndo changes to partitions

Finish partitioning and write changes to disk

[ Screenshot ] [ Help ]

I Go Back ] Continue

Click on yes to make the changes to disk as per the selected partition changes. Then click on
continue.
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| KALI I

BY OFFENSIVE SECURITY

Partition disks

If you continue, the changes listed below will be written to the disks. Otherwise, you will be able to make
further changes manually.

The partition tables of the following devices are changed:
SCSI3 (0,0,0) (sda)

The following partitions are going to be formatted:
partition #1 of SCSI13(0,0,0) (sda) as ext4
partition #5 of 5C513 (0,0,0) {(sda) as swap

Write the changes to disks?

No

Screenshot |

After partition, now Kali will start installing, you have to around 30 minutes for installation.

After Kali installation, on the next screen, you will get the network mirror option. You need to
select No and click on continue.

| KALI I

BY OFFENSIVE SECURITY

Configure the package manager

A network mirror can be used to supplement the software that is included on the CD-ROM. This may also
make newer versions of software available.

Use a network mirror?

Screenshot |

[ GoBack | Continue

TSI‘QII:';E www.hackingarticles.in




You get the option to install the GRUB boot loader as it should be safe to install it to the master boot
record of your first hard drive. Select yes and click on continue.

| KALI I

BY OFFENSIVE SECURITY

Install the GRUB boot loader on a hard disk

It seems that this new installation is the only operating system on this computer. If so, it should be safe
to install the GRUB boot loader to the master boot record of your first hard drive.

Warning: If the installer failed to detect another operating system that is present on your computer,
modifying the master boot record will make that operating system temporarily unbootable, though GRUB
can be manually configured later to boot it.

Install the GRUB boot loader to the master boot record?

) No

Screenshot

[ Go Back ] Continue

Select the boot loader device for GRUB installation. Select /dev/sda and click Continue.

KALI

BY OFFENSIVE SECURITY

Install the GRUB boot loader on a hard disk

You need to make the newly installed system bootable, by installing the GRUB boot loader on a bootable
device. The usual way to do this is to install GRUB on the master boot record of your first hard drive. If
you prefer, you can install GRUB elsewhere on the drive, or to another drive, or even to a floppy.

Device for boot loader installation:

Enter device manually

/devisda (ataVBOX_HARDDISK VB5b25cbc3-059dbfb8)

Screenshot

Go Back ] Continue .
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Now you will see the installation complete dialog box. Click to continue to finalize the installation and
wait for the VM to reboot. After reboot, you will see the login screen. Log in with your username or
root user and provide your password. You will then see the Kali Linux desktop.

| KALI I

BY OFFENSIVE SECURITY

Finish the installation

Installation complete
Installation is complete, so it is time to boot into your new system. Make sure to remove the

installation media, so that you boot into the new system rather than restarting the installation.

L3
Screenshot [ Go Back ] Continue

Once the VM reboots, you will see the Kali Linux login screen.

Sun12:04

Username:
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Login with username: root, Password: toor, what you entered during the installation process earlier.

Sun12:04

Cancel Lk Signin

Successfully, Kali installation has been done, now you can start working on Kali Linux.

Applications ¥ Places ¥ Sun12:05

XM M N

M -
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Installation of Kali Linux on Virtual Box

VirtualBox is a software system for virtualizing the x86 computing design. It acts as a hypervisor,
making a VM (virtual machine) within which the user will run another OS (operating system).

The OS within which VirtualBox runs is named the “host” OS. The OS running within the VM is named
the “guest” OS. VirtualBox supports Windows, Linux, or macOS as its host OS.

If you have already got put in VirtualBox then well smart otherwise install the newest version and
install it from https://www.virtualbox.org/wiki/Downloads

Prerequisites

= VirtualBox installed in your Linux system

= theimage of Kali Linux present in your system

= atleast 4GB of RAM

= atleast 20-30GB of free disk space

= network to have a system updated

= aprocessor with the virtualization features enabled (often activated by default)

In virtualization, the guest OS is the virtualized system (so our Kali Linux) and the host OS is our Linux
system. You can summarize the configuration that was created by you.

Installation

Launch the installation by clicking the green arrow button to start.

88~ T

Mew Settings Discard Start
. -
?_\ T @ General @ Preview
-

' | @ Powered Off = MName: Kali Linux

Operating System: Debian {64-bit)

Settings File Location:  C:YUserslyrajvirtualBox

WMs\ali Linux

EI System

Base Memory: 2048 MB

Boot Order: Floppy, Optical, Hard Disk

Acceleration:  VT-x/AMD-Y, Nested Paging,
KVM Paravirtualization

M pisplay

Video Memory: 16 MB
Graphics Controller: VMSVGA
Remote Desktop Server:  Disabled

Recording: Disabled
Storage

Controller: IDE
IDE Secondary Master: [Optical Drive] Empty
Controller: SATA
SATA Port O: Kali Linux. wdi (Normal, 20.00 GB)
o Audio
Host Driver:  Windows DirectSound
Controller:  ICH ACS7

=P Network

On the next screen, you will see the installer options, select Graphical install.
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KALI

“the quieter you become, the more you are able to hear”

Boot menu

Live C(amd64)

Live (amdb64 failsafe)

Live (forensic mode)

Live USB Persistence (check kali.org/prst)
Live USB Encrypted Persistence (check kali.org/prst)
Install

Graphical install

Install with speech synthesis

Advanced options

After the selection of Graphical install, you have to follow all the steps the same as you have done at
the time of installation of Kali Linux on VMware.
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Installation of Kali Linux on AWS

Amazon Web  Services (AWS) is  asubsidiary of Amazon that provides on-demand cloud
computing platforms and APlIs to individuals, companies, and governments, on a metered pay-as-you-
go basis. In aggregate, these cloud computing web services provide a set of primitive abstract
technical infrastructure and distributed computing building blocks and tools. One of these services
is Amazon Elastic Compute Cloud, which allows users to have at their disposal a virtual cluster of
computers, available all the time, through the Internet.

For more detail description refer https://en.wikipedia.org/wiki/Amazon Web_Services

Prerequisites

= An Aws account
*  Minimum 2 GB RAM (to run Metasploit)

Installation

Login to https://aws.amazon.com/console/ to navigate web services. From the compute services,
select EC2 (Elastic Compute Cloud) and click on Launch Instance.

AWS Management Console

AWS services

Find Services
You can enter names, keywords or acronyms.

¥ All services

{0]_Compute 2% Developer Tools &5 Machine Learning
H CodeStar Amazon SageMaker

Lightsail [ CodeCommit Amazon Comprehend
ECR CodeBuild Amazon Forecast
ECS CodeDeploy Amazon Lex
EKS CodePipeline Amazon Machine Learning
Lambda Cloud9 Amazon Personalize
Batch X-Ray Amazon Polly
Elastic Beanstalk Amazon Rekognition
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aws1 Services Resource Groups *
EC2 Dashboard - Resources

Events You are using the following Amazon EC2 resources in the US East (Ohio) region:
Tags 0 Running Instances
Reports 0 Dedicated Hosts
Limits 0 Volumes
TANCE 1 Key Pairs
Instances 0 Placement Groups

Launch Templates

Spot Requests ‘ Easily size, configure, and deploy Microsoft SQL Server Always On availability groups o

Savings Plans

Reserved Instances Create Instance Migrate a Machine

Dedicated Hosts Use CloudEndure Migration to si
automate large-scale migrations

and cloud-based infrastructure tg

To start using Amazon EC2 you will want to launch a
virtual server, known as an Amazon EC2 instance.

Capacity Reservations

=] IMAGES Launch Instance v

AMIs

Get started with CloudEndure Mi

MNote: Your instances will launch in the US East {Chio) region
Bundls Tacke d

Click on AWS Marketplace, to search the AMI (Machine Image of Kali Linux).

Step 1: Choose an Amazon Machine Image (AMI)

An AMI is a template that contains the software configuration (operating system, application

Quick Start

My AMIs Amazon Linux 2 AMI (HVM), SSD V|

Amazon Linux

Free tier eligible

Amazon Linux 2 comes with five years suj

AWS Marketplace

Root device type: ebs Wirtualiz ation type: hvm

Community AMIs
Amazon Linux AMI 2018.03.0 (HVM

The Amazon Linux AMI is an EES-backed
packages.

Amazon Linux

Free tier eligible

Free tier only (j

Root device type: ebs Wirtualiz ation type: hvm

In the search, tab writes Kali Linux, to the Kali AMI and then click on select.
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1. Choose AMI 2. Choose Instance Type 3. Configure Instance | Storage

Step 1: Choose an Amazon Machine Image (AMI) Cancel and Exit
An AMI is a template that contains the software configuration (operating system, application server, and
applications) reguired to launch your instance. You can select an AMI provided by AWS, our user community, or
the AWS Marketplace; or you can select one of your own AMIs.

2, kali linux| X
Quick Start (0) 11to 1 of 1 Products
My AMIs (0) Kali Linux m

# (5) | Kali Linux 2019.3 | By Kali
AWS Marketplace (1)

Linue

Free tier eligible 50.000hr for software + AWS usage fees

Linwee/Unix, Other 2019.3 | 64-bit (x86)

Community AMIs (5)

Amazon Machine Image (AMI) | Updated:
¥ Categories 9/6/19

All Mdemmimm L ali L imne im m Piakinm bomad §imoe

After selection, you can see the summary of all the instances types, software, amount available for
Kali Linux. (As per your requirement you can choose, also free tier instance is also available). Then click
on continue.

Kali Linux
Kali Linux Pricing Details
Kali Linux is a Debian-based Linux distribution
aimed at advanced Penetration Testing and Hourly Fees
Security Auditing. Kali contains several hundred
tools targeted towards various information security  |hstance Type Software EC2 Total
tasks, such as Penetration Testing, Forensics, and 12.nano 50,00 $0.006 $0.006/hr
= — Reverse Engineering. Kali is developed, funded
ree ter eligible and maintained by Offensive Security, a leading t2.micro $0.00 $0.012 $0.012/hr
More info t2.small $0.00 $0.023 $0.023/hr
View Additional Details in AWS Marketplace t2.medium $0.00 $0.046  $0.046/hr
Product Details t2.large 0.00 $0.093  $0.093/hr
12.xlarge $0.00 $0.186 $0.186/hr
By Kali Linux 12.2xlarge $0.00 50371 $0.37Uhr
Customer Rating *® m.large $0.00 3010 $0.10/hr
Latest Version Kali Linux 2019.3 mé.xlarge 50,00 $0.20 $0.200hr
Base Operating System  Linux/Unix, Other 2019.3 md.2xlarge 50.00 $0.40 $0.40/hr
Delivery Method  64-bit (x86) Amazon Machine Image (AMI) mé.dxlarge $0.00 $0.80 $0.80hr
License Agreement End User License Agreement ma.10xlarge $0.00 $2.00 $2.00/h1
On Marketplace Since 10/18/16 md. 16xlarge $0.00 $320  $3.20ir
AWS Services Required Amazon EBS, Amazon EC2 c4large 50.00 $0.10 $0.10/hr
Highlights c4.xlarge $0.00 50199  $0.199/hr
c4.2xlarge $0.00 $0.398 $0.398/hr
= Advanced penetration testing platform e 4xlarge 50.00 50796 $0.796/hr
= Hundreds of security tools included
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Now you can choose instance type as per your budget, you can select t2micro along with vcpu
1,2.5GHz, Intel Xeon Family,1GiB memory, EBS only). But to run the Metasploit to need a minimum of
2 GB RAM, you can opt t2 small or t2 medium.

Step 2: Choose an Instance Type
Amazon EC2 provides a wide selection of instance types optimized to fit different use cases. Instances are virtual s
of resources for your applications. Learn more about instance types and how they can meet your computing need

Filter by: All instance types v Current generation v  Show/Hide Columns

Currently selected: t2.micro (Variable ECUs, 1 vCPUSs, 2.5 GHz, Intel Xeon Family, 1 GiB memory, EBS only)

Note: The vendor recommends using a t2.medium instance (or larger) for the best experience with this product.

Family b Type b vCPUs | -
General purpose t2.nano 1
(] General purpose t2.micro 1
General purpose 1
General nurnnse 12 medinm 2

Review the selected instance and click on the launch.

Services Resource Groups -~ *

1. Choose AMI 2. Choose Instance Type 3. Configure Instance 4. Add Storage 5. Add Tags

Step 7: Review Instance Launch
Please review your instance launch details. You can go back to edit changes for each section. Click Launch to
assign a key pair to your instance and complete the launch process.

¥ AMI Details Edit AMI

Kali Linux
Kali Linux 2019.3

[SERIg Root Device Type: ebs Virtualization type: hvm
eligible

Hourly Software Fees: $0.00 per hour on t2.micro instance. Additional taxes or fees may apply.
Software charges will begin once you launch this AMI and continue until you terminate the
instance.

By launching this product, you will be subscribed to this software and agree that your use of this
software is subject to the pricing terms and the seller's
End User License Agreement

w

Cancel Previous @
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Here, you need to create a new key pair and give a name to the key. Click on download key pair as you
will not be able to download the file again after it’s created. Then click on Launch Instances.

Select an existing key pair or create a new key pair X

A key pair consists of a public key that AWS stores, and a private key file that you store. Together,
they allow you to connect to your instance securely. For Windows AMIs, the private key file is required
to obtain the password used to log into your instance. For Linux AMIs, the private key file allows you to

securely SSH into your instance.

Mote: The selected key pair will be added to the set of keys authaorized for this instance. Learn more

about removing existing key pairs from a public AMI .

Create a new key pair
Key pair name

ignite

Download Key Pair

You have to download the private key file (*.pem file) before you can continue.
Store it in a secure and accessible location. You will not be able to download the

Cancel Launch Instances

file again after it's created.

Save the Downloaded .pem file.

Opening ignite.pem [ > ]

You have chosen to open:
= ignite.pem

whichis: plain text document
from: https:/fus-east-2.console.aws.amazon.com

What should Firefox do with this file?

Openwith | Text Editor (default) e
(*)Save File
Do this automatically for files like this from now on.
Cancel | | OK

rGNITE www.hackingarticles.in
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Click on Launch Instances

awg Services -~

Resource Groups - *

Launch Status

INEM Trom ne INS@ances screen. Fina out Now 10 CoNNect 1o your Instances.

¥ Getting started with your software

To get started withKali Linux

View Usage Instructions

To manage your software subscription

‘Open Your Software on AWS Marketplace

¥ Here are some helpful resources to get you started
= How to connect to your Linux instance

* Amazon EC2: User Guide
= Learn about AWS Free Usage Tier

* Amazon EC2: Discussion Forum
While your instances are launching you can also
Create status check alarms to be notified when these instances fail status checks. (Additional charges may apply)

Create and attach additional EBS volumes (Additional charges may apply)
Manage security groups

I View Instances |

After Launch instance, you can see the instance is running even you can provide the name to your
created instance. Click on connect to get access to SSH with other information on public DNS.

ETGHNEEN A Connect | Actions ¥

Q Fiter by tags and attibutes or search by keyword

Name * Instance ID 4 |nstance Type ~ Availability Zone ~ Instance State ~

Misha KaliLI...  i-086fdcfa2hdbd25ee  t2.micro Us-east-2 @ terminated

Us-east-2 ) running

[ | -0f31224235620803h  t2.micro

Tgﬂ!;';g www.hackingarticles.in




Connect To Your Instance >

I would like to connect with A standalone SSH client (i

EC?2 Instance Connect (browser-based SSH connection) i
A Java SSH Client directly from my browser (Java required) i

To access your instance:

1. Open an SSH client. (find ocut how to connect using PuT TY )

2. Locate your private key file (ignite.pem). The wizard automatically detects the key yvou used to
launch the instance

3. Your key must not be publicly viewable for SSH to work. Use this command if needed:
chmod 400 ignite.pem

4. Connect to your instance using its Public DMNS:
ecZ—18—221—-4-175.us—east—2 . compute . amazonaws . com

Example:

s=sh —i "ignite.pem" root@ec2Z-18-221-4-175_ us—east—2_ compute.amaronaws . com
Please note that in most cases the username abowve will be correct, howewver please ensure
that vou read your AMI usage instructions to ensure that the AMI owner has not changed the

default AMI username.

If you need any assistance connecting to your instance, please see our connection documentation

Close

Linux users:

You can access the Kali AWS from a Linux machine. Set the permissions and connect the SSH server:
Login with username ec2-user.

chmod 400 ignite.pem
ssh -i ignite.pem root@ec2-18-221-4-175.us-east.2.compute.amazonaws.com

Kali G
nit
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For Window Users:

Open the puttygen and load the previously downloaded private key to convert it into a putty
supported format.

File Key Conversions Help
Key
No key.
Actions
Generate a public/private key pair Generate
Load an existing private key file Load
Save the generated key Save public key Save private key
Parameters
Type of key to generate:
(@ RSA ODsA (O ECDSA (O Ed25519 (O SSH-1(RSA)
Number of bits in a generated key:
File Key Conversions Help
Key
Public key for pasting into OpenSSH authorized_keys file:
sshisa

AAAAB3NzaC1yc2EAAAADAQABAAABAQCCYqcOxGeGXCNZSmIEwWA4DOSffOvr
+Yh5Hus ThOvGyk WhG5NcsEi3+deCH3xhC461aSb PQD5YBSEbKitJA
+1/Gg1RjhA5zG+kuRKpBymELByywGOHe

+p 1i1SGyE4CJ086SixOrOzKXAV/WIQrMBKFRd5hIRjPSWMvJBGAK0ZOXcKeBradOGu v

Key fingerprint: |sshsa 2048 58:84:47:a00:08:69:58:af3:98:c9.24:da: k5> |
Key comment: Iimported-opensshkey ]
Key passphrase: ‘ ’

Confirm passphrase: ‘

Actions

Generate a public/private key pair Generate
Load an existing private key file Load
Save the generated key Save public key Save private key
Parameters

Type of key to generate:
(®RSA (ODSA (OECDSA (O Ed25519 (O SSH-1(RSA)

Number of bits in a generated key:
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Save the private key and close the Puttygen program. Open the Putty program to connect it with Kali
Linux, in hostname put the public DNS details and load the private key in the Auth tab under the SSh
navigation.

Then click on open

Category:
=) Session ! Basic options for your PUTTY session
i - Logging Specify the destination you want to connect to
= Terminal
E Kevboand Host Name (or IP address) Port
- Bell |-1 75.us-eas't-2compute.amazonaws.comI I22 l
- Features Connection type:
= Window (ORaw OTelnet (ORlogin @ SSH O Serial
r’-\ppea_rance Load, save or delete a stored session
- Behaviour
- Translation Saved Sessions
[#- Selection | |
-~ Colours Default Settings Load
=)~ Connection
... Data Save
- Proxy
.. Telnet Delete
- Rlogin
G- SSH
""" Sekie Close window on exit:
(O Aways (O Never (@ Onlyon clean exit
About Help Open Cancel
Category: -
... Features ~ Options controlling SSH authentication
= Window
- Appearance Display pre-authentication banner (SSH-2 only)
- Behaviour [C] Bypass authentication entirely (SSH-2 only)
Transl_ahon Authentication methods
#- Selection
£ i..Colours Aftempt authentication using Pageant
) Connechion [] Attempt TIS or CryptoCard auth (SSH-1)
- Data Attempt "keyboard-interactive" auth (SSH-2)
o
T:r::;t Authentication parameters
- Rlogin [] Allow agent forwarding
=-SSH [C] Allow attempted changes of usemame in SSH-2
- Kex Private key file for authentication:
- Host keys IC:\Users‘-raj\Desktop\aws key ppk Browse...
- Cipher
- Auth
= TTY
- X11
- Tunnels
- Bugs
- More bugs W
About Help Open Cancel
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Login with username ec2-user and your kali Linux from the cloud is ready. As this is minimal
installation, to get all the tools run the command apt-get install kali-Linux-full
Note: You should not go over the usage limit otherwise you will be charged and need to pay the bill.

rGNITE www.hackingarticles.in

Technologies




Installation of
Kali Linux on
Raspberry Pi




Installation of Kali Linux on Raspberry Pi

The Raspberry Pi is a low-cost, credit-card-sized ARM computer. Despite being a good bit less powerful
than a laptop or desktop PC, its affordability makes it an excellent option for a tiny Linux system and
it can do far more than act as a media hub.

The Raspberry Pi provides an SD card slot for mass storage and will attempt to boot off that device
when the board is powered on.

By default, the Kali Linux Raspberry Pi image has been streamlined with the minimum tools, similar to
all the other ARM images. If you wish to upgrade the installation to a standard desktop installation,
you can include the extra tools by installing the kali-Linux-full meta-package.

For more details please refer https://github.com/thehackingsage/HackPi.

Prerequisites

= Kali Linux Raspberry 2,3, 4 ARM images.
= SD card (minimum size 8 GB but can use 16GB Or even 32 Gb)
= Bootable Kali
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Installation

First, download the Kali Linux 2 or more image file for a raspberry file from here.

| need to write it to the SD card. Choose the Kali Linux ISO file to be imaged with “select image” and
verify that the USB drive to be overwritten is the correct one. Click the “Flash!” button once ready.

Once Etcher alerts you that the image has been flashed, you can safely remove the USB drive and
proceed to boot into Kali with it.

Now, you can have a plugged raspberry pi device with the bootable SD card into the monitor. After
powering up the raspberry pi 3 b, it will go through a bootup process and the screen will go blank for
a few seconds.

For the final step, a login prompt will appear asking for a username and a password. The default should
be ‘root’ and ‘toor’ respectively.
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Installation of Kali Linux on Windows

One of the most commonly used operating systems in the world is Windows, developed by Microsoft.
Designed for both personal and professional functioning, Windows aims to make life easier for its
users. It is designed to run on standard x86 hardware like AMD and Intel processors.
If you are a beginner to the world of ethical hacking and are still learning the ropes, it might seem a
little difficult to work on a Kali OS all of a sudden. If you wish to work with Kali while still working with
Windows OS, there are three methods that are commonly used:

e Using a Virtual Machine.

e Dual Booting.

e Using two separate laptops

But recently, a new way has been introduced by Microsoft in which you can install a Kali
subsystem on your Windows computer. Windows Subsystem for Linux or WSL lets users access
their required Linux distributions from the comfort of their Windows 10 without the hassle of
having to dual-boot or installing a virtual machine.

Prerequisites
| 1. The computer must be running the Windows 10 version 1607 or above.
2. WSLis supported only by 64-bit versions of Windows 10.

Installation

Initially, run PowerShell as an administrator and then enable the optional feature by running the
command given below.

Enable-WindowsOptionalFeature -Online -FeatureName Microsoft-Windows-Subsystem-Linux

On running, you will be sent a prompt to restart the computer, enter Y and allow it to reboot.
After that, download the “Kali Linux” application from the Microsoft Store.

Once installed, press the Launch button to activate Kali. You will be prompted to input your username
and password.

Once logged into Kali, update your Linux OS by running the following commands;

sudo apt-get update

sudo apt-get dist-upgrade

Since Windows will identify the majority of Kali’s repositories as viruses, it is better to be proactive
and add a Windows Defender exclusion for the Kali Linux folder.

Find the folder and copy the folder location.

Navigate to Windows Defender Security Center, go to Virus & threat protection and click on “Add an
exclusion”, then click on the folder and paste the directory of the Kali folder that you copied.
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Installation of Kali Linux on Hyper-V

Avirtualization software offered by Microsoft, Hyper-V is also known as Viridian, is a native hypervisor
that enables you to run multiple Operating systems on your Windows machine. The working of Hyper-
V is similar to that of any other virtual machine like VMware Workstation or Oracle VirtualBox. The
only difference being Hyper-V is available for free for almost all versions of Windows except Home.

Prerequisites

Since Windows OS comes pre-installed with Hyper-V, no separate installation is required. But since
the default setting of Hyper-V is disabled, it needs to be enabled before it can be used.
In order to enable Hyper-V, the following criteria must be satisfied:

e The system must be running Windows 10 Enterprise, Professional or Education
e  64-bit Processor with Second Level Address Translation (SLAT)

e CPU Support for VM Monitor Mode Extension (VT-c on Intel CPU’s)

e  Minimum 4 GB RAM

e The system must have Virtualization Technology Enabled in BIOS.

Installation

First of all, we need to enable Hyper-V. Once you are sure that your system meets all the stated
requirements then move ahead to the next step.

Go to Start Menu, click on Settings. In the dialog box that opens, go to Apps. When the Apps and
Features dialog opens, scroll until you find Programs and Features under Related Settings.

In the Programs and Features dialog box, on the left side panel, you will see an option for Turn
Windows features on or off. Click on it.

Search for Hyper-V option and check the boxes.
Once the process is complete, the system will reboot.

On rebooting, you should now be able to see the Hyper-V manager in Start Menu under Windows
Administrative Tools.

Then download, the Kali Linux ISO image from https://www.kali.org/downloads/.

Next, we have to create a network connection switch. In order to do that, first, open Hyper-V Manager.
Select Virtual Switch Manager under the Actions panel on the right pane.

Choose External and then click on Create Virtual Switch.
In the Virtual Switch properties dialog, mention the name of your virtual switch choice and select
External Network -> your system’s Ethernet card under Connection Type. Hit Ok to complete the

process.

Now that, Hyper-V is successfully installed, let us install Kali.
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Open Hyper-V Manager, click on New -> Virtual Machine on the right-side panel.
Once the Virtual machine wizard is launched, click next. Then, fill in the following information:

Specify Name and Location -> Kali-Linux (or your preference) and location can be left as the default
option or you can change it.

Specify Generation - > Generation 1

Assign Memory -> By default, it is 1 GB, 2 GB is usually the recommended setting. Also, check the Use
Dynamic Memory for this Virtual Machine box.

Configure Network -> Virtual Switch (automatic)

Connect Virtual Hard Disk -> Choose Create a virtual hard disk, assign it a name and specify the
size(recommended setting is 60 GB)

Installation option — Select Install an operating system from bootable CD/DVD-ROM -> Image File and
then browse to where you have saved the Kali ISO image.

Finish the process. Once created, the machine will be visible under Virtual Machines.

Now, start the installation process by right-clicking on the machine and selecting Connect.
Hit Start in the new Window that opens.

After this, follow all the same steps as the ones in the VMWare Installation process.
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Installation of Kali Linux on Docker

A set of PaaS products that make use of OS-level virtualization to deliver software in packages called
containers is known as Docker. The software hosting this service is called Docker Engine. This service
offers both free and premium levels.

Prerequisites

e The system must have Hyper-V enabled.
e Internet connection
e Minimum 4 GB RAM

Installation

First of all, we will need to enable the use of containers on Windows 10.

Go to Start Menu, click on Settings. In the dialog box that opens, go to Apps.When the Apps and
Features dialog opens, scroll until you find Programs and Features under Related Settings.In the
Programs and Features dialog box, on the left side panel, you will see an option for Turn Windows
features on or off. Click on it.Search for Containers and check the boxes next to it.

Then, browse to https://www.docker.com/ and then Docker for Windows Community Edition. Then,
install Docker. It may prompt you to log out of your account and back in, and login back as an

administrator to ensure a smooth installation.

Once Docker is running, open your preferred command prompt and run the command below,

docker obull Kali Linux/kali-Linux-docker

This command will download the official Kali Linux Docker image to your computer. After the
download is complete, run the command below to run the container:

docker run -it kali Linux/kali-Linux-

The command prompt of the Kali instance will then appear on your screen. After this, you will have to
then install any tools that you require as this instance is the base version and has no tools pre-installed.
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About Us

“Simple training makes Deep Learning”

“IGNITE” is a worldwide name in the IT field. As we provide high-quality cybersecurity training and
consulting services that fulfil students, government and corporate requirements.

We are working towards the vision to “Develop India as a Cyber Secured Country”. With an outreach
to over eighty thousand students and over a thousand major colleges, Ignite Technologies stood out
to be a trusted brand in the Education and the Information Security structure.

We provide training and education in the field of Ethical Hacking & Information Security to the
students of schools and colleges along with the corporate world. The training can be provided at the
client’s location or even at Ignite’s Training Center.

We have trained over 10,000 + individuals across the globe, ranging from students to security experts
from different fields. Our trainers are acknowledged as Security Researcher by the Top Companies like
- Facebook, Google, Microsoft, Adobe, Nokia, Paypal, Blackberry, AT&T and many more. Even the
trained students are placed into a number of top MNC's all around the globe. Over with this, we are
having International experience of training more than 400+ individuals.

The two brands, Ignite Technologies & Hacking Articles have been collaboratively working from past
10+ Years with about more than 100+ security researchers, who themselves have been recognized by
several research paper publishing organizations, The Big 4 companies, Bug Bounty research programs
and many more.

Along with all these things, all the major certification organizations recommend Ignite's training for its
resources and guidance.

Ignite's research had been a part of the number of global Institutes and colleges, and even a multitude
of research papers shares Ignite's researchers in their reference.
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What We Offer

Ethical Hacking

The Ethical Hacking course has been structured in such a way
that a technical or a non-technical applicant can easily absorb

its features and indulge his/her career in the field of IT
security.

[l Bug Bounty 2.0

fered by many websites
Sl can receive appreciation
i rtmg bugs, especially those
affecting to exploits andV ilities.
Over with this training,j@h_ indiviSualMs.thus able to determine
and report bugs to the aUtRori )efdre the general publicis
aware of them, preventi ' W

The Network Penetration™Testing training will build up the
basic as well advance skills of an indivisual with the concept
of Network Security & Organizational Infrastructure. Thereby
this course will make the indivisual stand out of the crowd
within just 45 days.
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(2, Red Teaming

This training will make you think like an "Adversary" with its
systematic structure & real Environment Practice that contains
more than 75 practicals on Windows Server 2016 & Windows
10. This course is especially g eS|gned for the professionals to

CTF 2.0

-astructure organization as well
as supporting other’s reparing for global certification.
This curriculum is very. ‘€asi e5|gned to aIIow a fresher or

course.

On

= Infrastru
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This course is @esigned for Profeiﬂonal and provides an
hands-on experience in-Vulnerability Ass;iemer\t Penetration
Testing & Secure” «cé’%guration Testing for Applications
Servers, Network Deivces, Container and etc.

Digital Forensic

Digital forensics provides a taster in the understanding of how
to conduct investigations in order for business and legal audien
ces to correctly gather and analyze digital evidence.
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