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بسم اللّه الرحمن الرحيم الحمد للّه رب العالمين، والصلاة والسلام على أشرف الأنبياء والمرسلين، نبيهنا محمد 

 وعلى آله وصحبه أجمعين، ومن تبعهم بإحسان إلى يوم الدين وبعد : 

 

 

Introduction 

is an attack to steal service account hashes by requesting  Kerberoasting

TGS tickets,  then cracking them offline for lateral movement or 

privilege escalation 

 

 Kerberoasting Attack Steps 

1-Authenticate & Get TGT : 

Attacker logs in as a valid domain user and requests a TGT (Ticket-Granting Ticket) 

from the KDC 

2-Request Service Ticket (TGS) : 

Uses that TGT to request a TGS (Service Ticket) for a service account with an SPN 

: 3-Extract Encrypted TGS 

Pulls the encrypted service ticket (TGS) from memory. 

4-Offline Brute-Force : 

Cracks the TGS encryption offline to recover the service account’s password 

5-Use Cracked Credentials :  

Logs in or moves laterally using the recovered password for privilege escalation 

 

 



How to Hunt for Kerberoasting 

 

1- Filter for Suspicious STs :  

Check for TGS Requests (Event ID 4769) - 

- ServiceName should not be krbtgt 

- Look for user accounts making multiple ST requests 

accounts  → these are computerFilter out ServiceName ending with $  -

(not Kerberoastable) 

 

2- Key Indicators 

- Unusual volume of TGS requests in a short time 

(TicketEncryptionType HMAC encryption -TGS requests using RC4 -

attackers prefer weak encryption for easier cracking 0x17) 

Source IPs making mass SPN requests - 

 

3- Cross-Check 

look for enumeration ) 4104ID  Correlate with PowerShell logs (Event -

tools 

Examples: PowerView, Rubeus, Impacket scripts 

 

4- Validate 

- Check for brute force behavior 

- Many STs → same account → short timeframe → suspicious 

Compare with normal baselines (what’s normal for your domain) 

 

5- Enrichment 

- Host logs → what user ran the query 

- Network logs → unusual traffic 

/ Sysmon → suspicious tools run Prefetch - 

 

 sTool 

ticket requests, ticket extraction, and offline cracking prep→  Rubeus 

https://github.com/GhostPack/Rubeus 

https://github.com/GhostPack/Rubeus


→ Python toolkit with GetUserSPNs.py for enumerating SPNs  Impacket

and requesting service tickets 

https://github.com/fortra/impacket 

 

→ Part of PowerSploit. Used to enumerate domain  .ps1PowerView

objects including SPNs 

https://github.com/PowerShellMafia/PowerSploit 

 

→ PowerShell script that automates SPN hunting Kerberoast -Invoke

and ticket extraction 

https://github.com/EmpireProject/Empire/blob/master/data/module_

source/credentials/Invoke-Kerberoast.ps1 

 

force the dumped hashes offline, like: -→ To bruteCracking Tools 

Hashcat https://hashcat.net/hashcat/ John the Ripper 

https://www.openwall.com/john / 

 

 Lets Practice 

 

We have evtx File From Dc , and we want to analyze it To Hunt 

Kerberoasting attack  

 HackTheBox We download it from here : 

 

 

https://app.hackthebox.com/sherlocks/737


 
This is the first event , and this is not Kerberoasting  

- account name ending with $ 

- service name ending with $ 

- encryption type not weak encryption  

 

 
Same 

 



- This is Kerberoasting pattern [ 5/21/2024 6:18:09 AM ]  

- if we serach with this ip ( 172.17.79.129 ) we can find more TGS 

Request with short periode  

- remember the time  

 
 

 
 

 
 



 

 
 

Analyzing Powershell events :  

 
- Script block logging [ 4104 ] : Record the processing of commands, 

script blocks, functions, and scripts whether invoked interactively, or 

through automation 

- Script Block Logging: This is the raw, deobfuscated script supplied 

through the command line or wrapped in a function, script, workflow 

 

Analyzing prefetch file  

Prefetch files are great artifacts for forensic investigators trying to 

analyze applications that have been run on a system. Windows creates 

a prefetch file when an application is run from a particular location for 

the very first time. This is used to help speed up the loading of 

applications. For investigators, these files contain some valuable data  

on a user’s application history on a computer 



using WinPrefetchView tool  

 
 

 

Hunting With Custom Script  

 
Same Result 

 

kerbroasting behaviour   

- account name : alonzo.spire 

- service name : MSSQLService 

- client address : 172.17.79.129 

- time : 5/21/2024 6:18:09 AM 

- TicketEncryptionType : 0x17 

- 172.17.79.129 -- >more TGS Request 

tool : C:\Users\Alonzo.spire\Downloads\Rubeus.exe 

------------------------------------------------------------------------------------------------ 

enumration   

- tool : PowerView.ps1 



- time : 5/21/2024 6:16:32 AM 

- from 4104 : Script Block logging 

------------------------------------------------------------------------------------------------ 

https://www.ultimatewindowssecurity.com/securitylog/encyclopedia/

](https://www.ultimatewindowssecurity.com/securitylog/encyclopedia 

------------------------------------------------------------------------------------------------ 

 

 

 

 

 

 

 وبحمدك أشهد أن لا إله إلا أنت أستغفرك وأتوب إليك سبحانك اللهم  


