Cyber Threat Intelligence
@From Domain to Phone Numbers and Much More

How Maltego Unveils Hidden Intelligence!

Maltego:

=  Maltego is a powerful OSINT (Open-Source Intelligence) tool designed for
data mining, visualization, and cyber investigations.

= [t helps security professionals uncover hidden relationships between domains,
emails, social media accounts, IP addresses, and even employee contact
details.

Why is Maltego Important?

e Maltego 1s widely used in cyber threat intelligence, OSINT investigations,
digital forensics, and penetration testing.
It allows real-time data correlation from various sources like DNS records, social
media, breached databases, and more.
Security professionals, ethical hackers, and law enforcement agencies use it to
trace cybercriminals, detect phishing campaigns, and analyze digital footprints.

Who Uses Maltego?

Cyber Threat Intelligence Analysts: For tracking cyber threats and adversaries.
Law Enforcement Agencies: To investigate criminal networks.
Ethical Hackers & Red Teamers: For reconnaissance and attack surface mapping.

Fraud Detection Teams: To identify financial fraud and insider threats.




Maltego in Action — Extracting Hidden Intelligence!

Step by Step Guidance:

1- Main Interface of Maltego:
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4+ Uncover Infrastructure, go to Website entity, drag & drop it into graph
section, rename it with target domain.

3- Finding Emails Associate with Domain:

Run Transforms

[utilities] Extract Property To Another Entity Type
[Utilities] Extract Property To Phrase
[Uutilities] Extract Translation to Phrase [DeeplL]

[utilities] Mirror: Email addresses found
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[Utilities] Mirror: External links found

[utilities] To Datetime [within Properties]

[Utilities] To DNS Name [Enumerate hostname numeric...
[utilities] To DNSNames [within Properties]

[utilities] To Domains [DNS]
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# Right click on domain and run above transform.
+ It will provide the publicly available Email addresses associated to that
domain.




4-Finding Registered Domains of Target Domain:

Run Transforms

’

[Utilities] To DNS Hame [Enumerate hostname numeric...
[Utilities] To DNSHames [within Properties)
{utilities] To Domalns [DNS)

(utitities] To Domains [within Properties)
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[Utilities] To t-Mail Addresses [within Properties)
[utilities] To GPS [within Properties]

[utilities] Yo I Address [DNS]

[Utilities] To 1P Addresses [within Properties)

{Utilities] To Language [(Deepl)
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+ Right click on Website entity and run above transform.
# It will extract the actual registered domains.

+ It provides information that www.iub.edu.pk is the subdomain of root
domain (iub.edu.pk).
# It helps in identifying potential entry points for further intelligence gathering.
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http://www.iub.edu.pk/

9-Finding Top Level Domains of Target Domain:

Run Transforms

[Utilities] To DNS Name - SPF (sender policy framework)
[utilities] To DNS Name [Attempt zone transfer]
[utilities] To DNS Name [Find common DNS names]

[utilities] To DNS Name [SecurityTrails]
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[utilities] To DNS Name [Using Name Schema dictionaryl
[Utilities] To DNSNames [within Properties]
[uUtilities] To Domain (Find other TLDs) [WhoisXML]

[Utilities] To Domains [DNS]
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[utilities] To Domains [within Properties]
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4+ Maltego identified several TLDs linked to the primary domain, including
iub.asia, iub.institute, iub.net.cn and many more.

4 These variations could be officially registered by the organization or might
be potential typosquatting or phishing domains created by malicious actors.

+ Such domains are also used in brand impersonation, fraud, and cyber-
espionage campaigns.




6- Finding IP Addresses of Target Domain:

Run Transforms

[Utilities] To DNS Name [Enumerate hostname numeric...
[utilities] To DNSNames [within Properties]
[Utilities] To Domains [DNS]

= . . [utilities] To Domains [within Properties]
cmilaptop@hed.punjab.gov.pk
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[utilities] To E-Mail Addresses [within Properties]
[utilities] To GPS [within Properties]
[Utilities] To IP Address [DNS]

[utilities] To IP Addresses [within Properties]
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[utilities] To Language [Deepl]
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+ It will extract the IP addresses of both root domain (iub.edu.pk) & sub
domain (www.1ub.edu.pk).

hahzad@iub.edu.pk www.iub.edu.pk

www.iub.edu.pk

p@hed.punjab.gov.pk

iub.edu.pk

fo@iub.edu.pk



http://www.iub.edu.pk/

7- Finding IP Blocks used by Target Domain:

Run Transforms

[Uutilities] To Netblock [Using natural boundaries]
[Utilities] To Netblock [Using whois infol
[Utilities] To Page Edits [Wikipedia EN]

[Utilities] To Pages Edited [Wikipedia EN]
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[Utilities] To Phone number [From whois infol
[Utilities] To Phone Numbers [within Properties]

[Utilities] To URLs [within Properties]
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[Utilities] To Website mentioning IP [Bing]

# Click on extracted IP address and run above transform.

+ It extracts IP address blocks associated with the target domain. This reveals
the network infrastructure, showing which IP ranges are assigned to the
organization.

#+ These blocks help in:

» Understanding the target’s network footprint.

= [dentifying potential attack surfaces (e.g., web servers, mail servers).

» Mapping out related domains or subdomains hosted within the same
IP range.

®
m I‘m iub.edu.pk

121.52.159. 110.39.164 N




8- Finding Employees Email Addresses from Root Domain:

[utilities] To Email Addresses [PGP]
[Utilities] To Email addresses [using Search Enginel
[utilities] To Emails @domain [using Search Engine]

[utilities] To Entities From WHOIS [IBEM Watson]
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[utilities] To Files (Interesting) [using Search Engine]
[Utilities] To Files (Office) [using Search Engine]
[utilities] To GPS [within Properties]

[Utilities] To IP Addresses [within Properties]
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[Utilities] To Language [Deepl]

B o BXE + T @

+ After running the above transform, it will extract the Email addresses of
some employees:

@ @ @ @

lo@iub.edu.pk salman.tahir@iub.edu.pk matan@iub.edu.pk salman.qureshi@iub.edu.pk @

@ @ @ @ librarian@iub.edu.pk

upp@iub.edu.pk mepco@iub.edu.pk dost@iub.edu.pk addl.dir.dost@iub. edu.pk

iub.edu.pk




9- Finding Mobile Numbers of Employees:

Run Transforms

[utilities] To Person [Parse separator]

[utilities] To Person [PGP]

[Utilities] To Phone number [using Search Engine]
[Utilities] To Phone Numbers [within Properties]
[Utilities] To URLs [Show Search Engine results]
[utilities] To URLs [within Properties]

[Utilities] To Website [using Search Engine]
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[Utilities] Translate [Deepl]

#+ Select Email address, and run above transform.
+ It will extract the Mobile Numbers of that person.

0301-2165 0333-48921N 0333-53521

(051) 111-8446




10- Finding Servers of Target Domain:

Run Transforms

[utilities] To DNS Name - SPF (sender policy framework)
[Utilities] To DNS Name [Attempt zone transfer]
[utilities] To DNS Name [Find common DNS names]
[Utilities] To DNS Name [SecurityTrails]

[utilities] To DNS Name [Using Name Schema dictionary]
[Utilities] To DNSNames [within Properties]

[Utilities] To Domain (Find other TLDs) [WhoisXML]

+ Right Click and run the above transform.
+ It will extract the web mail server of target domain.

®

iub.edu.pk

mail.iub.edu.pk webmail.iub.edu.pk




11-  Finding the IP address of Webmail Server:
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[Utilities] To IP Address [DNS]

[Utilities] To IP Addresses [within Properties]
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+ After running the above transform, it will extract the IP of these

SCIVCers.
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mail.iub.edu.pk iub.edu.pk webmail.iub.edu.pk




