Account enumeration - %
mitigation cheat sheet

Login Error Message
Discrepancy

Forgot/Reset Password
functionality

Registration Form

Response Time Discrepancy

Response Size Discrepancy

Account Lockout Message

Display a generic message no matter if
the username exists or not: "Username
or password invalid”

Display a generic message no matter if
the username exists or not: “If the
username/email is valid, then we'll send a
password link to your email”

Display a generic message for the most
frequent use cases: “An error occurred
with your registration. Invalid or
already taken username./Invalid password
length./Passwords do not match./Invalid or
already registered email address./Invalid
captcha./You have not agreed to the terms
of service. Correct any errors in registration
and try again.”

Implement a fixed response time or use
a random one.

Deploy a fixed response size no matter
if the username exists or not.

Stop displaying the lockout message.

READ THE FULL GUIDE on Pentest-Tools.com/blog:

6 techniques for account enumeration [video demo included]




