EXPLAINING PENETRATION TESTING

A penetration test, £ These vulnerabilities may exist in OSs, services, and
i application program defects, improper configurations
or pen-test, is an effort to PP prog prop g
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vulnerability scanning

social engineering
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Hack

Armed with intel gathered from social
engineering and vulnerability scanning,
the penetration tester begins bombarding
the web application (or infrastructure or

wireless system) with hacking attempts
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Throughout the penetration test, infformation
Is gathered, and risks are identified.

Get Results
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The results of the penetration test
. are prioritized and compiled in
an executive report. Risks are labelled

]
Re m e d I G te and described, and a proposed
solution is provided.
The report is used by the IT team to
guide the subsequent risk mitigation
process. At this time IT staff members

and developers work to resolve high
and moderate risk findings.
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Remediate

The report is used by the IT team to
guide the subsequent risk mitigation
process. At this time IT staff members
and developers work to resolve high
and moderate risk findings.
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and described, and a proposed
solution is provided.
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Validate

Following the attempt to fix discovered issues
found in an external test, the penetration
tester will validate remediation efforts.

This process will confirm whether or not

the remediation was successful.

For more penetration testing information visit

hackercombat.com
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Hacker Combat Partnership

Social Media Campaigns
ponsored Video

ronsored Article

ponsored Infographic
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bronsored Multimedia Piece
Banner Ads In Our Website

Promotion Via Our Website
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Increase brand awareness and drive
revenue through fele =T g ] oTe ] TYe g3 11 o

Contact us at:
Partners@hackercombat.com
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Follow us

Hackercombat.com



