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METASPLOIT
FRAMEWORK

TEST AND SIMULATE REAL-
WORLD EXPLOITS IN A
SAFE ENVIRONMENT.
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BURP SUITE

INTERCEPT AND ANALYZE
WEB TRAFFIC TO FIND
HIDDEN VULNERABILITIES.

BURPSUITE
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NMAP

SCAN NETWORKS TO
DISCOVER OPEN PORTS AND
RUNNING SERVICES.




OWASP ZAP

FREE AND BEGINNER-
FRIENDLY TOOL FOR
AUTOMATED WEB
SCANNING.

OWASP ZAP
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GOBUSTER

UNCOVER HIDDEN
DIRECTORIES AND SECRET
ADMIN PANELS.
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NIKTO

Linked I}

NIKTO

QUICKLY CHECKS
WEBSITES FOR OUTDATED
SOFTWARE AND RISKY
CONFIGURATIONS.
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AUTOMATES FINDING AND
] EXPLOITING SQL INJECTION
FLAWS.
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