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1. Email Header

Analysis

Tools to analyze email headers and artifacts
for phishing indicators.

B Microsoft | Azure Gaijin,at

Azure Header Gaijin Email Google
Analyzer Header Analyzer MessageHeader

https://mha.azurewebsi https://www.gaijin.at/en https://toolbox.googlea
tes.net/ [tools/email-header- pps.com/apps/message
analyzer header/

Analyze my mail header

MailHeader MXToolbox

https://mailheader. https://mxtoolbox.com/
org/ EmailHeaders.aspx
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2. URLand IP

Reputation Analysis

Tools to check the reputation of URLs, IPs, and domains,
Including visualization and sandboxing.

&) AbuselPDB © BrightCloud Jp cHeckehist

by opentext-

AbuselPdb BrightCloud CheckPhish
URL/IP Lookup

https://www.abuseipdb. https://www.brightclou https://checkphish.ai/
com/ d.com/tools/url-ip-
lookup.php

CyberGordon IBM X-Force IPinfo
Exchange

https://cybergordon.co https://exchange.xforce https://ipinfo.io/
m/ .ibmcloud.com/
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SUCURi (7§ SPAMHAUS

SiteCheck by Spamhaus
Sucuri Lookup

https://sitecheck.sucuri https://www.spamhaus.
.net/ org/lookup/

urlscan.

Talos TrustedSource URLScan
Intelligence

https://talosintelligenc https://www.trustedsou https://urlscan.io/
e.com/ rce.org/

O Wencnect

VirusTotal WebCheck

https://www.virustotal. https://web-check.xyz/
com/

Get Your Free Cyber Career Book

STATIONYC



3. File and

Malware Analysis

Tools for analyzing email attachments and
potential malware in sandboxes.

https://any.run/

Cuckoo Sandbox Filescan

https://cuckoo.cert.ee/ https://wva.filescan

.iof
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O iasia, JO)ESandbox

Hybrid Analysis JoeSandbox

https://www.hybrid- https://www.joesandbox.
analysis.com/ com

Recorded Future’
Triage™ ¥

https://tria.ge/ https://www.vmray.
dashboard com
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4. Domain and

WHOIS Lookup

Tools to investigate domain records and
IP relationships.

Central Ops .net - DNSlytics
CentralOps DNSlytics

Reverse IP

https://centralops.net/c https://dnslytics.com/r https://www.domaintoo
o/ everse-ip ls.com

SecurityTrails
Recorded Future

SecurityTrails

https://securitytrails. https://www.whois.com/
com
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5. Automated

Phishing Analysis

Tools for automated collection and analysis of
phishing artifacts.

CyberChef & Phishool

CyberChef PhishTool

https://gchg.github.io/C https://www.phishtool.
yberChef/ com
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6. Phishing Intelligence

and Miscellaneous

Databases, blocklists, and tools for phishing
detection and simulation.

<> browserling eMClient &> ExpandURL

Browserling eM Client ExpandURL

https://www.browserlin https://www.emclient.c https://www.expandurl.

g.com/ net/

@ LAMBDATEST

HavelBeenPwned HavelBeen LambdaTest
Squatted

https://haveibeenpwne https://haveibeensquat https://www.lambdates
d.com ted.com/ t.com
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PhishingArmy
Blocklist

https://phishing.army/

P threatcop

ThreatCop

https://www.threatcop.
com

phishunt.io

PhishHunt

https://phishunt.io/

® Thunderbird

Thunderbird

https://www.threatcop.

com
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PhishTank

https://phishtank.org/

OpenPhish

OpenPhish

https://openphish.com/
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7. Tutorials and

Resources

Guides and references for phishing email analysis.

CISA: Social Engineering Red Flags

https://www.cisa.gov/sites/default/files/2024-09/Secure-
Our-World-Phishing-Tip-Sheet.pdf

CISA: What to Do with Suspicious Emails

https://www.cisa.gov/secure-our-world/recognize-and-
report-phishing_

https://motasemhamdan.medium.com/practical-phishing-
email-analysis-phishtool-tryhackme-f74418101d08

SANS: Email Header Analysis PDF

) 2
) 2
) M| PhishTool: How to Analyze a Phishing Email
>

https://www.sans.org/reading-
room/whitepapers/email/email-header-analysis-35662

> YouTube: Email Header Analysis Tutorial

https://www.youtube.com/watch?v=nK5QpGSBR8¢c
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