SOC Analyst – Bumble 

You are the first to respond to security incidents, typically occurring in three stages: threat detection, threat investigation, and timely response. You should also ensure that the correct training is in place for staff, and that staff can implement procedures and policies. You will work together with internal IT staff and business administrators to communicate information about security limitations and also produce documentation where necessary.


ROLE & RESPONSIBILITIES
· Primarily responsible for security event monitoring, management and response
· Contribute to continuous improvement of response automation
· Ensure incident identification, assessment, quantification, reporting, communication, mitigation and monitoring
· Operate with compliance to SLA, process adherence and process improvisation to achieve operational objectives
· Contribute to establishing, developing, and revising processes to build and strengthen the SOC Management, administration & maintenance of security devices under the responsibility of the SOC
· Contribute to threat management, threat modelling, identify threat vectors and develop use cases for security monitoring
· Contribute to integration of standard and non-standard logs in the SIEM
· Contribute to integration of standard and non-standard tool APIs in SOAR
· Creation of reports, dashboards, metrics for security events and presentation to SOC management, colleagues, and stakeholders
· Co-ordination with stakeholders, build and maintain positive working relationships with them
· Participation in 24/7 on-call rota


REQUIRED SKILLS
· Proficient in security incident management and response
· Experience in security device output and event and alert consumption
· Experience in threat identification and responseIn-depth security knowledge of various operating system flavors including but not limited to Linux, MacOS, Windows
· Knowledge of applications, databases, middleware to address security threats
· In-depth knowledge of the TCP/IP protocol stack and OSI model
· Familiar with common threats including but not limited to malware, phishing, ransomware, ddos, web and mobile application security risks
· Excellent communication and team working skills
· Ability to multi-task and handle high pressure situations with key stakeholders
· Good analytical skills, problem solving and interpersonal skills

