Security Incidents
Denial-of-service (DoS)
DOS attacks work by flooding systems, servers, and/or networks with traffic to overload resources and bandwidth. This result is rendering the system unable to process and fulfil legitimate requests. In addition to denial-of-service (DoS) attacks, there are also distributed denial-of-service (DDoS) attacks.  DDoS attack is launched from several infected host machines with the goal of achieving service denial and taking a system offline, thus paving the way for another attack to enter the network/environment.
An organisation can typically deal with DoS attack that crashes a server by simply rebooting the system. In addition, reconfiguring firewalls, routers and servers can block any bogus traffic. Keep routers and firewalls updated with the latest security patches.

Malware
A broad types of attacks, which includes Spyware, Viruses, Warms, Trojans and Ransomware.
Malware is installed when an employee clicks on an ad, visits an infected website or installs freeware.  Malware and malicious files inside a computer system can deny access to the critical components of the network and the data from the hard drives.
· Viruses—these infect applications attaching themselves to the initialization sequence. The virus replicates itself, infecting other code in the computer system. Viruses can also attach themselves to executable code or associate themselves with a file by creating a virus file with the same name but with an .exe extension, thus creating a decoy which carries the virus. 
· Trojans—a program hiding inside a useful program with malicious purposes. Unlike viruses, a trojan doesn’t replicate itself and it is commonly used to establish a backdoor to be exploited by attackers. 
· Worms—unlike viruses, they don’t attack the host, being self-contained programs that propagate across networks and computers. Worms are often installed through email attachments, sending a copy of themselves to every contact in the infected computer email list. They are commonly used to overload an email server and achieve a denial-of-service attack. 
· Ransomware—a type of malware that denies access to the victim data, threatening to publish or delete it unless a ransom is paid.  Encrypting the victim’s data so that it is impossible to decrypt without the decryption key. 
· Spyware—a type of program installed to collect information about users, their systems or browsing habits, sending the data to a remote user. The attacker can then use the information for blackmailing purposes or download and install other malicious programs from the web.
An organisation can typically deal with Malware by Installing an antivirus tools, which can detect and remove malware. These tools can either provide real-time protection or detect and remove malware by executing routine system scans.
Phishing
Phishing attacks are extremely common and involve sending mass amounts of links or emails to users.  The message often has the appearance of being legit but divert the user to malicious file, script or location designed to grant attackers access to your device to control it or gather recon, install malicious scripts/files, or to extract data such as user information, financial info, and more.
There are several different types of phishing attacks, including:
· Spear Phishing- targeted attacks directed at specific companies and/or individuals.
· Whaling - attacks targeting senior executives and stakeholders within an organization.
· Pharming - leverages DNS cache poisoning to capture user credentials through a fake login landing page.
· Vishing- when a cybercriminal calls a phone number and creates a heightened sense of 
urgency that makes a person take an action against their best interests.
· Smishing - sending texts that request a person take an action. These are the next evolution of vishing. Often, the text will include a link that, when clicked, installs malware on the user’s device.

An organisation can typically deal with phishing, the first line of defence is ensuring that employees have the training necessary to protect the information and use email filters, limit access to sites, avoid use of short links and install security patches.

Data Loss/Prevention
[bookmark: _GoBack]There are three types of data loss prevention software: Network, endpoint, and cloud. All three deliver the same results (data protection), but the methods used vary from one type to the next.
An organisation can typically deal with data loss by using the following methods: Use good quality encryption, both on stored data and connection, Educate employees about phishing, Use two-factor authentication, Have a decent password policy, Set correct user permissions, Keep backups and use the right cloud provider.


Unusual Device Behaviour – MitM (man-in-the-middle)
An organisation can typically deal with

Cybersecurity Incident
Security incidents indicate the failure of security measures or the breach of organizations’ systems or data. This includes any event that threatens the integrity, availability, or confidentiality of information. Causes of security incidents include perimeter breaches, cyber-attacks, and insider threats.
Incidents usually require an IT administrator to take action. 
Incident response (IR) is an organized process by which organizations defend themselves against security incidents.

Security incidents differ from security events and pose a higher risk to an organization. 
Security events indicate that a system might be compromised but could also result from other issues, such as an invalid login attempt. 
Events are relatively easy to resolve and usually represent isolated risks. 
Organizations may log thousands or millions of security events in a day, which they handle with automated tools. A single event is unlikely to result in an information breach that can severely impact the organization. 
For example, a spam email is a security event, but if an employee clicks on a link in the email, it could be considered an incident because it may expose the system to malware or a phishing attack.
