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Creating Visualizations and Interactive Dashboards

Understanding Chart Types and Visualizations

Visualizations are key to turning raw data into actionable insights. They help
security analysts spot patterns and anomalies that might be missed in plain tables.
Splunk makes this easy with built-in charts and the ability to add custom
visualizations.

1. Built-in Splunk Visualizations
Splunk offers several ready-to-use charts like:
e Line Chart
e Area Chart
e Bar Chart
e Pie Chart
e Single Value
e Maps
These charts expect structured data: usually a grouping field (e.g., http_user_agent)
and a statistical measure (e.g., count).

2. Extending Splunk Visualizations
Want more options? Splunkbase Apps let you add advanced charts like:
e Timeline
e Punchcard
e Sankey
e Parallel Coordinates
This flexibility ensures you can tailor visualizations for any security use case.
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3. Preparing Data for Visualizations

The foundation of any chart is a search that outputs structured data. Example SPL:
index=botsv2 sourcetype=stream:http* | stats count by http_user_agent

This creates a Statistics table listing each http_user_agent and its event count.

£+08/ 10/ 20171 0000 D0

< TEL B4 events (BI0T 12:00:00.000 AM 1o ST 12200:00.000 AM No Event Sempling v
Events (113,844 Pamems Statistics (404 Visualization

#Foemat = ) Proview: On

hiEp._LSOr_SganE *

4. Detailed Visualizations and Formatting

Pie charts show the proportion of each category in your dataset.
Steps:
e Go to Visualization tab — Select Pie Chart.

TLLEA ovontn

P Chat

e Instantly see your data as a proportional chart.
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irdexsbotsv? powrcetype="sireamihtip” ea
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& T34 events (befons BAAT 1200000000 AN No Event Sampling v
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Formatting Tip:

Use Minimum Size to group small slices into “Other” for clarity.
e Default: 1% — Groups tiny segments.

e Adjusted: 0.1% — Shows more detail for top contributors.

Lndexatswl SoUrcetype="streamihitp” ear
| stats count httpuser_agent

+ H3,B44 events ([B30T7 12:0000.000 AM to ST 12:00:00.000 AM) o Evin] Sampling =

Events [113.244) Paitems Statistics (400 Visualization

Chart @ Mg Char = & Faumiat = Teollis =

LEst=RE/INSI0TT:-00:00: 00 1atest=09 91/ 101 T:00: 20 09

Trellis splits one chart into multiple panels for easy comparison.

Steps:
e Enable Trellis Layout.

e Choose Split By field (e.g., http_user_agent).

e Adjust panel size.

1. i P 011
TIRLBAE evends [Dedone BAT 12 i e i
Eveeriy Parse Stabedics (4 Visuskraiion
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e Single Value Panels: Show raw counts per user agent.
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e Timecharts: Use | timechart count by http_user_agent to compare trends.
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Maps visualize events by location (e.g., IP addresses).

| iplocation dest_ip
| stats count by Country
| rename Country as featureld

| geom geo_countries allFeatures=True featureField=featureld

Select Choropleth Map to shade countries based on event count.

93,352 events (ool
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Constructing a Static Dashboard (Fixed Content)

A well-designed dashboard gives security teams a quick, actionable view of firewall
traffic. Here's how to create a static, multi-panel dashboard in Splunk to monitor
connections by IP, port, and network interface.

Step 1: Initialize the Dashboard with Core Traffic Panels
Start by identifying the top destination IPs.

index=botsv2 sourcetype=pan:traffic | stats count by dest_ip | sort -count

1. Run the search in Splunk.

93,352 gvons 23017 12 A 1o ST 12 AN Pder Evaent Sem = o & ¥ Sman Mode s
" ‘ o 1
2. Click Save As — New Dashboard.
New Search : I"'Q
W " ._ . v i -
Saatiatics (407 Wl } -{
& B 8L 1
3. Set:

e Dashboard Title: Firewall

e Permissions: Shared in App

e Dashboard Type: Classic Dashboards
4. Click Save to Dashboard.
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Save Panel to New Dashboard

Dashboard Title

firewall # Edit ID

Description Optional y
Permissions | 2 Shared in App -
Dashboard type ®

Classic Dashboards Dashboard Studio

The traditional Splunk dashboard A new builder to create visually-

builder rich, customizable dashboards
Panel Title Optional

Cancel

5. View Dashboard

Your Dashboard Panel Has Been Created

L

&

Save to Dashboard

The panel has been created and added to firewall. You may now view the

e

dashboard.

Firewall
a5
BT T
LE LR
FEp———

0.1

LS B B

View Dashboard

count &
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Step 2: Refine Panel Titles and Theme
Make the dashboard visually consistent:
e Click Edit on the dashboard.

Firewall ,A

e Update panel title to Connections by Destination IP.
e (Optional) Enable Dark Theme for a security-focused look.
¢ (Click Save, then Refresh.

Edit Dashboard u ¢ + il P + A = |‘ Dark The ]

g

Firewa

e Then click Refresh.

Page refresh required

You have changed the dashboard theme. To see this change, you must refresh the
page. Would you like to refresh the page now?

/'




Creating Visualizations and Interactive Dashboards

Firewall

Step 3: Add a Time-Based Traffic Trend
To track traffic over time, add a timechart panel for destination ports.

index=botsv2 sourcetype=pan:traffic | timechart count by dest_port

‘ L 1
e Switch to Visualization tab — Line Chart.
A \ A i '’
\NAAAAAAAN S AN AAAAAANA A
AJ \J |\|I \/ '\ \J \ ".‘n' 'L'J- Il_,l.lll A . A .'- W ||I|' II_.' ALY, \ THRLT I \ \ A

R S S NS S NS S S S - S — T S S S NS S N S S —
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e Save to Existing Dashboard (Firewall).

MNew Search I} '[
[
.'| f ! i i II' M I-' A ! i i \I A
|"\- ||'II II| llll'll' ll.ll |"'I ||l|', ||III' 'Iﬁll / Iu .II Ill |'| M 'I ll' / I' I\ |"'I |IIII ||III'I|I lll'lﬁll 'll I. I|IIIl |
AT 1L O Y | il A ALY ALWAY) \f IR T |
Al \ ||'|I I\|l WMWY \/ \ \Y, ! |”|l 'l.'.' ! \/ \ f
A A A A IS v '._.-“-.”. i A A A A LT
AADAMMANE SevwwesseswAAA WAL LWAANADE Seewwwesw s e = A/A")
Save Panel to Existing Dashboard X
Select an Existing Dashboard
Firewall v
Owner: admin & Shared in App
Panel Title Optional
Visualization Type s Line Chart E Statistics Table

> Advanced Panel Settings

Ca nl/‘ Save to Dashboard

e Click Edit.
e Set panel title: Timechart by Destination Port.
e Save Dashboard.

1"
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Step 4: Add Network Interface Analysis
Add a panel to show traffic by interface pairs.

index=botsv2 sourcetype=pan:traffic | stats count by src_interface dest_interface |
sort -count

Save as Existing Dashboard (Firewall).
Click Edit.

Panel title: Count by Interface Pair.
Save Dashboard.

12
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Implementing a Shared Global Time Range Picker

Static dashboards are useful, but interactive dashboards make analysis faster and
more flexible. Adding a Shared Time Range Picker lets users adjust the time frame
for all panels at once perfect for security investigations.

Step 1: Link Panels to the Shared Time Picker
Your panels currently use fixed time ranges or their own time pickers. To make

them dynamic:
1. Click Edit on a panel (e.g., Connections by Source IP).

Firewall

Connections by Destination IP Connections by Source P

dest_ip = count = src_ip = count =
10.8.1.168 22336 18.8.2.101 37582
£.8.8.8 13274 10.8.1.100 13860

52.48.18.21 12926 18.8.1.208 12848

2. Remove any hardcoded time from the SPL query (e.g., earliest=... latest=...).
e Example clean SPL:
index=botsv2 sourcetype="pan:traffic" | stats count by dest_ip | sort -count

3. Click Apply.

Edit Dashboard Ul | Source +AddPanel  +Add Input ~ @ Dok Theme

Firewall

Mo description

Connections by Destination IP Connections by Source IP

No title ChatEll » # ~+ ! Chatf » =

dest_ip < / count s 7 # count =

Te.@8.1.188 22336 8.2, 37582
8.8.8.8 13274
52.48.18.21 12926
16.8.1.128 6442
172.217.11.238 1594

63.251.28.161 1158

13
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Edit Search

Tithe:

Soarch String

Time Range

Ao Refresh Delay

Refresh Indicator

4. Repeat for all panels you want controlled by the shared picker.

e Panels showing “No results” after removing hardcoded time.

Firewall

Step 2: Add the Shared Time Picker
1. In Edit Dashboard mode, click + Add Input.

Edit Dashboard Ul | Source +Add Panel 4+ Add Input * @ Dark Theme

ST=EL

k.

Connections by Destination IP ## Connections by Source IP

No title Q Chatfl> #~ : No title

14
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2. Select Time from the dropdown.

Edit Dashboard Ul Source + Add Panel -+ Add Input = @ Dark Theme
T Text
Firewall ® Radio
* Dropdown
B Checkbox
* Multiselect

2 1 =
Connections by Destination IP s W Source IP

@ Time
Q Submit

Ne title Q chatf@~- - No title

3. Pencil icon for editing input.

Autorun dashboard

3. Configure:
Label: Time
Search on Change: Checked
Token: time_tok

T Text General

@® Radio Label Time

v Dropdown

Search on Change (V]

B Checkbox
Token Options

v Multiselect
Token time_tok
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e Configure the default Data & Time Range.

& Link List

Default Last 24 hours
® Time

Cancel

Presets
Relative
Real-time
Date Range

Date & Time Range

Between~ 8312017 00:00:00.000 and |91/2017 00:00:00.000
HH:MM:SS5.555 HH:MM:55.555

Click Apply.
T Text General

@ Radio Label Time

v Dropdown —
B Search on Change ||

heck
BrEEd Token Options

» Multiselect
Token time_tok

¢ Link List

Default Aug 31, 2017
® Time

Cancel
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Step 3: Connect Panels to the Token
1. Edit each panel’'s Time Range setting.
2. Select Shared Time Picker (time_tok).

3. Click Apply.

Edit Search

Title

Search String

“pan:traffic"

Time Range Shared Time Picker (time_tok) =

Auto Refresh Delay

Refresh Indicator Progress bar =

4. Then Save Dashboard.

Edit Dashboard ul | Source + Add Panel

Firewall

Time

Aug 31, 2017

Connections by Destination IP

Mo tithe

Search is walting for input...

No aunto refresh =

+ Add Input + . Dark Thme

Connections by Source IP

No title

e Dashboard with shared time filter applied:

17
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Firewall

18



Creating Visualizations and Interactive Dashboards

Creating Dynamic Forms with Token Management

Static dashboards are great for monitoring, but dynamic dashboards give analysts
the power to filter data on the fly. By using tokens, you can inject user input (like IP
addresses) directly into SPL queries making dashboards interactive and highly
customizable.

Understanding Splunk Tokens
e What are tokens?
o Tokens are variables that store user input from dashboard elements (like
text boxes or time pickers).
e How to use them in SPL?
o Syntax: $token_name$
o Example: $src_ip_tok$
¢ Prefix & Suffix:
o Add these to build complete clauses:
= Prefix: src_ip="
= Suffix: "
e Soifthe user enters 10.0.1.100, the SPL becomes:
e src_ip="10.0.1.100"

Step 1: Add Input Fields
1.In Edit Dashboard mode, click + Add Input.

Edit Dashboard Ul Source + Add Panel  + Add Input = @ Dark Theme Save as... -

Firewall

Autorun dashboard

Connections by Destination IP Connections by Source IP

No title H No title ChatfH~ #~ :

dest_ip = F / sre_ip = / count s

18.08.1.108 18.08.2.1@1 18791

19
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e Select Text for single-line input.

Edit Dashboard Ul | Source + Add Panel  + Add Input = @ Dark Theme Save as... -

T Text
Firewall ® Radio
No * Dropdown
B Checkbox Autorun dashboard
* Multiselect
& Link List
O Time

Q Submit

Connections by Destination IP Connections by Source IP

No title Q Chatf@~ /-~ : No title Chatfl> /-

dest_ip = count = src_ip = / count =
19.8.1.100 11168 10.8.2.101 18791
LR N 18.8.1.188 6938

52.40.10.21 G463 18.8.1.280

Step 2: Configure Source IP Field
e Pencil icon for editing input.

Firewall

Mo description

£ X Autorun dashboard

fieldl

e Source IP configuration:
o Label: Source IP
o Token: src_ip_tok
Prefix: src_ip="
Suffix: "
Search on Change: Checked
Click Apply.

o

O O O

20
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T Text

® Radio

» Dropdown

Checkbox

* Multiselect

¢ Link List

® Time

General

Label Source IP

Search on Change | [

Token Options

Token src_ip_tok

Default

Initial Value

Token Prefix

Token Suffix

Step 3: Configure Destination IP Field
Repeat the same steps:

Label: Destination IP
Token: dest_ip_tok
Prefix: dest_ip="
Suffix: "
Click Apply.
g
T Text
@ Radio
* Dropdown
Checkbox
* Multiselect
& Link List

@ Time

Autorun dashboard

Destination IP

Search on Change ||
Token Options

Token dest_ip_tok

Default

Initial Value

Token Prefix dest_ip="

Token Suffix

21
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Step 4: Update Panel Searches

Insert tokens into SPL:

e Original:

index=botsv2 sourcetype="pan:traffic" | stats count by src_ip | sort -count

e Updated:

index=botsv2 sourcetype="pan:traffic" $src_ip_tok$ $dest_ip_tok$ | stats count by
src_ip | sort -count

e Edit Search with tokens added and Apply changes.

b4
Connections by Destination IP #+ Connections by Source IP

Mo title Q Chartfl]» »~~ : No title

dest_ip = F count = src_ip = F count =
18.8.1.188 11168 19.8.2.181 1879

B.8.8.8 6637 186.8.1.188 6938

Edit Search

Title

Search String

Time Range Shared Time Picker (time_tok) =
Auto Refresh Delay Mo auto refresh =

Refresh Indicator Progress bar »

e Do the same with the other panels.
e Save the dashboard.

Dynamic Filtering in Action
When a user enters:

e Source IP: 10.0.1.100

e Destination IP: 8.8.8.8

22
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The SPL becomes:
index=botsv2 sourcetype="pan:traffic" src_ip="10.0.1.100" dest_ip="8.8.8.8"
| timechart count by dest_port

Firewall

Rug T, 2007

23
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Improving Performance with Base Searches (Statistical Data)
Large dashboards often suffer from slow load times because multiple panels run
similar searches independently. Base Searches solve this by running one main
search and letting all panels reuse its results—making dashboards faster and more
efficient.

The Problem

If two panels run:

index=botsv2 sourcetype=pan:traffic | stats count by src_ip

index=botsv2 sourcetype=pan:traffic | stats count by dest_ip

Splunk executes the same initial query twice, pulling similar data from indexers.
This redundancy slows dashboards and wastes resources.

Connections by Destination IP
index=botsv? sourcetype="pan:traffic” $src_ip tok$ Sdest_ip tok$
by dest_ip

$time tok.earliest$
$time tok.latest$

index=botsv? sourcetype="pan:traffic® $src_ip tok$ Sdest_ip tok
| stats count by src_ip
| sort -count

The Solution: Base Search
A Base Search:
e Runs once at the dashboard level.
e Fetches all required fields for all panels.
e Panels then apply lightweight post-processing (e.g., stats, sort).

Benefits:
e Faster load times
e Lower resource usage
e Better scalability

24
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Step 1: Define the Base Search

In Simple XML, add:
<search id="base">

<query>index=botsv2 sourcetype="pan:traffic" $src_ip_tok$ $dest_ip_tok$ | stats
count by src_ip, dest_ip, src_port, dest_port, src_interface, dest_interface</query>

<earliest>%$time_tok.earliest$</earliest>

<latest>$time_tok.latest$</latest>

</search>

» Navigate to Dashboards — Edit Source.
¢ Clone dashboard (Firewall v2).

Search Analytics

Dashboards

> Search & Reporting

Dashboards

Create New Dashboard

Dashboards include searches, visualizations, and input controls that capture and present available data.

Latest Resources
r Examples for Dashbeoard Studio

Browse examples of dashboards &
visualizations, Visit Example Hub [2

15 Dashboards

i * Tide =
Edit panels
» ¥ Logs )
Edit source
2 s Looki o ) .
Edit title or description
> e Looki . T
Edit permissions
> w  New
> % Oven getas home dashboard

> % Owenfclone |

» vr  Statw Delete

e
I

» % Integrity Check of ...

Firewall

admin

nobody

I:I Show only favorites

[ Intro to Dashboard Studio

Learn how to build dashboards with
Dashboard Studio. Learn More [2

All

ter

(1) Intro to Classic Dashboards

Learn how to build traditional Simple
¥ML dashboards. Learn More [2

Yours This App's

Q
App = Sharing = Type =
lookup_editor Global Classic
lookup_editor Global Classic
lookup_editor Global Classic
lookup_editor Global Classic
lookup_editor Global Classic
lookup_editor Global Classic
lookup_editor Global Classic
search App Classic
search App Dashboard Studio

25



Creating Visualizations and Interactive Dashboards

Clone X

Title Firewall v2

ID? firewall_v2
C the ¢ C
New Description aptional
i
Permissions Private Clone

Cancel

e Edit dashboard in source mode.

Firewall v2
Time Source IP Destination IP

Aug 31, 2017

Edit Dashboard Ul Source + Add Panel  + Add Input = @ Dark Theme Save as... -

Firewall v2

F . P Autorun dashboard
Source IP Destination IP

e Base search added at top.

Step 2: Update Panels to Use Base Search

e Replace full searches with (For Connections by Destination IP:):
<search base="base">

<query>| stats sum(count) by dest_ip | sort -sum(count)</query>
</search>

26
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Connections by Destination IP

| stats sum{count) by dest_ip | sort -count

e For Connections by Source IP:

Connections by Source IP

| stats sum{count) by src_ip | sort -count

e Dashboard showing optimized panels.

Firewall v2

Time Source IP Destination IP

Aug 31, 2017 . .

Connections by Destination IP Connections by Source IP
o p* sum(count) = sre_ip =

19.8.1.100 1218 .8.1.108

10.0.2.103 15 3.8.1.181

10.8.2.108 17

10.6.2.250

184.131.53.252

129.6.15.29

138.91.159.15¢

172.217.11.238

.43.172.38

8.58.118.84

-60.22.248

99.7.91.13

27
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Base Searches for Time-Based Visualizations (Timecharts)
Base Searches are one of the most effective ways to optimize Splunk dashboards.
Beyond reducing redundancy, they can pre-aggregate data, making dashboards
faster and more scalable.

1. Why Base Searches Matter

Instead of running full searches in every panel, a Base Search runs once, and all
panels reuse its results. This eliminates repeated index lookups and heavy
computations.

2. Added Technical Insight: Pre-Aggregation Strategy
A smart optimization is to pre-aggregate data in the Base Search.

<search id="base">

<query>
index=botsv2 sourcetype="pan:traffic" $src_ip_tok$ $dest_ip_tok$
| bin span=30m _time
| stats count by _time, src_ip, dest_ip, src_port, dest_port, src_interface,
dest_interface
</query>
</search>

e Adds binning (bin span=30m _time) for time-based grouping.
e (Calculates a count field usable by all panels.
e Panels now use sum(count) instead of recalculating stats.

3. Lightweight Dependent Searches

Panels only perform simple post-processing:

<search base="base">

<query>| chart sum(count) by _time, dest_port</query>

le>Timechart by Destination Port

v>| chart sum{count) by _time, dest port

28
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4. Performance Impact

Each panel ran a full search pipeline.
Timecharts were slow due to repeated binning.

e One job retrieves and structures all data.
Panels only summarize counts.
e Dashboard becomes significantly faster and more responsive.

29
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Configuring Basic Drilldown Functionality

Drilldowns make dashboards interactive, allowing analysts to click on a data point
and instantly investigate further. For security teams, this means faster threat
analysis and deeper insights without leaving the dashboard.

What Are Drilldowns?
Drilldowns trigger an action when you click on a visualization element (e.g., a table
row, chart bar, or single value). Common actions include:

¢ No action (default)

e Link to search - open a new search with the clicked value

e Link to dashboard - navigate to another dashboard

e Link to report - run a predefined report

e Link to custom URL - open external tools (e.g., VirusTotal)

e Manage tokens - update filters within the same dashboard

Step 1: Access the Drilldown Editor

1. Open your dashboard (e.g., Firewall v2).

2. Hover over the visualization (e.g., Connections by Source IP).
3. Click More actions (three dots or gear icon).

4. Select Edit Drilldown.

Firewall v2

Fa - i Autorun dashboard
Source IP Destination IP

b4
Connections by Destination IP ## Connections by Source IP

No title Q chetElr # - & No title

Edit Drilldown =

dest_ip = Sum{co
18.08.1.100 L1108
18.98.2.103 15 18.8.1.101
18.98.2.108 18.08.1.200
19.0.2.250 Ll 18.0.1.220
184.131.53.252 5 18.8.1.222
129.6.15.29 F 19.9.2.182

138.91.159.158 5 18.8.2.103

172.217.11.238 1€ 19.8.2.185

30
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Step 2: Choose the Action
e In the Drilldown Editor, set On Click to Link to search.
e Click Apply.

Drilldown Editor

On Click Link to search

Step 3: Configure the Search
Two options:

Automatically builds a search using the clicked value.
e Example: Clicking 10.0.1.200 generates:
index=botsv2 sourcetype="pan:traffic" src_ip="10.0.1.200"

Connections by Destination IP Connections by Source IP
dest_ip = sumicount) = src_ip =

10.8.1.100

10.8.1.191

10.8.1.200

10.8.1.220

10.8.1.222

10.8.2.182

10.8.2.103

18.08.2.185

10.8.2.197

18.0.2.188

19.0.2.189

18.8.2.118

sum{count) =

6851

31
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1168 events 117 12 AM 1 11712

For more control:
e Search string:

& src_pont = dest_pornt s src_imarface = &

index=botsv2 sourcetype="pan:traffic" src_ip="$click.value$"
e Time Range: Shared Time Picker (time_tok).

e Click Apply.

Drilldown Editor

On Click

Search String

Time Range

Link to search

Auto Custom

You can include predefined drilldown tokens in a
custom search.

index=botsv2 sourcetype="pan:traffic" src_ip
="$click.value$”

Shared Time Picker (time_tok)

/] Open in new tab

face S
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Connections by Destination IP Caonnections by Source IP

dest_ip = sumicount) = sre_lp = sum{count) =
18.8.1.180
18.8.1.181
108.8.1.200
10.98.1.220
18.8.1.222
18.8.2.182
18.98.2.183

19.8.2.185

6.930 events 117 15 AM 16 907 12:00:00.000 AM, Na Event Sampling = lob * " A ! By M -
Events (6,930) Patterm
: |
L i |
1
i Tire Event
- » 1
) 10:59:29.000 PM 15:59:27,10.0.1.100,8.8.8.8,71.39.18.125,58.8.8.8, Inside
2 Ether
0. 90

> BENT Aug 31 15:58:56

10:58:56.000 P 5:58:55,10.0.1.160,8

variog/remote/growlen 2017-08-31.log

Step 4: External Drilldown (Threat Intelligence Integration)
To link to VirusTotal:

e Set On Click to Link to custom URL.

e URL:
https://www.virustotal.com/gui/ip-address/$click.value$

e Enable Open in new tab.

e Click Apply.
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Drilldown Editor

On Click Link to custom URL

Use a relative URL or absolute URL, for example,
lapp/search/datasets, or hitpsJ/www.splunk.com

/| Open in new tab

e Go to VirusTotal page “virustotal.com” - SEARCH - search for “10.0.1.100" -
click Search

> ] VIRUSTOTAL

Analyse suspicious files, domains, IPs and URLs to detect malware and other

breaches, automatically share them with the security community.

SEARCH

O\

Search for a hash, domain, IP address, URL or gain additional context
and threat landscape visibility with OUR THREAT INT M
ERING,

10.0.1.100
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e Copy the URL.

¢ o9 .El|1[I|’)5-’.'.u".-.-|.'n-.-ViruS[UTa|.C0|'n,."gul',."i|>-ad::I-ESS_-'ICI.O.].'.lj{ll.\ 0 oo e &3

v ] 3 ads-1 3 niches 3 Imported From C.,

oo

E Q. 10.0.1.100

' Reanalyze More

10.0.1.100
5 days ago

private

DETAILS RELATIONS COMMUNITY

Join our Community and enjoy additional community insig f to automate checks.

Security vendors' analysis (0 Do you want to automate checks?

Abusix Clean Acronis Clean

ADMINUSLabs ) Clean AlLabs (MONITORAPP) Clean

e Past the URL and change the ip adress with $click.value$:
https://www.virustotal.com/gui/ip-address/$click.value$

e Enable Open in new tab.

e Click Apply.

Drilldown Editor

On Click Link to custom URL

URL https:/fwwwwirustotal.com/guifip-addressf$click.value$

, for example,

h/datasets, or hitpsJ/f/www splunk.com

(/] Open in new tab
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e Test:

Firewall v2

Time

Aug 31, 2017

Source IP Dastination IP

. .

Connections by Source IP

Connections by Destination IP

e src_lp

ﬂ https://www.virustotal.com/guifip-address/10.0.1.100

10.0.1.100

' Reanalyze  More

10.0.1.100 -
5 days ago

private

DETAILS RELATIONS COMMUMNITY

Join our Community and o automate checks,

Security vendors' analysis Do you want to automate checks?

Abusix Acronis Clean

AlLabs (MONITORAPP) Clean

ADMINUSLabs
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Implementing Logic in Drilldowns

Conditional drilldowns make dashboards smarter by changing the action based on
the data clicked. For security analysts, this means automatically directing
investigations to the right resource internal documentation for private IPs or threat
intelligence for public IPs.

Why Conditional Drilldowns?
Instead of a one-size-fits-all drilldown, you can:
e Open RFC 1918 for private IPs.
e Open VirusTotal for public IPs. This saves time and ensures context-aware
navigation.

Step 1: Enrich Data with IP Classification
The base search adds classification fields:
<search id="base">
<query>
index=botsv2 sourcetype="pan:traffic" $src_ip_tok$ $dest_ip_tok$
| eval src_class = if(src_class="unknown", "public", src_class)
| eval dest_class = if(dest_class="unknown", "public", dest_class)
| bin span=30m _time
| stats count by _time, src_ip, dest_ip, src_port, dest_port, src_interface,
dest_interface, src_class, dest_class
</query>
</search>

Firewall v2

cetype=pan: traffic $src_lp_tok$ Sdest ip tok$ | eval src_class = 1f(src_class="unknown™, “public®, src_class) | eval

="unknown™, “public”, dest class) | bin span-30m time | stats count by time, src_ip, dest_ip, src_port, dest port,
e, sre_class, dest_class

Step 2: Display Classification in Panels
Panels retain classification fields:

e Source IP Table:

| stats sum(count) by src_ip, src_class | sort -count

Connections by Source IP

| stats sum{count) by src_ip, src_class | sort -count

1@
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¢ Destination IP Table:
| stats sum(count) by dest_ip, dest_class | sort -count

itle>Connections by Destination IP

<query>| stats sum{count) by dest_ip, dest_class | sort -count</q

e Dashboard view showing IPs with private or public.

Firewall v2

Time Source IP Destination IP

Aasg 31, 2007

Connections by Source IP Connections by Destination IP

src_lp = src_class sumicount) = dest_ip = dest_class =

Step 3: Configure Conditional Drilldowns
Use <condition> inside <drilldown>:
e Source IP Table:
<drilldown>
<condition match='$row.src_class$ == "private">
<link target="_blank">https://www.rfc-editor.org/rfc/rfc1918</link>
</condition>
<condition match="$row.src_class$ == "public">
<link target="_blank">https://www.virustotal.com/gui/ip-address/$row.src_ip$</link>
</condition>
</drilldown>
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Connections by Source IP

ry>| stats sum(count) by src_ip, src_class | sort -count:

*NOne «
cell- i
false:
-false:
false
true: i

https://ww.rfc-editor.org/rfc/rfc1918-

https://weni.virustotal.com/gui/ip-address/$row.src_ip$-

e Destination IP Table:
<drilldown>
<condition match='$row.dest_class$ == "private"'>
<link target="_blank">https://www.rfc-editor.org/rfc/rfc1918</link>
</condition>
<condition match="$row.dest_class$ == "public"">
<link target="_blank">https://www.virustotal.com/gui/ip-address/$row.dest_ip$</link>
</condition>
</drilldown>

Connections by Destination IP

| stats sum(count) by dest_ip, dest_class | sort -count:

18«

https://wew.rfc-editor.org/rfc/rfc1918

https://wen.virustotal.com/gui/ip-address/$row.dest_ip$

e Dashboard with clickable IPs.
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Firewall v2

Time Source IP Destination IP

Aug 31, 2017 . .

Connections by Source IP

Connections by Destination IP

REC litor.org f RFC 1918: Address Allocation for Private Internets e O O I @ Assistant v P

[ ads-1 3 niches L3 Imported From |
[REC Home] [TEXT|PDF|HTML] [TIracker] [IPR] [Errata) [Info page]

BEST CURRENT PRACTICE

Updated by: G761

Network Working Group
Request for Comments: 1918
Obsoletes: 1627, 1597

BCP: 5

Errata Exist
¥. Rekhter
Cisco Systems
B. Moskowitz
Chrysler Corp.

Category: Best Current Practice D. Karrenberg
RIPE NCC

G. 1. de Groot

RIPE NCC

E. Lear

Silicon Graphics, Inc,
February 1996

Addrezs Allocation for Private Internets
Status of this Memo

This document specifies am Internet Best Current Practices for the
Internet Community, and requests discussion and suggestions for
improvements. Distribution of this memo is unlimited

1. Introduction

For the purposes of this document, an enterprise is an entity
autonomously operating a network using TCP/IP and in particular
determining the addressing plan and address assignments within that
néetwork.

This documeént describes address allocation for private internets. The
allocation permits full network layver connectivity among all hosts
inside an enterprise as well as among all public hosts of different
enterprises. The cost of using private internet address space is the
potentially costly effort to renumbeér hosts and networks between
public and private.

2. Motivation

With the proliferation of TCP/IP technology worldwide, including

outside the Internet itself, an increasing number of non-comnected
enterprises use this techmology and its addressing capabilities for
sole intra-enterorise communications<. without anv intention to ever
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Customizing Dashboard Navigation and Layout

Creating a custom Splunk app with a tailored navigation bar ensures analysts land
directly on the most relevant dashboard like a Firewall Analysis Dashboard for
faster investigations.

Step 1: Create the Custom App
e Go to Apps — Manage Apps.

teror Apps * A\ Administrator =

Home Alerts Dashboards H Search & Reporting

# Search & Reporting
" Edit Export =
Flrew Audit Trall

Tirme Destination 1P
e Data Management - e
Aug 3,

¢ Splunk Observabllity &5
Cloud

Connes Connections by Destination IP

Splunk App for Lookup Fle

&e_lp Editing sumfcount) = dest_Ip = dest_class 5
Splunk Secure Gateway w
Upgrade Readiness App

Mana o Apps

Find More Apps

e (lick Create App.
W' e Apps v o

Apps Create App | Install App From File IRt IO T ="
App Management lets you view and manage your ."\'r'l'.l"l'r. apps. You can install applications, view ‘\\

1 app packages o deploy manually to yvour Splunk Instances,

Ap -
i MName Actions Folder Name Warsion Chack for Updates Visibility
> Log Event Alert Action Edit properiies alert_logevent 10.001 Yes
3 Wb b Alert Action Edit propenies. alert_webhook 10.0.1 Yas

3. Fill in:

¢ Name: Firewall

¢ Folder Name: firewall
e Version: 1.0.0

e Template: barebones
4. Click Save.
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Create App X

3
Mame |F'r(_‘|.'.'all |
afr -:-":E_. name for display in Splunk Web
Folder name * irewall
This name maps to the app's directory in $¢ HO
Version® 1.00
Visible | Yes No
Onl r |
Author |S€]I|'.‘.€|
Description
1 for
Template barebones sample app
LInlnar azcat v

e Firewall app visible in the Apps menu.
splunk Apps

Create App Install App From File Browse More Apps

20 =
pservaviity [
Xt >
i MNa | | |\ Folder Name Version Check for Updates Visibility
up
b3 Lok Editing irties alert_logevent 10.0.1 Yes Mo
> W aplunk Secure Galeway [!j rties aler_webhook 10.01 Yos Mo
b An Upgrade Readiness App rtles A Crwn T 10.041 Vg Mo
¥ A Manage App: rties audit_tral .00 Yes Yies
» §pl FindMore Apps rties botsv2_data_set No Mo

Viersion 2 Data Sot

Step 2: Move Dashboard View to the App
Move the existing dashboard (firewall_v2.xml) into the new app:
mv search/local/data/ui/views/firewall_v2.xml firewall/default/data/ui/views/

apps# |mv search/local/data/ui/views/firewall v2.xml firewall/defa

42



Creating Visualizations and Interactive Dashboards

Step 3: Customize Navigation
e Edit the app’s navigation file:

sudo nano firewall/default/data/ui/nav/default.xml
e Update contents:

<nav search_view="search">

<view name="firewall_v2" default="true' />

<view name="search" />

</nav>

o default="true' makes Firewall v2 the landing page.
o Retain Search as a secondary tab.
Step 4: Refresh and Verify
e Clear cache:
http://<splunk-server>:8000/en-US/debug/refresh

‘-‘ﬁ\l 1 1 er ebug/refriesh | W L) '_‘_' ! .'\ it @ Assistant v 0
o0 3 ads-1 3 niches 03 imported From |
=
e Result:

o URL shows /en-US/app/firewall/firewall_v2.
o Navigation bar displays Firewall v2 and Search.
o Dashboard loads with panels for source/destination IPs and timechart.

Wi w3 5 "

Firewall v2

g T - Sep L2007
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Next-Gen Dashboards An Exploration of Dashboard Studio
Splunk’s Dashboard Studio is the next generation of dashboard creation offering
free positioning, custom graphics, and advanced styling for a modern, interactive
experience. While the classic editor is still supported, new features are increasingly
exclusive to Dashboard Studio.

Why Dashboard Studio?
e Full creative control over layout and design.
e Easy integration of images and custom visuals.
e Advanced configuration options for colors, fonts, and chart styling.

Cloning a Classic Dashboard into Dashboard Studio
You don't need to rebuild dashboards from scratch. Instead, clone your existing
dashboard:

1.0pen the classic dashboard (e.g., Firewall v2).

2.Click More Options (three dots) — Clone in Dashboard Studio.

Firgwall v2 Search @ Firewall
e

Firewall v2

Time Destination IP Clene

Aug 31-Sep 1, 2017 : : Clone in Dashboard Studio

) : _ ) View on mobile
Connections by Source IP Connections by Destinatior
Edit permissions
src_ip = src_class = sumicount) = dest_ip = d
Set as home dashboard

Timechart by Destination Port
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Conversion Settings

In the Clone in Dashboard Studio window:
e Dashboard Title: Set a name (e.g., Firewall v2 Studio).
e Permissions: Choose sharing level (e.g., Shared in App).
e Layout Mode:

o Absolute: Full control for free positioning.

o Grid: Quick organization similar to classic editor. Note: Some custom
formatting may not transfer, but your original dashboard remains
unchanged.

e Click Convert & Save.

Clone in Dashboard Studio

Dashboard Title Firewall v2 Studio

firewall_v2_studio # Edit ID

Description Optional
Permissions 2, Shared in App

Select layout mode

Absolute | LI
Full layout control | Quick organization %D

Some custom formatting and configurations to your dashboard may be
lost during the cloning and conversion process. Your original dashboard
will not be affected.

Convert & Save

Working in Dashboard Studio
Once cloned:
e Use the Configuration panelto customize:
o Background color
o Chart colors
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o Axis titles
o Line styles and markers
e Add tabs, adjust gridlines, and apply dark/light themes

i .
"\.“' Firewall
—

Configuration

B

Background color

Source IP Destination IF

SIc_lp=""" dast_ip=""
F294e70

Line width (px)

. Ling smoothing

Marker display
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