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Understanding Chart Types and Visualizations
Visualizations are key to turning raw data into actionable insights. They help
security analysts spot patterns and anomalies that might be missed in plain tables.
Splunk makes this easy with built-in charts and the ability to add custom
visualizations.

1. Built-in Splunk Visualizations
Splunk offers several ready-to-use charts like:

Line Chart
Area Chart
Bar Chart
Pie Chart
Single Value
Maps

These charts expect structured data: usually a grouping field (e.g., http_user_agent)
and a statistical measure (e.g., count).

2. Extending Splunk Visualizations
Want more options? Splunkbase Apps let you add advanced charts like:

Timeline
Punchcard
Sankey
Parallel Coordinates

This flexibility ensures you can tailor visualizations for any security use case.



4. Detailed Visualizations and Formatting
A. Pie Charts - Compare Categories
Pie charts show the proportion of each category in your dataset.
Steps:

Go to Visualization tab → Select Pie Chart.
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3. Preparing Data for Visualizations
The foundation of any chart is a search that outputs structured data. Example SPL:
index=botsv2 sourcetype=stream:http* | stats count by http_user_agent
This creates a Statistics table listing each http_user_agent and its event count.

Instantly see your data as a proportional chart.
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Formatting Tip:
 Use Minimum Size to group small slices into “Other” for clarity.

Default: 1% → Groups tiny segments.
Adjusted: 0.1% → Shows more detail for top contributors.

B. Trellis Layout - Multi-Panel Views
Trellis splits one chart into multiple panels for easy comparison.
Steps:

Enable Trellis Layout.
Choose Split By field (e.g., http_user_agent).
Adjust panel size.
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Examples:
Single Value Panels: Show raw counts per user agent.

Timecharts: Use | timechart count by http_user_agent to compare trends.
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C. Maps – Geographical Analysis
Maps visualize events by location (e.g., IP addresses).
SPL Chain:
| iplocation dest_ip
| stats count by Country
| rename Country as featureId
| geom geo_countries allFeatures=True featureField=featureId

Visualization:
 Select Choropleth Map to shade countries based on event count.
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Constructing a Static Dashboard (Fixed Content)
A well-designed dashboard gives security teams a quick, actionable view of firewall
traffic. Here’s how to create a static, multi-panel dashboard in Splunk to monitor
connections by IP, port, and network interface.

Step 1: Initialize the Dashboard with Core Traffic Panels
Start by identifying the top destination IPs.
SPL Example:
index=botsv2 sourcetype=pan:traffic | stats count by dest_ip | sort -count

Actions:
 1. Run the search in Splunk.

 2. Click Save As → New Dashboard.

 3. Set:
Dashboard Title: Firewall
Permissions: Shared in App
Dashboard Type: Classic Dashboards

 4. Click Save to Dashboard.
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 5. View Dashboard
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Step 2: Refine Panel Titles and Theme
Make the dashboard visually consistent:

Click Edit on the dashboard.

Update panel title to Connections by Destination IP.
(Optional) Enable Dark Theme for a security-focused look.
Click Save, then Refresh.

Then click Refresh.



Step 3: Add a Time-Based Traffic Trend
To track traffic over time, add a timechart panel for destination ports.
SPL Example:
index=botsv2 sourcetype=pan:traffic | timechart count by dest_port
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Actions:
Switch to Visualization tab → Line Chart.
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Save to Existing Dashboard (Firewall).

Click Edit.
Set panel title: Timechart by Destination Port.
Save Dashboard.
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Step 4: Add Network Interface Analysis
Add a panel to show traffic by interface pairs.
SPL Example:
index=botsv2 sourcetype=pan:traffic | stats count by src_interface dest_interface |
sort -count

Actions:
Save as Existing Dashboard (Firewall).
Click Edit.
Panel title: Count by Interface Pair.
Save Dashboard.
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Implementing a Shared Global Time Range Picker
Static dashboards are useful, but interactive dashboards make analysis faster and
more flexible. Adding a Shared Time Range Picker lets users adjust the time frame
for all panels at once perfect for security investigations.

Step 1: Link Panels to the Shared Time Picker
Your panels currently use fixed time ranges or their own time pickers. To make
them dynamic:
 1. Click Edit on a panel (e.g., Connections by Source IP).

 2. Remove any hardcoded time from the SPL query (e.g., earliest=... latest=...).
Example clean SPL:

index=botsv2 sourcetype="pan:traffic" | stats count by dest_ip | sort -count

 3. Click Apply.
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 4. Repeat for all panels you want controlled by the shared picker.

Panels showing “No results” after removing hardcoded time.

Step 2: Add the Shared Time Picker
 1. In Edit Dashboard mode, click + Add Input.
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 2. Select Time from the dropdown.

 3. Configure:
Label: Time
Search on Change: Checked
Token: time_tok

 3. Pencil icon for editing input.
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Configure the default Data & Time Range.

Click Apply.
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Step 3: Connect Panels to the Token
 1. Edit each panel’s Time Range setting.
 2. Select Shared Time Picker (time_tok).
 3. Click Apply.

 4. Then Save Dashboard.

Dashboard with shared time filter applied:
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Creating Dynamic Forms with Token Management
Static dashboards are great for monitoring, but dynamic dashboards give analysts
the power to filter data on the fly. By using tokens, you can inject user input (like IP
addresses) directly into SPL queries making dashboards interactive and highly
customizable.

Understanding Splunk Tokens
What are tokens?

Tokens are variables that store user input from dashboard elements (like
text boxes or time pickers).

How to use them in SPL?
Syntax: $token_name$
Example: $src_ip_tok$

Prefix & Suffix:
Add these to build complete clauses:

Prefix: src_ip="
Suffix: "

 So if the user enters 10.0.1.100, the SPL becomes:
src_ip="10.0.1.100"

Step 1: Add Input Fields
1.In Edit Dashboard mode, click + Add Input.
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Select Text for single-line input.

Step 2: Configure Source IP Field
Pencil icon for editing input.

Source IP configuration:
Label: Source IP
Token: src_ip_tok
Prefix: src_ip="
Suffix: "
Search on Change: Checked
Click Apply.
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Step 3: Configure Destination IP Field
Repeat the same steps:

Label: Destination IP
Token: dest_ip_tok
Prefix: dest_ip="
Suffix: "
Click Apply.
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Step 4: Update Panel Searches
Insert tokens into SPL:

Original:
index=botsv2 sourcetype="pan:traffic" | stats count by src_ip | sort -count

Updated:
index=botsv2 sourcetype="pan:traffic" $src_ip_tok$ $dest_ip_tok$ | stats count by
src_ip | sort -count

Edit Search with tokens added and Apply changes.

Do the same with the other panels.
Save the dashboard.

Dynamic Filtering in Action
When a user enters:

Source IP: 10.0.1.100
Destination IP: 8.8.8.8
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The SPL becomes:
index=botsv2 sourcetype="pan:traffic" src_ip="10.0.1.100" dest_ip="8.8.8.8" 
| timechart count by dest_port
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Improving Performance with Base Searches (Statistical Data)
Large dashboards often suffer from slow load times because multiple panels run
similar searches independently. Base Searches solve this by running one main
search and letting all panels reuse its results—making dashboards faster and more
efficient.

The Problem
If two panels run:
index=botsv2 sourcetype=pan:traffic | stats count by src_ip
index=botsv2 sourcetype=pan:traffic | stats count by dest_ip
Splunk executes the same initial query twice, pulling similar data from indexers.
This redundancy slows dashboards and wastes resources.

The Solution: Base Search
A Base Search:

Runs once at the dashboard level.
Fetches all required fields for all panels.
Panels then apply lightweight post-processing (e.g., stats, sort).

Benefits:
Faster load times
Lower resource usage
Better scalability
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Step 1: Define the Base Search
In Simple XML, add:
<search id="base">
 <query>index=botsv2 sourcetype="pan:traffic" $src_ip_tok$ $dest_ip_tok$ | stats
count by src_ip, dest_ip, src_port, dest_port, src_interface, dest_interface</query>
 <earliest>$time_tok.earliest$</earliest>
 <latest>$time_tok.latest$</latest>
</search>

Navigate to Dashboards → Edit Source.
Clone dashboard (Firewall v2).
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Base search added at top.

Edit dashboard in source mode.

Step 2: Update Panels to Use Base Search
Replace full searches with (For Connections by Destination IP:):

<search base="base">
 <query>| stats sum(count) by dest_ip | sort -sum(count)</query>
</search>
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For Connections by Source IP:

Dashboard showing optimized panels.



Base Searches for Time-Based Visualizations (Timecharts)
Base Searches are one of the most effective ways to optimize Splunk dashboards.
Beyond reducing redundancy, they can pre-aggregate data, making dashboards
faster and more scalable.

1. Why Base Searches Matter
Instead of running full searches in every panel, a Base Search runs once, and all
panels reuse its results. This eliminates repeated index lookups and heavy
computations.

2. Added Technical Insight: Pre-Aggregation Strategy
A smart optimization is to pre-aggregate data in the Base Search.
 Example:
<search id="base">
 <query>
   index=botsv2 sourcetype="pan:traffic" $src_ip_tok$ $dest_ip_tok$
   | bin span=30m _time
   | stats count by _time, src_ip, dest_ip, src_port, dest_port, src_interface,
dest_interface
 </query>
</search>
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What’s new here?
Adds binning (bin span=30m _time) for time-based grouping.
Calculates a count field usable by all panels.
Panels now use sum(count) instead of recalculating stats.

3. Lightweight Dependent Searches
Panels only perform simple post-processing:
<search base="base">
 <query>| chart sum(count) by _time, dest_port</query>
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4. Performance Impact
Before Base Searches:

Each panel ran a full search pipeline.
Timecharts were slow due to repeated binning.

After Base Searches:
One job retrieves and structures all data.
Panels only summarize counts.
Dashboard becomes significantly faster and more responsive.
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Configuring Basic Drilldown Functionality
Drilldowns make dashboards interactive, allowing analysts to click on a data point
and instantly investigate further. For security teams, this means faster threat
analysis and deeper insights without leaving the dashboard.

What Are Drilldowns?
Drilldowns trigger an action when you click on a visualization element (e.g., a table
row, chart bar, or single value). Common actions include:

No action (default)
Link to search - open a new search with the clicked value
Link to dashboard - navigate to another dashboard
Link to report - run a predefined report
Link to custom URL - open external tools (e.g., VirusTotal)
Manage tokens - update filters within the same dashboard

Step 1: Access the Drilldown Editor
 1. Open your dashboard (e.g., Firewall v2).
 2. Hover over the visualization (e.g., Connections by Source IP).
 3. Click More actions (three dots or gear icon).
 4. Select Edit Drilldown.
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Step 2: Choose the Action
In the Drilldown Editor, set On Click to Link to search.
Click Apply.

Step 3: Configure the Search
Two options:
A. Auto Configuration
Automatically builds a search using the clicked value.

Example: Clicking 10.0.1.200 generates:
index=botsv2 sourcetype="pan:traffic" src_ip="10.0.1.200"
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B. Custom Configuration (Using Tokens)
For more control:

Search string:
index=botsv2 sourcetype="pan:traffic" src_ip="$click.value$"

Time Range: Shared Time Picker (time_tok).
Click Apply.
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Step 4: External Drilldown (Threat Intelligence Integration)
To link to VirusTotal:

Set On Click to Link to custom URL.
URL:

https://www.virustotal.com/gui/ip-address/$click.value$
Enable Open in new tab.
Click Apply.

Test:
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Go to VirusTotal page “virustotal.com” ⟶ SEARCH ⟶ search for “10.0.1.100” ⟶
click Search
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Past the URL and change the ip adress with $click.value$:
https://www.virustotal.com/gui/ip-address/$click.value$

Enable Open in new tab.
Click Apply.

Copy the URL.
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Test:



Implementing Logic in Drilldowns
Conditional drilldowns make dashboards smarter by changing the action based on
the data clicked. For security analysts, this means automatically directing
investigations to the right resource internal documentation for private IPs or threat
intelligence for public IPs.

Why Conditional Drilldowns?
Instead of a one-size-fits-all drilldown, you can:

Open RFC 1918 for private IPs.
Open VirusTotal for public IPs. This saves time and ensures context-aware
navigation.

Step 1: Enrich Data with IP Classification
The base search adds classification fields:
<search id="base">
 <query>
   index=botsv2 sourcetype="pan:traffic" $src_ip_tok$ $dest_ip_tok$
   | eval src_class = if(src_class="unknown", "public", src_class)
   | eval dest_class = if(dest_class="unknown", "public", dest_class)
   | bin span=30m _time
   | stats count by _time, src_ip, dest_ip, src_port, dest_port, src_interface,
dest_interface, src_class, dest_class
 </query>
</search>
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Step 2: Display Classification in Panels
Panels retain classification fields:

Source IP Table:
| stats sum(count) by src_ip, src_class | sort -count
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Destination IP Table:
| stats sum(count) by dest_ip, dest_class | sort -count

Dashboard view showing IPs with private or public.

Step 3: Configure Conditional Drilldowns
Use <condition> inside <drilldown>:

Source IP Table:
<drilldown>
 <condition match='$row.src_class$ == "private"'>
   <link target="_blank">https://www.rfc-editor.org/rfc/rfc1918</link>
 </condition>
 <condition match='$row.src_class$ == "public"'>
   <link target="_blank">https://www.virustotal.com/gui/ip-address/$row.src_ip$</link>
 </condition>
</drilldown>



Destination IP Table:
<drilldown>
 <condition match='$row.dest_class$ == "private"'>
   <link target="_blank">https://www.rfc-editor.org/rfc/rfc1918</link>
 </condition>
 <condition match='$row.dest_class$ == "public"'>
   <link target="_blank">https://www.virustotal.com/gui/ip-address/$row.dest_ip$</link>
 </condition>
</drilldown>
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Dashboard with clickable IPs.
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Customizing Dashboard Navigation and Layout
Creating a custom Splunk app with a tailored navigation bar ensures analysts land
directly on the most relevant dashboard like a Firewall Analysis Dashboard for
faster investigations.

Step 1: Create the Custom App
Go to Apps → Manage Apps.

Click Create App.

 3. Fill in:
Name: Firewall
Folder Name: firewall
Version: 1.0.0
Template: barebones

 4. Click Save.
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Firewall app visible in the Apps menu.

Step 2: Move Dashboard View to the App
Move the existing dashboard (firewall_v2.xml) into the new app:
mv search/local/data/ui/views/firewall_v2.xml firewall/default/data/ui/views/



Step 3: Customize Navigation
Edit the app’s navigation file:

sudo nano firewall/default/data/ui/nav/default.xml
Update contents:

<nav search_view="search">
 <view name="firewall_v2" default='true' />
 <view name="search" />
</nav>

default='true' makes Firewall v2 the landing page.
Retain Search as a secondary tab.
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Result:
URL shows /en-US/app/firewall/firewall_v2.
Navigation bar displays Firewall v2 and Search.
Dashboard loads with panels for source/destination IPs and timechart.

Step 4: Refresh and Verify
Clear cache:

http://<splunk-server>:8000/en-US/debug/refresh
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Next-Gen Dashboards An Exploration of Dashboard Studio
Splunk’s Dashboard Studio is the next generation of dashboard creation offering
free positioning, custom graphics, and advanced styling for a modern, interactive
experience. While the classic editor is still supported, new features are increasingly
exclusive to Dashboard Studio.

Why Dashboard Studio?
Full creative control over layout and design.
Easy integration of images and custom visuals.
Advanced configuration options for colors, fonts, and chart styling.

Cloning a Classic Dashboard into Dashboard Studio
You don’t need to rebuild dashboards from scratch. Instead, clone your existing
dashboard:

1.Open the classic dashboard (e.g., Firewall v2).
2.Click More Options (three dots) → Clone in Dashboard Studio.
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Conversion Settings
In the Clone in Dashboard Studio window:

Dashboard Title: Set a name (e.g., Firewall v2 Studio).
Permissions: Choose sharing level (e.g., Shared in App).
Layout Mode:

Absolute: Full control for free positioning.
Grid: Quick organization similar to classic editor. Note: Some custom
formatting may not transfer, but your original dashboard remains
unchanged.

Click Convert & Save.

Working in Dashboard Studio
Once cloned:

Use the Configuration panelto customize:
Background color
Chart colors
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Axis titles
Line styles and markers

Add tabs, adjust gridlines, and apply dark/light themes




