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Understanding Splunk and the Data Pipeline

An Introduction to Splunk Indexes

1. What is an Index in Splunk?
An index is like a big folder where Splunk stores all the data you send to it. It
organizes the data so you can search it quickly later.

2. What does an Index do?
e Stores Data: It's the main place where Splunk saves your logs and information.
e Groups Data: You can keep similar data together (e.g., Linux logs in one index,
web logs in another).
e Controls Access: You decide who can see which index (security).
e Keeps Data for a Time: You set how long Splunk keeps the data before deleting
it.

3. Types of Indexes:

e Events Index: For normal logs and messages with time stamps.

e Metrics Index: For numbers like CPU usage or network speed. It's faster and
uses less space for this kind of data.

4. How Indexes Work (Example):

shared web
Linux index index Windows index

@ 8 B

System O Logs Apache Access IS Traffic/Events System OS Logs
/Error
o
EiE

Linux System Host Windows System Host
Apache HTTP Server 115 Web Service

Indexes help organize your data so searches are faster and easier.
Here's how it works:
e Linuxlogs — go into an index called linux_logs.
e Windows logs — go into an index called windows_logs.
e Web server logs — can go into a shared index called web_access.
This structure makes searching and analysis simple because you know exactly
where to look.
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A First Look at the Splunk Web GUI

The Splunk Web interface is your main workspace for searching and analyzing data.
It's designed to be simple and powerful.

1. The Splunk Enterprise Home Page

When you log in to Splunk, the Home Page is your main dashboard. It's the central
hub for everything you do in Splunk.

|. ....... |
EE—=r]

Key Features on the Home Page:
e Apps Panel: Access installed apps like Search & Reporting (for running
queries), Audit Trail, and more.
e Bookmarks & Dashboards: Quickly open saved searches, dashboards, and
reports.
e Navigation Bar:
o Administrator Menu: Manage your account settings.
o Messages & Settings: View system alerts and configure Splunk settings.
o Activity & Help: Check recent user activity and access documentation.
e Search Bar: Find dashboards, reports, and saved searches easily.

This page helps you start searches, manage data, and access dashboards all in one
place.

2. Performing a Basic Search

The Search & Reporting app is where you'll spend most of your time in Splunk. It's
the main tool for exploring and analyzing data.
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2.1 Accessing the Search Interface

e From the Home Page, click Search & Reporting (usually the first app listed).
e You'll see the Search screen with:

o A search bar for your queries.
o Atime range picker (default: Last 24 hours).

Search

Search History (D

Hirw 10 Soarch
Analyze Your Data with Table Views

Table Vi ot you Drepane dElD wRthoul uiing SPL. Full, ule & paint-and

Create Tatse Verw

2.2 Constructing Your Search Query
e Search Bar: Type your SPL (Splunk Search Language) queries here.
e Time Range Picker: Choose the time frame for your search.

> Search & Repoting

Mew Search

< 420736 svents (B27125 T.0000.000 P TS 72029000 P Mo Event 5

Ewenits (420736)
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2.3 Understanding Search Results

Time Ewvent

Type Ficid Value Actions

elcls

After running a search, results appear in a table with:
e Timestamp: When the event happened.
e Event Actions: Options for that event.

o Columns:Type: Category of the field.
Field: Name of the data point.
Value: Actual data.

Actions: Filter or add to search.

Common fields include:
¢ host (server name)

e source (file path)

e sourcetype (data format)

e clientip (IP address)

e _time (Splunk timestamp)

e index (where the event is stored)

o

o

o
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2.4 Managing Displayed Fields
Splunk extracts numerous fields from your data. You can control which fields are
shown in the event list.

« Hide Fickds = Al Ficids i Time Event
T T ¥ ei2% 192.168.1.5 - admin [05/Jul/2025:16:49:09.959 +00007 "GET /en-US/splunkd/__raw/services/searc
& host 1 4:40:09959 PM  h/Jobs/1751734145. 98/ timel ine Tor foet»08count=10008_=1751734118658 HTTP/1.1° 200 400 *-° “moai
. o &1 11a/5.0 (Windows NT 10.0; WinG4; x6d4) ApplewebKit/537.36 (KHTML, like Gecko) Chrome/138.9.9.9
Safari/537.36 Edg/138.0.0.9% - Bef0T8feTerdS4fe888211 c2ce592T Gms
a sourcotype 22
host = splunk | source = home/splunk/splunkivaniogspluni/splunkd_ul_accesslog
INTERESTING FIELDS sourcotype = splunkd_ul_access
& Componant ;00' y WSS 192.168.1.5 - admin [05/Jul/2025:16:49:09.956 +0000] "GET /en-US/splunkd/__raw/servicesNS/nob
# date_hour 1 4:49:09956 PM  ody/search/search/v2/jobs/ 1751734145, 98/ summary Toutput_sode~jsonbmin_freqe0d_=1751734118657 H
¥ dote_mday 7 TIR/1.1° 200 22512 "-" "Mozilla/5.9 (Windows NT 10.0; Winf4; xf4) ApplewebKit/537.35 (KHTML,
¥ dete_mimcte 50 like Gecko) Chrome/138.0.0.0 Safari/537.36 Edg/138.0.0.0" - SeS078fGeT6ra54redd8211 c2ce5827
a date_month 2 93ms
o date_sccond &0
a & host = splunk | sowrce = Mhome/splunki/splunkivariog/splunksplunkd_ul_accesslog
y yoar 1 sourcetype = splunkd_ul_access
& date_zone 2 3 25 152.168.1.5 - adain [05/Jul/2025:16:49:09.926 20007 “GET Jfen-US/splunkd/__raw/servicesNS/nob
a evenlmossagoe 100+ 4:49:09.926 PM  ody/search/search/v2/ jobs/ 1751734145, 967cutput_sodes jsand_=17517341 18656 HTTR/1.1" 200 3261
a group 52 "= Mozillass.0 (Windows NT 10.0; WinBd; x64) AppleWetkit/S37.36 (KHTML, like Gecko) Chrome/
@ index 1 138.0.0.0 Safari/537.36 Edg/138.0,0.0" - 8e3078fCeT6ra547e8882111c2ce5927 Sms
% Enacount f hast = splunk | source = homesplunk/splunkivaniogsplunisplunid_ui_accesslog
o logsoval 4 sourcetype = splunkd_ul_sccoss
a name 00+
@ punct 00+ ¥ T5/25 192.168.1.5 - adsin [05/Jul/2025:16:49:08.538 20007 "GET /fen-US/splunkd/__raw/services/searc
a senes 100+ 4:49:08.938 PM  h/jobs/1751734145. 98/ timelineTof fset=08count=10004_=1751734118655 HTTP/1.1* 200 £07 *-* *Mozi
@ sphunk_sciver 1 118/5.0 (Windows NT 10.0; WinGd; x6d4) ApplewebKit/537.36 (KHTML, like Gecko) Chrome/138.9.0.9
# tmeendpos 16 Safari/537.36 Edg/138.0.0.0" - BeS078fGeTardS4re888211c2ce5927 Jms
¥ emestanpos 12 host = splunk | source = home/splunkisplunkAivarnlog/splunivsplunkd_ui_sccesslog
sourcetype = splunkd_ul_access
 Extract New Fiolds > Ws2s 192,168.1.5 - adsin [05/Jul/2025:16:49:08,5936 <0000] “GET /en-US/splunkd/ __riaw/servicesNs/nod
44908936 PM  ody/search/search/v2/ jobs/ 1751734145, 98/ summary Toutput sode=jsondmin_freg=08_=1751734118654 K

TTRA1.1" 200 15695 *=" "Mozilla/5.0 (Windows NT 10.0; Winkd; n64) Applewebit/S37.36 (KHTML,
1ike Gecko) Chrome/138.0.0.0 Safari/537.36 Edg/138.0.0.0° - Se907806eT6r 547888211 c2ce5527
Jims

e C(Click "647 more fields” to see all fields.

Select Fields

Select All Within Filter

Deschect Al

Coverage: 1% of more

=

Filter q + Extract New Ficlds

i =+ Fods3 # of Values 3 Event Coverage = Type =

H haost 1 100% String

» source 4 I 100% il String

» sourcotype 22 100% String

» D active 5 1.02% Numiber

> O average_kbps 100 175%  Numbcr

LA avg_age >100 H5T% Number

» G blocked_count 20 318% Number

> D bytes >100 I BT Numiber

> O € 20 1.09% String

» @ clientip 4 785% String

> CoOmMponent 100 I 89.38% I String
etx 70 109%  String

O
ZIE)
U

se Select Fields dialog to choose which fields to show.
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Select Fields b
Select All Within Filier Deselect All Coverage: 1% or more = Filter Q + Extract Mew Fields

i = Figld = # of Values = Event Coverage = Type =

> | clientip 4 785% String l

I host 1 100% I String

» [Z| SOUrCe 4 100% I String

] [v’J sourcetype 22 100% I String

¥ [ ] active 5 102% Number

» [ ] average_kbps >100 1.75% Number

> D ava_age =100 1457 MNumber

? D blocked_count 20 318% Number

e Example: Selecting clientip makes IP addresses visible.

9

> Search & Reporting

Mew Search
20454 everis Fi- ¥ ¥ M i Firs g st Mo B BT & A ] Lx -
Everts (30,454)
~
-—
Fi
] E
RN
¥ 47 A L

e We can see clientip in the Selected Field

2.5 Filtering and Analyzing Fields
Once fields are displayed, you can further refine your search or explore field values.

@

e Click afield (e.g., clientip) to see:
o Summary: Unique values and coverage.
o Value Distribution: Counts and percentages.
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clientip
3 Values, 5.847% of events

Reports
Top values Top values by time

Events with this field

Values
127.0.8.1

192.168.1.1@

e Use Action Links like:
o Top values
o Rare values
o Events with this field
e (lick avalue (e.g., 192.168.1.

Selected Yes No

Rare values

Count %
1,847 91.043%

ammssnmmnnnl
182 8.87%

10) to filter your search:

This makes your search more precise and focused.
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Enabling the Receiver on Splunk Enterprise

Splunk uses receivers to accept data from forwarders. A receiver is simply a port
that listens for incoming data.

Most setups only need one receiver, but you can configure multiple for advanced
environments.

Splunk Data Ingestion: Single and Multi-Receiver

Architectures
Enabling a Single Splunk Receiver Advanced: Multiple Receivers for
: : > Segregation
1 Navigate to Forwarding & Receiving
Settings —
o s Prod Data
2 Add a New Receiving Port (TLS Encrypted)
3 Configure Port (e.g..9997) @
4 Verify New Port is Enabled Production Splunk
Server Indexer
A Firewall
: i (3_“
S :
Data Data Flow Splunk Dev/Test Dev/Test Data
Source Receiver Workstation (-0 Stict TLS

" Splunk Indexer

Step-by-Step Guide
1. Navigate to Settings:

e From the Splunk Home page, click Settings — under Data, select Forwarding
and Receiving.

» Shared witl

Apps £ Hello, Adn
F L] (XTF ]
o [ Bockmarks E ® yyou
-~ DATA
i
~ My bookmi
Search & fie
=73
=4
aee Data

Shaned by M

Shared by othat

~ Splunk rec

Common tasks

Bl Addd
=
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2. Add a New Receiving Port:

e On the Forwarding and Receiving page, find Receive data and click + Add
new next to Configure receiving.

Administrator =

Forwarding and receiving

Forward data

or more Splunk instances
Type Actions
Receive data
Configure this Instance 1o recelve data forwarded from other Instances
Type Actlons

3. Configure the Receiving Port:

e Enter the port number in Listen on this port (commonly 9997).
e (lick Save.

Add new

Forwarding and receiving » Recelve data » Add new

Configure receiving

Listen on this por

Cancel m

10
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4. Verify:

e You'll see a confirmation message like: “Successfully saved ‘9997'."
e The port will appear with Status: Enabled.

Listén on this port & Status ¢ Actions
e Enabled | Disable
4 »

1"
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Understanding Key Configuration Files

Splunk uses configuration files to control how it works. These files let you manage
things like data inputs, parsing rules, server settings, and the web interface.
Knowing how they are organized and which file takes priority is essential for

administration.

Splunk Configuration File Overview

e Splunk settings are stored in .conf files, each for a specific purpose:
o inputs.conf = Data inputs
props.conf — Parsing rules
transforms.conf — Data transformations
server.conf — Server settings
web.conf — Web interface
o indexes.conf — Index settings
e These files are spread across the $SPLUNK_HOME/etc directory, not in one

place.
e Each file uses stanzas (sections in square brackets [ ]) to organize settings.

O O O O

Navigating Splunk Configuration Directories

e Main directory: $SPLUNK_HOME/etc
* Inside, you'll find:
o system/ — Global settings
o apps/ — App-specific settings
e Each has:
o default/ — Original settings (don't edit here)
o local/ = Your custom changes (safe to edit)

12
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For instance, within a Splunk installation (e.g., at /home/splunk/splunk), navigating
to $SPLUNK_HOME/etc/system/default reveals a collection of default configuration
files:

Lunk#t ed ./splunk
plunk/splunké# Ls
LICENSE. txt splunk=9.4,2-e966Uaf3d956-1Linux-amnd6l-manifest
README-splunk.txt
a.txt

Lunk# 'cd etc

«/splunk/etch 1s
splunk=Llaunch.conf.default

instance.cfg splunk.version

copyright.txt log-btool.cfg
datetime.xml ol=debug.cfg

splunk-enttrial.lic
splunk-Launch.coenf

savedsearches.conf ui=tour.conf
nf vi
onf

audit
authenti
auth i

workload_ ls.
workload_rules

Understanding Configuration File Precedence

When Splunk starts, it merges all files with the same name. If there’s a conflict, this
is the priority (highest to lowest):
1.$SPLUNK_HOME/etc/system/local
2.$SPLUNK_HOME/etc/apps/<app>/local
3.$SPLUNK_HOME/etc/apps/<app>/default
4.$SPLUNK_HOME/etc/system/default

Tip: Always make changes in local/ directories, not default.

13
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web.conf
The web.conf file controls Splunk’s web interface settings.

root@splunk: /home/splunk/splunk/etc/system/default# nano web.conf

GNU nano 6.2 web.conf

startwebs

httpport = 86088

enableSplunkWebSSL = false

mgmtHostPort 127.68.8.1:8889

appServerPorts BAGS

splunkdConnectionTimeout = 3

enableSplunkWebClientNetloc = False

$SPLUNK_HOME/etc/auth/splunk irivkey . pem
t = $SPLUNH_HOME/etc/auth/splunkw 3

What this means:
e startwebserver = true = Splunk Web will start.
e httpport = 8000 — The web interface runs on port 8000.
e enableSplunkWebSSL = false — SSL is disabled (not secure).

14
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Different locations might have different values:

Location Settings
$SPLUNK_HOME/etc/system/local/web.conf enableSplunkWebSSL = true

$SPLUNK_HOME/etc/apps/some-

app/local/web.conf (none)

$SPLUNK_HOME/etc/apps/some-

httpport = 443
app/default/web.conf ppor

startwebserver = true <br> httpport =

SPLUNK_HOME/etc/system/default/web.conf
’ - etersystemideraufliwen.con 8000 <br> enableSplunkWebSSL = false

Final Effective Settings
e startwebserver = true (from system/default, not overridden)
e httpport = 443 (from app/default, overrides default)
e enableSplunkWebSSL = true (from system/local, highest priority)

Why this matters:
e Always make changes in local/ directories, not default.
e This ensures your settings persist after upgrades and follow best practices.

15
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Understanding and Installing Splunk Apps

Splunk apps are packages that extend Splunk’s functionality. They can add
dashboards, reports, integrations, and more.

1. What Are Splunk Apps?

e Self-contained packages (e.g., .tgz, .tar.gz) that enhance Splunk Enterprise or
Universal Forwarder.
e What they do:
o Enhance Data Processing: Add field extractions and parsing rules.
Provide Visualizations: Dashboards, charts, and reports.
Enable Integrations: Connect Splunk with external tools.
Streamline Operations: Pre-built alerts and dashboards.

(0]

(0]

(0]

App Directory Structure

e bin/ — Scripts and custom code.

e default/ — Default configs (don't edit here).
local/ = Your custom changes (safe to edit).
lookups/ — Lookup tables for enrichment.
metadata/ — Permissions and metadata.
static/ = Icons and images.

2. Installing Splunk Apps
Two main methods:

2.1 Installation via Splunk Web Interface

Steps:
1. Access App Management: Go to Apps from the Splunk homepage.

bpps ¢ Hello, Administrator 23 Homa page sat
I ki [ Boakmarks =2 DashBoand B Seacch history (T} Rcently winvid & Crowted by e s Shanesd with yoiu
~ My bookmarks (0]
u At Tirm
~ Shared with my organization (0)
Shared by

16
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2. Choose Installation Method:
e Browse More Apps (Splunkbase): Search and install directly.
e Install from File: Upload a .tgz file.

Apps = zllo, Administrator Lo
i Bl Bockrmanks 2% Dushbeard [ Seatch hissary {5 Recernty viewed £ Crested by you M SPuced with you
5 b Sacur (AT H

g My bookmarks (0} A

~ Shared with ry organization (3)

I-F‘l Splunk Secure Gateway
Shaced by me

Shuieidd bry Sthie AeminGre

= Splunk Add-on for Microsoft SGL Senver m = Splunk Add-on for Microsoft Hyper m

Login and Install *

Enter your Splunk.com username and password to download the app

= T

Fargot your password?

The app, and any related dependency that will be installed, may be provided by
Splunk and/or a third party and your right to use these appls) is in accordance with
the applicable license(s) provided by Splunk and/or the third-party licensor. Splunk
Is not responsible for any third-party app (developed by you or a third party) and
does not provide any warranty or support. Installation of a third-party app can
intraduce security risks. By clicking "Agree” below, you acknowledge and accept
such risks. If you have any questions, complaints or claims with respect to an app,
please contact the applicable licensor directly whose contact in formation can be
found on the Splunkbase download page.

Splunk Add-on for Microsoft Windows is governed by the following license: sqt

| hawve read the terms and conditons of the license(s) and agree to be bound by
them. | also agree to Splunk's Website Terms of Use

Cancel Agree and Install

17
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3. Upload and Install: Splunk processes the package.
4. Completion: Confirmation message appears. Some apps may require a restart.

Complete 4

Splunk Add-on for Microsoft Windows was successfully installed.

Go Home

e On the server:

18
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e Explore default/ for original configs and local/ for custom changes.

fdetault/
% Is -al

total :

splunk splunk

splunk splunk :

plunk splunk Ju 6 9 app.conf
y splunk splunk g

splunk splunk

splunk splunk

splunk splunk

splunk splunk 119

splunk splunk

splunk splunk

splunk splunk 4450 ] 6 g wmi.

splunk splunk 1589 3 6 20:29 w_actions.conf

Best Practice: Always edit in local/, never in default/.

19
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Shipping Windows Event Logs into Splunk

To collect Windows event logs and send them to Splunk, you use a Splunk Universal
Forwarder with the Splunk Add-on for Microsoft Windows.

Step 1: Download the Add-on

e Go to Splunkbase (https://splunkbase.splunk.com/app/742) and download
Splunk Add-on for Microsoft Windows.

splunkbase

A3 o ey RO WOWS,

Splunk Add-on for Microsoft Windows

e Extract it to:

s = | Dewnloads

4 J » ThisPC > Downloads »

# Quick access
Yesterday (1

B Desktop

.ﬂ, Downloads ﬂ splunk-add-en-for-microsoft-windows_301
% Documents A long time ago (1)

= Pictures Splunk_TA_windows

e Make sure the folder name is:

» This PC >| Local Disk (C:) » Program Files » SplunkUniversalForwarder » etc » apps » |

Mame : Date modified Type Size
audit_trail 5/20/2025 9:57 PM
introspection_generator_adden
learmed /3072025 9:57 PM
search b/30/2025 957 PM
splunk_httpinput b/30/2025 %57 PM File folder
splunk_ingest_actions 6/30/2025 9:57 PM F

splunk_internal_metrics 6/30/2025 9:57 PM File folder

| Splunk_TA_windows 9/2025 5:41 PM File folder

e Restart

ersalForwarder\bin™

20
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Step 2: Configure inputs.conf

e Path:

C:\Program Files\SplunkUniversalForwarder\etc\apps\Splunk_TA_windows\local\

« v 4
MName
o Quick access
B Desktop 4 Q?anar
bin
& Downloads 4 default
%| Documents » LICEMSES
= Pictures - lookups
default metadata
ik [ fool T |
ol README
static
J Music x
| | app.manifest
@ OneDrive | ] README
THIRDPARTY
[ This PC o
_ [ version
- 30 Objects
I Desktop

Date modified

719

5541 PM
25 241 PM

2025 549 PM
92025 541 PM

Type

File folder
File folder
File folder

File folder
File folder
File folder
File folder

File folder

File folder
MANIFEST File
Text Document
File

File

» This PC » Local Disk(C:) » ProgramFiles » SplunkUniversalForwarder » etc » apps » Splunk_TA_windows »

2KB
1KB
IKB
1KB

e Open inputs.conf and add:

= v 4 » This PC » Local Disk(C:) » Program Files » SplunkUniversalForwarder » etc » apps » Splunk_TA_ windows » lecal

T

MName

s Quick access

Bl Desktop

| inputs.conf

& Downloads

2] Documents

EOE O T

= Pictures
default
default
local

J’Il Music
@ OneDrive

[ This PC
—B 3D Objects
B Desktop

j inputs.conf - Notepad

File Edit Format View Help

[WinEventLog://Security]

disabled = ¢

Date modified

7/9/2025 508 PM

Type

COMNF File

e This enables collection of Windows Security event logs.

Size

1KB

21



Understanding Splunk and the Data Pipeline

Step 3: Configure outputs.conf
e Path:

C:\Program Files\SplunkUniversalForwarder\etc\system\local\

. + | local
“ Home Share View

« - » ThisPC » Local Disk(C:) » Program Files » SplunkUniversalForwarder > etc » system

» local
MName Date modified Ty
A Quick access

authentication.conf File
B Desktop )
| | FFi
I
¥ Downloads README
%| Documents

server.conf
= Pictures

e Open outputs.conf and add:

| outputs.conf - Notepad

File Edit Format View Help

[tcpout]
defaultGroup = default-autolb-group

[tcpout:default-autolb-group]
server = 192.168.1.13:9997

[tcpout-server://192.168.1.13:9997]

o Replace 192.168.1.13 with your Splunk indexer IP and 9997 with the
receiving port.

Step 4: Restart the Forwarder
e Open Command Prompt (Admin):

Bl Administrator: Command Prempt

22
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Step 5: Verify in Splunk
e In Splunk Web, search:

New Search

If events appear, your setup is successful.

23
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Establishing a Dedicated Index for Testing Data

When working with custom data or lab environments, it's best to create a dedicated
index. This keeps test data separate from production and makes cleanup easier.

1. Creating a New Splunk App

To better organize your custom configurations, it's recommended to create a
dedicated Splunk app.
1. Go to Manage: In Splunk Web (browser interface), click Manage.

Apps Hello, Administrator o

2. Click “Create App".

> |
|

Apps Beana mors spoe

3. Fill the form like this:

e Folder name: indexes

e Version: 1.0.0

e Visible: No (because it has no views/pages)
e Author: Thomas Fellinger

e Description: Our own indexes to test

e Template: barebones

e Upload asset: Leave it empty

24
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Name indexes

(s i T T=T2 T mnama for diernl= in Selom Ao by
Give your app a friendly name for display in Splunk Web.

Folder name * indexes

This name maps to the app's directory in $SPLUNK_HOME/etc/apps

Version 1.0.0

Visible @ Mo Yes

Only apps with views should be made visible

Author Salma Benmina

Name of the app’s owner

Description  Our own indexes to test

nter a descrnption 1or your app

Template barebones

These templates contain example views and searche:

Upload asset Choose File | No file chosen

" T 1o Bt - ~thar f tm A S USITIF SRm
Can be any html, js. or other file to add to v« a

4. Click Save to finish creating the app.

Apps Beirerea e njnen

2. Check the App Configuration
After creating the app, you can check its settings using the command line (terminal).

Steps:

1. Go to the app folder on your server.

25
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splunk ink: $ 1ls -al | grep indexes
drwx—x——— 6 splunk splunk 4096 Jul 8 19:42|ind
lunk@splunk: $ cd indexes/
$ [ls -al

total 24

drux—--x--— 6 splunk splunk Jul 19:42

drwxr-xr-x 33 splunk splunk Jul 19:U2

drwx—-x--- 2 splunk splunk Jul 19:42

drwx--x--- 3 splunk splunk Jul 19:42 [default |
42

2 splunk splunk Jul 19:
drwx——x-—-— 2 splunk splunk Jul 19:42
ink ink: $ lcd default/
ink@splunk: $ |1s -al
total 16
drwx——x—-—— 3 splunk splunk 4096 Jul 19:42
drwx——x-—— 6 splunk splunk 4096 Jul 19:42

splunk splunk 193 Jul 19:42 |app.cont
splunk splunk 4096 Jul 19:42

2. Open app.conf file, this file shows the details you entered when creating the
app.

. $ cat app.conf
i
# Splunk app configuration file
#

[install]
is_configured = 0

[ui]
is_visible = ©
label = indexes

[lLauncher]

author = Salma Benmina

description = Our own indexes to test
version = 1.0.0

3. Create a New Index (Using Configuration File)
An index is where Splunk stores data.

1. Inside your app folder, go to the default directory.

2. Create or edit a file called indexes.conf.

. K $ nano indexes.conf

3. Add this configuration to define a new index called test:
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GNU nano 6.2 indexes.conf *

SPLUNK_DB/%$_index_name/db
SPLUNK_DB/$_index_name/colddb
$SPLUNK_DB/test/thaweddb

homePath
coldPath

thawedPath

¢ [test]: Defines a new index named test.

e homePath: Where hot/warm data is stored.

e coldPath: Where cold data is stored.

e thawedPath: Where restored (thawed) data is stored.

4. Restart Splunk

To apply the new index settings, you need to restart Splunk.

3 ./splunk restart

5 this may take a few minutes.

o stop 'Splunkd.servie

> Winning the War on Error

Checking pr

audit _configtracker _dsappevent _dsclient _dsphonehome _internal _introspection _metrics
etrics_rollup _telemetry _thefishbucket history main susmary test

ing filesystem compatibility... Done
Checking conf files for problems. ..

e You'll be asked for your password to confirm the restart.

5. Check the New Index in Splunk Web
After restart:

1. Go to Settings > Indexes in Splunk Web.
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—l Search se Q
—®
Add Data KNOWLEDGE DATA
St
Searches, reports, and alerts Data inputs
Er Data models \ Forwarding and receiving
Event types Indexes
Tags Report acceleration summaries
Fields Virtual indexes
Explore Data
Lookups Source types
User interface Ingest actions

?J‘)? Alert actions

Advanced search DISTRIBUTED ENVIRONMENT

Monitoring All configurations
Console Forwarder management
Indexer clusterin
SYSTEM = 9
Federation
Server settings Distributed search

Server controls

Health report manager USERS AND AUTHENTICATION

RapidDiag

Instrumentation Roles

Licensing Users

Workload management Tokens

Mobile settings Password management

Authentication methods

2. You should see the new index called test listed there.

Indexes

[
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6. Create a New Index Manually (Alternative Method)

You can also create an index directly from the Splunk Web interface — no need to
edit files.

Steps:

1. Go to Settings > Indexes in Splunk Web.
2. Click "New Index".

Indexes

3. Fill in the form:

Index Name: Type the name you want (e.g., test)
e Index Data Type: Choose Events or Metrics

e Home Path / Cold Path / Thawed Path: You can leave them empty to use
default paths, or set custom ones.

e Data Integrity Check: Turn it on or off depending on your needs.
4. Click Save to create the index.

MNew Index

General Sottings

Starags Optimizatien
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Ingesting Exported Windows Event Log Files

This guide shows how to collect Windows Task Scheduler logs and send them to
Splunk using the Universal Forwarder.

1. Enable Task Scheduler Logs

To collect detailed logs from Task Scheduler:
e Open Event Viewer (search for it in Windows).
e Go to: Applications and Services Logs > Microsoft > Windows > TaskScheduler

[ foeet Vo o
Fin s s ey
s nF BE
e — -—
et e
= = T — [T T © Bk iy lﬁ—l—l -
e O i o
A — T oty Gt Wi
A s . .
[P Lo
gt et L T ——
ERae
B Fogmte
weraga i Marag b oy
P & s
H""" [ reperm——
P A o e e
e -
R e =
B ] -
[ B v
| Opatans
S

e Right-click Operational and choose Enable Log.

[ Bt Viawer
File Action View Huelp
|4==| = B
IR T TR L RS TR Opcraticnnall  Murnbed of everte O Driabled]

B S Lival Diste an T Sowtn Famt 0

y L Swemie
1 SyitembettingsPhothc
w [ Trskticheduler
[] Msrtenance
[0 g trwdiog
P
Create Cuntism Virw..

- TeamR
— It Curttisen Vibw_
1 Barming
Claar L
Terrins s

= Filtes Coorrant Loy
Termina Propartas

! tarming [ EnableLog ]

s [ Terveana Fiesl
e e AN Evemss A
» B Tema-ta
| Boubler  AMtacha sk Tathis Log
.« Tbymer
s i g Loggeet
1 uac Frresh Tk Categeny
. e
ucE . Kipwsr
1 S Computer:

UreveralTremetr Coe OpCode
1 Vst CortrotPamel ||| g infoumnation:  Evnt Loo Onling Helo

30



Getting External Data into S

plunk

2. Simulate Persistence with a Scheduled Task

This step creates a fake scheduled task to simulate persistence (like malware
staying active).

Steps:

1. Open Task Scheduler.

Filg  Actien  View Hulp
o nmEm

() Tosk Scheduler (Local)
+ L4 Task Scheduber Libeary

() Tk Sehatuden
Fille Action View Help
| nm Him

() Tank Scheduler (Local)
» i Task Scheduler Libesry

- a e
Hame Sttus  Triggen Bt Run Time Last Run T | Actions
@ Microsolifd.. Rumning  Mulliple triggers defined TA10/2025 RO1:SEPM T/R/2005 3 EW
O MicrosoftEd... Ready At 231 PM every day - Aer triggenes, repeat every | hour for a durstion of | day. T//2025 4315200 792025 3 | T Create Basic Taske..
(5 OneDrive Re. Ready At 10:32PM on 7/7/202% - After triggered, repeat every 1000000 indefinitely, /2025 103249 PM 7202510 | 0 pente Taske
(5 OrneDrive 5. Ready At 500 PM on 57101592 - Afver triggered, repeat every 1.00:00:00 indelinitely. TAV2025 105702 PM 10/30/1999) !
S OmeDrive 1. Resdy  Atlog on of DESKTOP-BLGAVE pe Trar2025 3 y
TA Dviplay AN Runnng Tasks
] Oveable AN Tagks Metory
= Mew Folder..
= = Wiew L]
Generdl  Triggers  Actions Conditions  Seftings  History 4 Refreth
Hame: | MitresottEdgelipdateTaskMac hineCore | & |8 vep
Location:  \ Selected item -
Auher b Run
Descrption: | Maintient votre logiciel Microsolt & jour. 54 cette thche est dézactivée ou amétée, votne logiciel Microselt m'est pas mis § jous, m End
ce qui signifee que les potentielles failles de sécunté pewvent ne pas fire comigées et que cerfaines fonctionnalités risquent de
e pas éare opérationnelies. Cette thche se désinatalle & elle-méme 5i sucun logiciel Microsoft ne ['utilise. & Diable
Export_.
& Properties
Security options K Detere
Wheen runming the task, use the following user accouni: ﬂ Halp
Syrtéme
Run only when uter i logged on
Run whether uter i logged on of not
Do niot store password, The task will enly have scoess to local resources %
2. Click Create Basic Task.
= = ] *
Marne Status  Triggers Pext Ruen Tirn Last Run Ty | Actions.
@ MicrosohEd... Running Mulliple triggers defined 02028 301:52P 70205 3 (e Schediter Uben
® Microsoffd.. Feady At 231 PM every dary - After triggered, repeat every | hour for o durstion of 1 day, U025 40152PM  T2005 %) | T Create Basic Tk
& Onalvive Re.. Ready At 10:32PM on 7/7/2025 - Afver triggered, repest every 1000000 indefiniely.  T/072025 103240 PM . TV2025 10 | o cnne Taske.
(B OnaDive St Ready  ALSO0PM on 5171902 - After tnggered, repest every 1000000 mdefinitely. /92005 WRST02 PR 11/30/1999| |
(@ OneDriveSt. Resdy  Atlog on of DESKTOP-ILGAV\pe 77972028 34 mport Task..
[ Dupley All Runreng Tasks
[f] Cisabie Al Tasks History
| Crosteoncta. | 2 Newfolder.
L] ::nmﬂﬂ Task... » View »
& Refresh
Reliesh B v
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3. In the wizard:
e Name: persistence

Create Basic Task Wizard X

) @ Create a Basic Task

Create a Basic Task Use this wizard to quickly schedule a common task. For more advanced options or settings
Trigger such as multiple task actions or triggers, use the Create Task command in the Actions pane.
Action MName: | persistence |

S Description:

| Next > | Cancel

e Trigger: Daily

Create Basic Task Wizard X

@ Task Trigger

Create a Basic Task When do you want the task to start?
S
Action O Week
Finish ety
(O Monthly
() Onetime
(O When the computer starts
O When | log on

) When a specific event is logged

< Back || Cancel

e Start time: Choose any time
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Create Basic Task Wizard
@[ Daily

Create a Basic Task
uabe s Backe s stat: | 7/ 972005 @~ |[ 42m5PM 2
Trigger

e vy [§ ] o

Action
Finish

[] Synchronize across time zones

< Back Mext > | Cancel

e Action: Start a program

Create Basic Task Wizard

@ Action

Create a Basic Task

Trigger What action do you want the task to perform?
Daity

(®) Start a program

Finish () Send an e-mail (deprecated)

(O Display a message (deprecated)

< Back Mext = | Cancel

e Program/script: Type cmd.exe
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Create Basic Task Wizard X
@ Start a Program
Create a Basic Task
Trigger Program/script:

Daily femd.exe | | . Browse...
Action

A SrQUMES (Optional: I—
Finish Start in (optional): I:I

< Back Cancel
. e o
4. Click Finish.
’ .
5. You'll see the task listed as Ready.
(@ Task Seheduler - . ] X
File Action View Help
4= = | 31 (o)
Glhk‘;:::uhﬂul:l] MName Shabus Iriggus Mest Run Time Laest Bun Ty Actions
> (B MicrosoftEd.. Running Multiple triggers defuned 7710/2025 3:01:52 PM 7/0/2025 3| | Task Scheduler Libeary. =
©MicrosofEd.. Ready At 231 PM every day - Afver tiggened, repeat every | houwr for a duration of 1 day,  T/W2025 £31:52 P 72025 3 | T Creste Basic Taskc.
5 OneDvive Re... Feady At 10:32 PM on 7/7/2023 - After triggered, repeat every 1.00:00:00 indefinitedy. TI/2025 103289 PM T/RA2023 1 W Creste Tk
B Onelivive St Ready A% %00 PM on 5171952 - After triggered, repeat every 1.00:00:00 indefinitely. TO/2025 1RST02 PA 117301559 T
@ Oneleive St Beady At lag on of DESKTOR.ILGAVE e 75972005 24 port Task...
® persistent Ready At 427 PM every day | T/10/2025 £27:15PM 11/301909( | 58 Display All Running Tasks
[ Disable All Tasks History
= Hew Folder...
< = View 3
Genesal Tiggers Actions Conditions Settings  History 0 Refresh
Mame: -pmiﬂm | £ E Help
Location: Sebected Itern -
Auther: DESKTOR-HLGAVE pe b Run
Desaription: n End
¥ Disable
Export...
& Properties
Security opticns K Delete
When nunning the task, use the following user account: E Help
(3
Run enly when user is logged en
Run whether user is logged on ornot
Do nat store passward. The task wall enby have access to local resources -

6. To test it, right-click the task and choose Run, a command prompt should open.
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B C\Windows\system3Zicmd.exe - o >

o x
Help
Taak Sched { '
: .hsl Schaduber mt:, Harne Status  Triggers Piext Run Tirne Last Run Ty | Actions
3 by
Microsofifd... Funning  Muliple tiggers defwed TIV202S ROLS2 PM Trsvao2s 3 | Tk Schediler Librany —
Mhicrosofiid... Feady At 231 PM every day - After tnggered, iepeat every | how for a duration of | day. 7 3152 PM | Create Basic Task
OneDeive Re... Ready At 105 PM or 4 « difter triggered, repeat every 1.00:00:00 indefinitely, 7 10e32:45 PM 7 .
Create Task
Onelerre 5t...  Feady At 500 PM on 3171992 - Adter triggered, repeat every 1,00:00:00 indefinitely. TS 105702 PM . —
Resdy  Atlog on of DESKIOP-ILGAVE\pe S -
TS & 5 Dwipley AN Running Teck
Rurm
| Desable AN Tasks Hetory
End
Migw Folder
" Disabsle | i
Expon i e 13
General Tniggers Actions Conditions  Settings Propesties 5 Bafreah
Hame: persistent s ﬂ Help
Lecstion: ) Sebected Rem -
Author DESCTOR - ILGAVE pe b Bun
Dresenpteon n End
o Desable
Export
Propertnes
Security options A Delete
When nunning the task, use the following uier sccount: H Help
=4
Foum ealy whin uier o legged on
Roun whether uier i legged on of not
Do net store pasiword, The task will enly hive $00631 1o locsl ittouices
-

3. Save Task Scheduler Logs

1. Go back to Event Viewer —
e Applications and Services Logs > Microsoft > Windows > TaskScheduler >
Operational

Dpan Saved Log

¥ Consin Coms

[T —
Clans Log
¥ e Cument Log

Progvten

st Log
& el

I Seee a
ane T th
Ao 29 Crastd Tah Priass
ST 08 Tk sngaiered Vieer L
i Pelveiky
- 4 »
B e »
Loarne P00 Wueduder
- Immmm -
Giratinl Detady
Temest Propastas
[Tith Sobeduber 2ol Ceithully Tovabopd *| Wedde 1 251 902000 o4 Te-cBLad LITONY walliei g f T § sech nl
ok v pe gt Tl b1 L Fie v " SLTTORETE WT st o [ QTS —
T Copy »
EpemmgTigr, s ey By LogMene Mecroroft: Windos: Tt haduber Cpespbonal ey
e i Refrosl
Eeerarallarocn-Rarrs Smate Tarii Sl bupabuded Lispged SI0TH A 37 P
4 [T Tok Cotngrry: Lok rompleted H Hee L3
i === ¥ g — i
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2. Right-click Operational — Save All Events As...

[l ert Ve
File Action View Help
<% amEm
B YT L R R Operational  Numiber of eve
| SmanScreen
| SMBCH Vel Date and Terme Sournce Event 1D Tatk Category
| sMgDy  OPenvedlog- /972025 43507 PM TaskScheduler 02 Taskcompieted |
] SABSe Create Custom Verw. /972025 4:35:07 P TaskSeheduber 00 Action completed
1 SMEWE Import Custom View... T/R/2025 43507 PM TaskScheduler N0 Action tarted
1 Sueehe Can L T/9r2025 43507 M TaskScheduler 100 Task Started
| Sronage 9= 77972025 43507 M TuskScheduler 129 Created Task Proces
Sorage Pl Curent Log-. /92025 4:35:07 PM TaskScheduber 114 Missed task started
Sorage  Propenes 7//2005 4:33:51 PM TaekSeheduler 1 Tak registration dely
Horgt Disable Log 17902025 3310 PM TaskScheduler W02 Task completed
:“’F Find.. T/9/2025 &:33:10 PM TatkSeheduler M1 Action completed
{-f
s Ly e " Reseuel
- : kSeheduler N0 Action wtarted
| Store Attach & Tusk To this Log...
S Soorher /972025 43201 PM TaskScheduler 100 Task Started
. e Viewe * T/O2025 43201 PM TaskScheduler 125 Created Tosk Proces|
T T/9/2025 4:30:07 PM TaskScheduler 106 Task registered
w [ TaskSck *|
[ Mai M :
] Opwriendd FEveRTTOE TS lles x
1 PP Genedal
; . 8l Dwetails A
© TermunafServices-Clien
. Task Scheduler successtully finshed (6b43120-2110-4dbec-abTe- eB4ad 3259900 instance of the
! TerminatServices-Chen 'lhkrmdlidg:Up:l‘nTuu:mhumlu' task for m'.am::lm;tunwr. e
1 Terrunalfierace-Local
1 TerminalServicei-PrPD
1 TermminalServices-Prinki Liog Name: Microsalt-Windows: TiakScheduler Operational
! TerminalServices-Rome Seurce TaskScheduler Legged: TI9F2025 43507 PM
] Terminaliarvices-Seve Event 1D 4] Task Cotegesy: Task completed
o . -
< L & % ¥ [ mp——— et e
3. Choose a folder like C:\tmp
& saveas X
&« v~ 4 ks » ThisPC » Local Disk (C) » v 0 Search Local Disk (C:) o
Organize » Mew folder == = (7]
~
- =
& OneDrive Name Date modified Type
inetpub 6/30/2025 8:15 PM File fi
This PC d o .
T _ PerfLegs 12/7/2019 %:14 AM File f
) 30 Objects Program Files 7/8/2025 10:08 PM File f
I Desktop Program Files (x36) 10/6/2021 2:36 PM File f
@ Deocuments Users 6/30/2025 2:30 FM File f
‘ Downloads Windows 6/30/2025 8:19 PM File f
D Music 7/9/2025 4:37 PM File f
[&=] Pictures
‘ Videos
= LocalDisk (&) |, >
File name: | v
Save as type: IEvent Files (*.evtx) w

» Hide Folders Cancel I
¢ Name the file: PersistentEvents.evtx

e Choose Event Files (*.evtx) as the file type

e (Click Save

& Open Saved Log

T Create Cuntom View...
Irrsport Custom Vee.
Clear Log--

T Filter Current Log...

Properties

Denable Log

Find..

St Al Beenibs As

Antach » Task To ther

=
I

Wikw ¥
o Refresh
[ 7 L
Event 102, TaskScheduler =

1 Evert Properties
W] Artach Task To This E—
ke Save Sebected Events

15 Copy L
o Refeesh
7 »
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E Save As

<« v I <« Local Disk (C:) » tmp v Search tmp 0

Organize = New folder == 0

PN . . ’
@& CneDrive MName Date modified Type

E This PC Mo tems match your search.
_J 3D Objects

I Desktop

|%] Documents

4 Downloads

b Music

| Pictures

B videos

. Local Disk (C:) o

File name: | F'ersistentEventﬂ |

Save as type: | Event Files (*.evix)

» Hide Folders Save Cancel

6. When asked about display info, choose No display information

Display Information X

To enable viewing this log correctly on other computers,
you may need to include display information.

(® No display information

(O Display information for these languages:

[] English (United States)
[] French (France)

OK Cancel
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7. Confirm the file is saved in C:\tmp

[+ = | tmp — [m] ®
m Home  Share  View 7]
« v » ThisPC > Local Disk (C:) » tmp v & | Searchtmp =

& Downloads # *  Mame Date modified Type Size
(4| Documents # [3] PersistenceEvents 7/9/2025 4:54 PM Ewent Log 68 KB
&= Pictures o

default

default

default

lecal

4. Configure Splunk Universal Forwarder to Monitor the Folder

1. Open the file:
e C:\Program
Files\SplunkUniversalForwarder\etc\apps\Splunk_TA_windows\local\inputs.conf

T | local - [m] x
m Home Share Wiew o
= w « SplunkUniversalForwarder » ete » apps » Splunk TA windows » local w O 2

& Downloads + Mamne ’ Date modified

o~
|

:| Documents o -iﬂputs

= Pictures +
default
default
default
lecal

o OneDrive
3 This PC

B 3D Objects

Il Deskrop

4 Decuments

& Downloads

b Music

= Pictures

. Videos

i Local Disk (C:)

:} Metwork

2. Add this configuration:

| *inputs - Notepad - O X

File Edit Format View Help

[WinEventLog://Security]
disabled = @

[monitor://C:\tmp]
disabled = @
index = test]

e disabled = 0 means monitoring is active
e index = test sends the data to the index named test
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3. Restart the Universal Forwarder:
e Open Admin Command Prompt

e Go to: C:\Program Files\SplunkUniversalForwarder\bin
e Run: splunk restart

B Administrator: Command Prompt = m] X

5. Verify Logs in Splunk Web

To check if logs are coming in:
1.0pen Splunk Web in your browser.
2.In the search bar, type: index=test

3.You should see events from the folder C\tmp, like: WinEventLog:Microsoft-
Windows-TaskScheduler/Operational
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Onboarding Windows Registry Data

Monitoring the Windows Registry provides valuable insights for numerous use cases,

aiding in security investigations and system health monitoring.

Why Monitor the Windows Registry?

The Windows Registry is like a big settings database for Windows and its apps.

Monitoring it helps you:

e Detect new services: Can show if malware or unknown software was installed.
¢ Track autoruns: Malware often sets itself to start with Windows.
e Spot disabled security features: Like WDigest being turned off — a sign of

attack.

e Help investigations: Shows info about installed software, COM objects, etc.

e Find weak settings: Bad registry configs can be risky.

e Detect unknown devices: Registry logs can show if someone plugged in

unauthorized hardware.

Configure Splunk to Monitor Registry

To collect registry data, you need to edit the inputs.conf file on the Windows

machine where Splunk Universal Forwarder is installed.

e Configuration

| inputs.conf - Notepad

File Edit Format View Help

[WinEventLog://Security]
disabled = B

[WinRegMon://services]

disabled = 8

hive = \\REGISTRY\\MACHINE\\SYSTEM\\CurrentControlSet\\Services\\.*
proc ¥

type = set|create|delete|rename

baseline = 1

baseline_interwval = 86400

index = te&ﬂ
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What Each Line Means:

WinRegMon://services: Just a name for this config.
hive: Which part of the registry to watch, here it's services.
proc: Watch all processes making changes.
type: What kind of changes to track:

o set: Change a value

o create: Make a new key/value

o delete: Remove a key/value

o rename: Rename a key
baseline = 1: Helps detect changes from a clean state.
baseline_interval = 86400: Re-check every 24 hours.
index = test: Send the data to the test index in Splunk.

Where to Put This Config

File path:

C:\Program
Files\SplunkUniversalForwarder\etc\apps\Splunk_TA_windows\local\inputs.conf

Restart
After editing, restart Splunk Universal Forwarder:

B Administrator: Command Prompt - o

Version 10.8.19844. 'I.::'Z:"::

splunkUniversal Forwarder\splunkforwarder
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Search and Analyze Registry Data in Splunk
Once data is coming in, you can search it in Splunk Web.

Basic Search:

Filter for Registry Events:

New Search

(T pe—

MNew Search

If you don't see results, try changing the time range or check if sampling is enabled.
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What You'll See in Results
Each registry event will show:
e time: When it happened
e event_status: Was it successful?
e process_image: Which program made the change
e registry_type: Type of change (e.g., createKey, SetValue)
e host: Which machine
e source: Where the data came from
e sourcetype: Should be WinRegistry
e action: What happened (e.g., modified)
e key_path: Full path to the registry key
e registry_key_name: Name of the key
e registry_path: Path to the key
e registry_value_name: Name of the value
e registry_value_type: Type of data (e.g., REG_BINARY)
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Ingesting Dynamic Windows Registry Data

Splunk’s powerful data ingestion features allow organizations to collect and analyze
machine data for security, operations, and performance. Going beyond basic log
collection, a strategic approach focuses on targeted data to reduce noise and
improve insights.

Strategic Data Collection Using inputs.conf

The inputs.conf file on Splunk Universal Forwarders is where you define what data
to collect. It gives you fine control to:

e Filter specific events

e Reduce resource usage

e Focus on relevant security signals

Example: Targeted Windows Security Event Log Ingestion

Instead of collecting all logs, you can focus on critical security events, like changes to
security-enabled groups (e.g., local Administrators group).

Key Event IDs:
e 4732: A user was added to a security-enabled local group
e 4733: A user was removed from a security-enabled local group

Sample Configuration in inputs.conf:

| inputs.conf - Notepad = O X

File Edit Format View Help
[WinEventLog: //Security]

disabled = @

whitelist = EventCode="(4732|4733)"
index = test

[WinRegMon: //services]

disabled = ©

hive = \\REGISTRY\\MACHINE\\SYSTEM\\CurrentControlSet\\Services\\.*
proc = .*
type = set|create|delete|rename
baseline = 1

baseline interval = 86480

index = test

e whitelist: Only collects events with ID 4732 or 4733
e index: Sends data to the security_monitoring index

e After modifying inputs.conf, a restart of the Splunk Universal Forwarder is
mandatory for the changes to take effect:

44



Getting External Data into Splunk

iversalForwarder\binxsplunk restart

"C:\Program Files\SplunkUniversalForwarder\splunkforwarder-9.4.3-

rwarder: Starting (pid 4812)

This method is called source-side filtering, it reduces bandwidth and indexing costs
by filtering logs before they reach Splunk.

Verifying Ingestion

To test if it works:
1.Add/remove a user from the local Administrators group
2.Search in Splunk:

New Search

vty ¢ F1AM on Pratey, by T, 2075

Beyond EventCode: Using whitelist Flexibly

The whitelist (and its opposite, blacklist or denylist) can filter any field Splunk
parses, not just EventCode.

This means you can:
e Target specific usernames
e Filter by process name
e Focus on registry paths, etc.

For advanced use, check Splunk’s official documentation on allow/deny list formats.
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Onboarding Generic Linux System Logs

To collect Linux logs (like /var/log/auth.log) and send them to Splunk, you need the
Splunk Add-on for Unix and Linux installed on your Universal Forwarder (UF).

Step 1: Download the Add-on
e Go to Splunkbase and download Splunk Add-on for Unix and Linux (.tgz file).

splunkbase  conections  apps

Splunk Add-cn for Ui and Linio

Splunk Add-on for Unix and Linux

AddOn+

Step 2: Transfer to the Universal Forwarder

e Use SCP to copy the .tgz fi

¢ \Down loads\splunk -add-on-for-t

le to your UF:

B

total 87100
W-r 1 ubuntu ubuntu
11 ubuntu ubuntu
rwW-rw-r 1 ubuntu ubuntu 890457

You should see the .tgz file.

Step 3: Install the Add-on
e Move the file to the apps directory:

:~% mv splunk-add-on-for-unix-and-linux 1016.tgz /[home/ubuntu/splunkforwarder/etc/apps/

e Navigate to the directory and extract:

:~% cd ./splunkforwarder/etc/apps/
% ls
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$ |tar -xf splunk-add-on-for-unix-and-linux 181@.tgz

$ 1s

You should see Splunk_TA_nix.

e Restart UF:
ink forwarder/bing| sudo ./splunk restart

Y the SPLUNK_HOME ownership
R ubuntu:ubuntu shomesubuntu/splunkforwarder"

[8089] : oper

S for problems...

edits...
ainst hashes from '/shomesubuntus/splunkforwarder/splunkf

non (splunkd) ...

4. Alternative Method (Splunk Web)
e Go to Apps (Manage) — Browse More Apps in Splunk Enterprise.

Apps ! Hello, Administrator L+

@

wink paniz (L]
=
B=
——

St
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Apps | Hrowsa more apps

e Search for Splunk Add-on for Unix and Linux and click Install.

Browse More Apps

=
Splunk Add-on for Unlx and Linus m Sandily Agontloss S0 ;...lj- for Linux m

[q BeyondTrust Privilege Management for Uinix an. m ﬁ Splunk Adhd-o6n for Linix m

Step 4: Configure Data Input

e Create alocal directory inside Splunk_TA_nix if it doesn't exist.
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inputs.conf *

e Save and exit.
e Restart UF:

Done.
splunkd.pid doesn't

Splunk> The IT Search Engine.

6. Verifying Data Ingestion in Splunk Enterprise

After restarting the Splunk Universal Forwarder, you can confirm that
authentication logs from your Linux system are being successfully sent to Splunk.

Step-by-Step Verification

1. Perform a Search
e Go to the Search & Reporting app
¢ |n the search bar, enter:

New Search

2. Review Search Results
You should see events coming from /var/log/auth.log. These events confirm that
your Universal Forwarder is working correctly.
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Example Event Fields
Here are some of the fields you'll see in the search results:
e host: The name of your Linux server
e index: test (as configured)
e source: /var/log/auth.log
e sourcetype: linux_secure
e action: e.g., success for successful logins
e user: The username involved in the login
_time: When the event happened
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Onboarding Authentication Logs from Ubuntu UF

You can collect logs from /var/log/auth.log using two methods:
1.Using the full Splunk TA-linux_secure add-on
2.Using only inputs.conf for a lightweight setup

Prerequisites
e Splunk Universal Forwarder installed on Ubuntu
e SSH or console access to the server
e Arunning Splunk indexer
e A working outputs.conf file

This file tells the Universal Forwarder where to send data.
Steps:

e Copy your existing outputs.conf to:
/home/ubuntu/splunkforwarder/etc/system/local/
e Use scp from your local machine:

ubuntu@ubuntu:~/splunkforwarder/etc/systems/local® cat outputs.cont

[tcpout]
detaultGroup = default-autolb-g2roup

[tcpout:default-autolb-group]

server = 192.168.1.13:9997

[tcpout-server://192.168.1.13:9997]

e Make sure the IP and port in outputs.conf match your Splunk indexer
(default port is 9997)

The Splunk Forwarder runs under a specific user (often splunk). This user needs
read access to /var/log/auth.log.
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Add Read Permission

ubuntu@ubuntu:~%|sudo chmod o+r /var/logsauth. log

1)

[sudo] pa ord ftar uduntu:
e This is less secure if the file contains sensitive data.

Check

ubuntu@ubuntu:™% |1s -1 /var/log/auth. log
-rw=-r--r=-- 1 syslog adm 3594 Jul 13 15:49 Avarslogsauth.log

e This is safer and more standard for log access.

After making changes (permissions, config files), restart the service:

% cd -'r'll_ll:'-:-.-"I_l|_:_lr'|T,I_.'-"':.|:l]_Ir'|}‘f::lr"l_l_l.':l:"'|:1r_-'l ‘hin
forwarder/bing sudo ./splunk restart

2t the SPLUNK_HOME ownership
-R ubuntu:ubunty shomesubuntussplunkforwarder”

as this may take a few minutes.

T superhero. Go home early.

e Go to Splunk Web
e Search:

MNew Search

e You should see parsed events from /var/log/auth.log, confirming successful
onboarding!
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Configuring Ingestion for Apache Web Server Access
Logs
If you're running an Apache web server and want to send access logs to Splunk in a

clean, structured way, here's a simple guide to help you do that using JSON format
and the Splunk Universal Forwarder.

1. Configure Apache to Log in JSON Format

Splunk works best with structured data like JSON. So first, we'll set up Apache to log
access data in JSON.

e Go to Apache config folder:

3 root roc

root roo

root ro« pr 3 89:85 apache2.conf
root roo ‘

root ro

root roc 1 ~ 18 20 envvars
root root 31 far 18 2824 magic

root roc [

root roc

root roc Mar 24 ports.conf
root roc Jul 13 20:45

root roc 196 13 20:45

AR R R N R RN

e (Create a new config file (e.g. log-splunk.conf) inside conf-available:

$ sudo nano conf-available/log-splunk.conf

e Add this custom log format:
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GNU nano 6.2

<IfModule log_config _module>

conf-available/log-splunk.conf *

LogFormat “"%h %1 % ) i>s %b ser-Agent}i\"" combined

LogFormat
Module lc¢ 1724 10 module>

%>s, uri_path=\ \", uri_query o \' **| splunk json

¢ /IfModule>

CustomLog "/var/ ) C og” splunk_json

<fIfModule>

e Save and exit (Ctrl+X, then Y, then Enter).

e Edit your default virtual host file:

¢ lsudo nano sites-available/000-default.conf

¢ |nside <VirtualHost *:80>, find or add this line:
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sites-available/000-default.conf *

GNU nano 6.2
<VirtualHos

og | splunk

</VirtualHost>

e Save and exit.

e Enable the config:

% sudo a2enconf log-splunk
o

Enabling conf log-splunk.

To activate the new configuration, you need to run:
systemctl reload apache2

o Apply Apache Changes

! - $ sudo systemctl reload apache2

e Generate some traffic (e.g., open your website).
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g/ TR/ xhtml1/DTD/xhtmll-tran

eth ET ; ht
client=127.08.8.1

You should see |]SON-formatted entries.

2. Install Splunk Universal Forwarderr

e Go to Splunk Downloads and get the .tgz for Linux.

Universal Forwarder

01010
0101
data se

The universal forwarder (UF) collects scurely from remote

sources. inc |,|(:ir11; other forwarders, and sends it into Splunk
software for indexing and consolidation. It's the primary way to
send data into your Splunk Cloud Platform or Splunk Enterprise

instance

Get My Free Download
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& Windows Mac OS5 § Free BSD “"% Solaris AlX

4%+, of 5.x+ kernel Linux e e o
distributions 4
1g2 Comy wetink & More -
\ /
4.14+, 5.4+ kernel Linux s 7
i pr= .deb Dowriload Mow O ( &) Mofe ~
distributions with libe v2.21+, R —
&%+ kernel, Graviton+ Servers - ,
64-bit pm 476 b Diowndoad Mow Q Copy wget link & Mofe ~
Agz X Downdoad Now 0 Copy wgel link & ) More -
4%+, 5.3+, 6.x+ kernel Linux pm == Download Now O Copy wget fink More -
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deb 454 M) Download Now O Copy wget fink 5 More -
tgz 492 M Downdoad How O More ~
4%+, or B.x+ kernel Linux tgz Downboad Now  § [ Copy wget link & ) More -
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e Enable the forwarder:

fhome fubuntu/splunkforwarder/bin/splunk enable boot-start -user ubuntu -systemd-managed 1

e Start the forwarder:

me /ubuntu/splunkforwarder/splunkfor

3. Install Splunk Add-on for Apache

Search for the appropriate Apache-related apps or add-ons on Splunkbase to
enable log collection and analysis from Apache Web Servers within Splunk.

Browse More Apps

[epache ]

@ Atlas ITSI Content Pack for Apache Web Server

0 Splunk Solutions

Generie Splunk Add-on for Apache Web Server
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4. Download Splunk Add-on for Apache
e Go to Splunkbase and download the Splunk Add-on for Apache Web Server.

i

Splunk Add-on for Apache Web Server

e Move it to the forwarder’s etc/apps folder:

scp from local machine:
168.1.17: /home fubuntu

B8 - 38

e Extract the add-on:

$ [tar -xf splunk-add-on-for-apache-web-server 210.tpgz

This will create a directory like Splunk_TA_apache.

e Restart the forwarder:

5. Configure Log Monitoring

e Create the local folder if it doesn't exist:

| Lunkf Lun! ﬁ mkdir local
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e (Create inputs.conf:

% sudo nano inputs.conf

e Add this config:

GNU nano 6.2 inputs.conf
. I rr/ Loqg/apaches;

sourcetype = apache:access:

index = test

=0

e Save and restart:
% sudo

12 SPLUNK

ubuntu:ubuntu ntuwf -=.p! unkforwarder™

; a5 this may take a few minutes.

ome/ubuntu/splunkforwarder/splunkforwarder-9.4.3-237ebb

6. Verify Logs in Splunk

e Go to Splunk Web.
e Open Search & Reporting.
e Run:
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You should see your Apache logs in JSON format
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Comprehensive Guide to Onboarding CSV Files

CSV files are everywhere simple, structured, and easy to work with. But when it
comes to Splunk, you need to make sure the data is ingested properly so you can
search and analyze it easily. Here's a step-by-step guide to help you do that using
Indexed Extractions.

What Are Indexed Extractions?

Normally, Splunk reads each line of a file as a raw event. That means even the
header (like rank,domain,tld) shows up as an event.

With Indexed Extractions, Splunk reads the header and uses it to extract fields
from each line. So instead of raw lines, you get structured events like:
rank=1, domain=google.com, tld=com

) b :~$ 1ls -la /var/log/top*
-rW-rw-r-- 1 ubuntu ubuntu 28941 Jul 17 13:08@ /var/log/top-1000.csv
-rw-rw-r-- 1 ubuntu ubuntu 28941 Jul 18 10:45 /var/log/top-1688.txt
tu@ :~$ head /var/log/top-1000.csv
# These are the top 168@ domains and their top level domains
rank,domain,tld
1,google.com,com

2,microsoft.com,com
3,www.google.com, com

4 ,netflix.com,com
5,¢cloud.netflix.com,com
6,prod.cloud.netflix.com,com
7 ,data.microsoft.com, com
8,ftl.netflix.com,com

e Important: All parsing and field extraction must happen on the Universal
Forwarder. Settings on the Indexer won't work here.

Monitor Your CSV File

To tell Splunk to watch your CSV file for new data:
e (Create top1000_csv_inputs and default folders
e Go to your app's inputs directory
e (reate inputs.conf:
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:~% cd ./splunkforwarder/etc/apps/
: $ mkdir topl@88_csv_inputs
$ cd toplEBB_csv_inputs/

$ mkdir default
£ cd default/
£ nano inputs.conf

e Add this stanza:

GNU nano 6.2 inputs.conf *

index = test
disabled = ©

Verify Ingestion in Splunk
e Go to Splunk Web and search:

MNéew Search

e (Click on an event and check the Selected Fields. You should see fields like rank,
domain, and tld.

tid x

Top 10 Values

=)
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New Search

Improve Field Extraction (props.conf)

If Splunk doesn’t extract fields correctly, you can force it to treat the file as CSV:
e Go to: ~/splunkforwarder/etc/system/default/
e Edit props.conf:

F/splunkforwarder/etc/systen/defaulth [nano_props.conf

e Add this:

SHOULD_LINEMERGE = False
pulldown_type = true

= CsV

Structured
= Comma-separated value format. Set header and other settings in "Delimited Settings"

sourcetype
1 Value, 100% of event e

Reports

Values
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Handle Multiple Files with Different Sourcetypes

If you have more than one file (e.g., .txt or other formats), give each one a unique
sourcetype:

- $ head /var/log/top-1666.txt
# These are the top 1000 domains and their top level domains
rank,domain,tld
1,google.com,com
2,microsoft.com,com

3,www.google.com, com

4, netflix.com,com
5,cloud.netflix.com,com
6,prod.cloud.netflix.com,com
7,data.microsoft.com,com
8,ftl.netflix.com,com

e Edit inputs.conf again:

B nano ./inputs

GNU nano 6.2 ./inputs.conf *

This helps you search and manage data more easily.

Restart Splunk and Confirm
e Restart the forwarder:

: %/ sudo ./bin/splunk restart
[sudo] password for ubuntu:
Warning: Attempting to revert the SPLUNK_HOME ownership
Warning: Executing "chown -R ubuntu:ubuntu /home/ubuntu/splunkforwarder"
Stopping splunkd...
Shutting down. Please wait, as this may take a few minutes.

Stopping splunk helpers

Done.
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e Go back to Splunk Web and search:

Hew Search

.......

Mew Search

e Check if fields like tld are extracted correctly. You can even explore top values to
confirm data quality.

i
tid X
Reports

Top 10 Valued
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Custom Data Sources and the "Great 8" Best Practices

When you're working with custom logs, like niche software, in-house apps, or
unique formats, Splunk won't have a ready-made add-on. That's where custom
sourcetypes and Technical Add-ons (TAs) come in.

To make sure Splunk parses your data correctly, you need to configure how events
are broken, timestamped, and indexed. This is done using the "Great 8" parsing
settings in props.conf.

The "Great 8" Parsing Settings Explained

Here are the 8 key settings you should always define when creating a custom
sourcetype:
1.TIME_PREFIX
o Tells Splunk where the timestamp starts.
o Example: timestamp="if your log looks like timestamp="2023-10-26..."
2.TIME_FORMAT
o Defines the format of the timestamp.
o Example: %Y-%m-%d %H:%M:%S for 2023-10-26 14:30:00
3.MAX_TIMESTAMP_LOOKAHEAD
o How many characters Splunk should scan after TIME_PREFIX to find the
timestamp.
4, SHOULD_LINEMERGE
o Set to false if each log entry is one line. Helps performance.
5.LINE_BREAKER
o Regex that defines where one event ends and the next begins.
o Example: ([\r\n]+) for new lines.
6. TRUNCATE
o Max size of a single event (in bytes). Prevents huge events from being
indexed.
7.EVENT_BREAKER
o Lets Splunk break events at the Universal Forwarder level (not just indexer).
8.EVENT_BREAKER_ENABLE
o Enables the above setting. Set to true.

Example: Onboarding Ubuntu dpkg.log

Let’'s say you want to ingest /var/log/dpkg.log from an Ubuntu system.
1. Create App Directory
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$ mkdir -p dpkg/default

$ cd dpkg/default/

: $ nano props.conf

e props.conf Content for dpkg Logs
GNU nano 6.2 props.conf *

TIME_PREFIX = A
TIME_FORMAT = %Y-%m-%d %H:%M:%S
MAX_TIMESTAMP_LOOKAHEAD = 20
SHOULD_LINEMERGE = false
LINE_BREAKER = ([\r\n]+)

TRUNCATE = 2000
EVENT_BREAKER = ([\r\n]+)
EVENT_BREAKER_ENABLE = true

This configuration explicitly sets several key parsing parameters for the
ubuntu_dpkg_log sourcetype:
o TIME_PREFIX = A:; Indicates the timestamp is expected at the beginning of each
event.
e TIME_FORMAT = %Y-%m-%d %H:%M:%S: Specifies the timestamp format (e.g.,
2023-10-26 14:30:00).
e MAX_TIMESTAMP_LOOKAHEAD = 20: Sets the maximum characters Splunk will
scan for the timestamp after the TIME_PREFIX.
e SHOULD_LINEMERGE = false: Prevents multiple lines from being combined into
a single event, indicating each log entry is a single line.
o LINE_BREAKER = ([\r\n]+): Defines that a new line character signifies a new
event, consistent with SHOULD_LINEMERGE = false.
e TRUNCATE = 2000: Sets the maximum event size to 2000 bytes, acting as a
safeguard against overly large events.
e EVENT_BREAKER = ([\r\n]+): Enables event breaking at the Universal Forwarder
level based on new lines.
o EVENT_BREAKER_ENABLE = true: Activates the EVENT_BREAKER functionality on
the forwarder.
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: $ nano inputs.conf

GNU nano 6.2 inputs.conf *

sourcetype = dpkg
index = test

disabled = ©

This configuration specifies:
e [monitor:///var/log/dpkg.log]: Instructs Splunk to monitor the file
/var/log/dpkg.log.
e sourcetype = dpkg: Assigns the dpkg sourcetype to the data from this log file,
ensuring it uses the parsing rules defined in props.conf.
e index = test: Directs the ingested data to the test index in Splunk.
e disabled = 0: Ensures this input is active (0 means enabled).

ubuntuaubuntu: $ |sudo ./bin/splunk restart
[sudo] password for ubuntu:
Warning: Attempting to revert the SPLUNK_HOME ownership
Warning: Executing "chown -R ubuntu:ubuntu /home/ubuntu/splunkforwarder"
Stopping splunkd...
i down. Please wait, as this may take a few minutes.

splunk helpers...

splunkd.pid doesn't exist...
Splunk> 4TW

Checking prerequisites...

Checking mgmt port [8889]: open

Checking conf files for problems...

Done

Checking default conf files for edits...

Validating installed files against hashes from '/home/ubuntu/splunkforwarder/splu
nkforwarder-9.4.3-237ebbd22314-1inux-amdé4-manifest’

All installed files intact.

Done
All preliminary checks passed.

Starting splunk server daemon (splunkd)...
Done
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e Search:

You should see clean, timestamped events from dpkg.log, parsed using your
custom sourcetype.
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Extracting Data Fields using the EXTRACT Command

Splunk is powerful because it doesn't just store logs, it makes data searchable. One
of the key ways it does this is through field extraction, which turns raw log lines into
structured, searchable fields.

What Is Search-Time Field Extraction?

Unlike index-time extraction (which happens when data first enters Splunk), search-
time extraction happens when you run a search. This means:

e You can define new fields anytime, even after data is already indexed.

e No need to re-ingest or re-index your data.

e Super flexible, perfect for evolving log formats or changing analysis needs.

Things to Keep in Mind
e Search-time extraction uses CPU on the Search Head every time you run a
query.
e In large environments, make sure field extraction configs are consistent across
all Search Heads, especially in clusters.

How to Extract Fields in Splunk

Splunk offers three main methods to extract fields:

1. EXTRACT (Inline in props.conf)
e Define regex directly in props.conf under your sourcetype.
e Best for simple to medium complexity extractions.

2. REPORT (Using transforms.conf)
e Use props.conf + transforms.conf for more complex logic or reusable regex.
e Great for shared rules across multiple sourcetypes or when using lookups.

3. Automatic Field Discovery

Splunk can auto-extract fields from structured formats like:
e Key-Value pairs: user=jsmith status=success
e JSON: {"user": "jsmith", "status": "success" }
e XML: <user>jsmith</user>

No config needed, Splunk does the work for you!
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Step-by-Step: Extracting Fields via Ul

Example:

B want Ty value Actions
v - w
- -
= 2025 52:08.372+00:00
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3. Choose “Regular Expression” method

Mext

Extract Fields ® Exdsting fields >

Sedect Sedect Flelds Valiclate Sire
Method

Select Method

Indicate the method you want to use 1o extract your fleld(s). Learn more [2
| prefer to weite the regular expression mysell »

Source type
failZban
2025-07-21 11:52:088,372 fail?ban. jail [69865]: INFO Jafl ‘sshd’ started
(=) x|y|z
/ Regular Expression Delimiters
Splunk Entorprise will extract fledds using Splunk Entorprise will extract fiekds. using
o Regular Expression o delimier (Such 8s COMMas, SPacRS, of
characters) Use this method for delimited

data like comma separpied walues G5V
Ties).

4. Highlight the value you want to extract
Example: highlight INFO to create a field called log_level.

5. Name the field and click “Add Extraction”

.—. ¢ Back Next >
Extract Fields s

Salect Select Fields Validate Save

Method

Select Fields

Existing fields >

Highlight one or more values in the sample event to create fields. You can indicate one value is required, meaning it must exist in an event for the
regular expression to match. Click on highlighted values in the sample event to modify them. To highlight text that is already part of an existing

extraction, first turn off the existing extractions. Leam more [2 n

2025-07-21 11:52:08,372 fail2ban. jail (698651 |[INFO) |  Jai1 'ssha’ started
Extract Require

Sample INFO
Value

Add Extraction
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6. Preview and refine the regex if needed

Preview
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7. Save the extraction and set permissions
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Bxtract Fislds o Back

Save

Mt 5o mn i e
Daeaiior his EXTRACT: log level
Cwnes ademin
g

P o ™

T

Feguier Dopewwiion T AN a0 g ey

8. Explore your new field in search results

Success!
You have extracted additional fiedds from your data (sourcetype=failZban).

[Edit your field extractions at any time by going 1o Fleld Extractions.

What would you like to do next?

+ IEx:plore the fields | just created in Search h\
+  Extract more figlds

Naw Search
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Getting External Data into Splunk

Extracting Data Fields using the REPORT Command

Why Use REPORT for Field Extraction in Splunk?

When working with custom log formats in Splunk, like fail2ban logs or other non-
standard sources, you often need to extract fields using regular expressions (regex).
Splunk gives you two main ways to do this: EXTRACT and REPORT.

While EXTRACT is great for quick setups, REPORT is the better choice when you
want clean, reusable, and scalable configurations.

Benefits of Using REPORT

1. Regex Reusability

Define your regex once in transforms.conf and reuse it across multiple sourcetypes
in props.conf.

2. Modular Configuration

Keeps your regex logic separate from sourcetype definitions — easier to manage
and troubleshoot.

3. Advanced Field Mapping

Use FORMAT to assign names to regex capture groups, making your field extraction
more readable and precise.

Example: Extracting Fields from fail2ban Logs

splunk@splunk:~/splunk/etc/apps/failzban/default® \nano transforms.cont

. GNU nano . transforms.conf

REGEX = “(?7<timestamp>\d{di-\di2i-\
FORMAT = timestamp::$1 component::$2

e This regex captures key parts of the log and maps them to field names like
timestamp.

splunk@splunk:™/splunk/etc/apps/ftailzban/detault$ nano props.cont
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0 6.2 s.conf
[fail2bhan)]
SHOULD_LINEMERGE = false
REPORT-failZban = fail2ban_fields
TIME_PREFIX = ~

oro

: GNU nan

TIME_FORMAT =
MAX_TIMESTAMP_

e This tells Splunk to apply the fail2ban_fields extraction to all events with
sourcetype=fail2ban.

splunk@splunk: ~/splunksetcsappssfailzbansdefault®sudo LA 4L L . L rhinssplunk restart

e Note: The relative path is used because you're deep inside the app directory.

Search:

e You should now see fields like timestamp in the left sidebar under Selected
Fields, confirming that your extraction is working!
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