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Guide 

Installing an Intrusion Detection System 

on Ubuntu Server 22.04 

- Nuno Romão 

 
Objective: 

In this lab you’ll will be able to follow the step-by-step guide to install an Intrusion Detection 

System on your organization using an Ubuntu Server 22.04. This guide will provide steps to 

install the server, snort and run a few configurations for your test environment. 
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We will be installing SNORT as the Intrusion Detection System on an Ubuntu Server 22.04. 
  
Let's install our Ubuntu Server from scratch. 
  

 
Figure 1 - Ubuntu Server boot 

  
  

 
Figure 2 - Select the language for your server 
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Figure 3 - Update your installer 
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Figure 4 - Keyboard language selection 

  
Choose your keyboard language. 
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Select the minimized version of Ubuntu, as this server will be used only as a sensor on the 
network to detect possible attacks. 
 

 
Figure 5 - Ubuntu Server option selection 

  
  



 

[© Nuno Filipe Romão Pereira] 
6 

Leave the network as dhcp for the time being, we'll change the IP address later. (if you wnat 
to set the IP now, you can do it, your choice…) 
 

 
Figure 6 - Server network configuration 
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Ignore the proxy address, unless you are in a restricted network where it is necessary to 
configure a proxy address. 
 

 
Figure 7 - Ubuntu Server Proxy Address 
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Leave the default mirror address or use another mirror closer to your location. 
 

 
Figure 8 - Ubuntu Mirror Address configuration 

  
  



 

[© Nuno Filipe Romão Pereira] 
9 

If you want to save space, remove the LVM option and continue. 
(it doesn’t affect what we’ll be doing) 
 

 
Figure 9 - Ubuntu LVM setup 
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Lets proceed. 
 

 
Figure 10 - Storage Configuration 
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Continue with the installation process. 
 

 
Figure 11 - Installation confirmation 
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Setup an account for your server. 
 

 
Figure 12 - User account setup 
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Install OpenSSH server to login remotely later. 
 

 
Figure 13 - Setup OpenSSH to connect remotely 
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Figure 14 - Ignore additional packages and continue 
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Let the installation and update process finish. 
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When finished, reboot your server. 
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When the system boots for the first time, it will generate the SSH keys, you can ignore it and 
login to the system to setup your IP address. 
 

 
Figure 15 - Ubuntu Server first boot 

  
Login and update your system. 
# apt update 

 
Figure 16 - Ubuntu server update 
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Install an editor. 
# apt install nano 
 

 
Figure 17 - nano installation process 

  
 
Edit your netplan network configuration. 
# nano /etc/netplan/00-installer-config.yaml 

 
Figure 18 - Edit network configuration file 

  
Set your own configuration and ajust for your own reality. 

 
Figure 19 - Network configuration for the current server 

  
Save the document, exit and apply your configurations. 
# netplan try 
# netplan apply 
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Figure 20 - Apply network configurations 

  
Using Putty from Windows, we'll configure the sensor for our network. 

 
Figure 21 - Connect remotely to the Ubuntu Server 
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Figure 22 - Connected to Ubuntu Server 

  
Lets install SNORT. 
# apt install snort 
 

 
Figure 23 - Snort installation process 
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Setup the network CIDR you'll be monitoring. 
You can setup multiple networks, by separating then using a comma. 
 

 
Figure 24 - Setting "HOME_NET" as 10.0.0.0 network 

  
Press enter and let the installation finish. 
  
You can validate your snort installation by using the test configuration. 
# snort -T -i enp0s3 -c /etc/snort/snort.conf 
-T is used to test the configuration file 
-i is used to define the network interface you want to use 
-c is used to specify the configuration file 
 

 
Figure 25 - Test snort installation 

  
 
By running this command, the output will provide information on how many rules have 
been imported, and if the configuration is OK or if it has any errors. 
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Figure 26 - Snort imported rules 

  

 
Figure 27 - Snort configuration status 

  
If the configurations are OK, you are good to go. 
Let’s create a sample rule to detect ICMP on the network and see if we get alerts from snort. 
  
To create a rule, you can edit the following file. 
  

 
Figure 28 - Edit snort rules on local.rules files 
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 This rule is ridiculous, but we'll make sure it is working: 
alert icmp any any -> any any (msg:"You are Cyber, you are awesome"; sid:10001001; rev:1;) 
 

 
Figure 29 - Sample snort rules 

  
 Save the file and exit. 
NOTE: it is possible to create other files to set your rules, but you'll need to import it in 
snort's configuration. 
For example, if we create a file named "awesome.rules" at /etc/snort/rules/, we would need 
to open the /etc/snort/snort.conf file and add the new file on step 7. 

 
Figure 30 – Line sample we needed to add if we had such a file with snort rules 

  
Once you edit new rules, it is a good idea to test the configuration before running snort in a 
production detection mode. 
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Figure 31 - Snort rules validated 

  
If everything is ok, we are ready to validate if the server detects our pings. 
If you want to see the alerts in the terminal, lets run the alert mode as "console". 
# snort -A console -q -i enp0s3 -c /etc/snort/snort.conf 
  

 
  
Let it run. 
Now open a command line and try to ping any machine inside or outside your network. 
NOTE: both machines are working with promiscuous network interfaces 
  

 
Figure 32 - ICMP packets detected by snort 

  
It is working, but if you want to leave it running and generating alerts to a log file, we need 
to leave snort setup in "Full" mode. 
  
Run the command with the following changes. You can use "&" at the end of the command 
if you want to decouple the command process from your terminal and leave it running even 
if you close the terminal. 
# snort -A full -q -i enp0s3 -c /etc/snort/snort.conf & 
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Figure 33 - Snort command 

  
The alerts will not be shown in the terminal. 

 
Figure 34 - Snort running in the background 

  
We can now refer the the alerts log file. 
# tail -f /var/log/snort/alert 
  

 
Figure 35 - Snort alerts in log file 

 Since you now have an alert log file, it'll be possible to send that information to a SIEM. 
NOTE: Sometimes you'll be able to see files like the following picture. They are packet 
captures that can be opened in wireshark to analyse packets that triggered an alert. 

 
Figure 36 - Snort packet captures from generated alerts 


