Guide
Installing an Intrusion Detection System

on Ubuntu Server 22.04

- Nuno Romao

Objective:
In this lab you'll will be able to follow the step-by-step guide to install an Intrusion Detection
System on your organization using an Ubuntu Server 22.04. This guide will provide steps to

install the server, snort and run a few configurations for your test environment.
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We will be installing SNORT as the Intrusion Detection System on an Ubuntu Server 22.04.

Let's install our Ubuntu Server from scratch.

GNU GRUB wersion 2.06

Try or Install Ubuntu Server

Test memory

Use the T and | keys to select which entry is highlighted.
Press enter to boot the selected 05, ‘e’ to edit the commands

before booting or 'c’ for a command-line.
The highlighted entry will be executed automatically in Z4s.

Figure 1 - Ubuntu Server boot

Willkommen! Bienwvenue! Welcome! Aofpo noxanoeaTe! Welkom! [ Help 1]
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Figure 2 - Select the language for your server
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ailable

1 of the installer is now available

You can read the re e not for eai on at:

ithub.co non

biguitysrele

If you , the update will be downl
will co

Figure 3 - Update your installer

[ Help ]
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Keyhoard configuration

ct you
detect your

iant:

[ Identify

Figure 4 - Keyboard language selection

Choose your keyboard language.
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Select the minimized version of Ubuntu, as this server will be used only as a sensor on the
network to detect possible attacks.

[ Help ]

allatiaon.

fdditional options

[ 1 search for third-party drivery

Figure 5 - Ubuntu Server option selection
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Leave the network as dhcp for the time being, we'll change the IP address later. (if you wnat
to set the IP now, you can do it, your choice...)

[ Help ]

to other machines,

[ Create bond »= ]

Figure 6 - Server network configuration
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Ignore the proxy address, unless you are in a restricted network where it is necessary to
configure a proxy address.

[ Help 1

y to connect to the internet, enter its details

Figure 7 - Ubuntu Server Proxy Address
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Leave the default mirror address or use another mirror closer to your location.

Configure Ubuntu archive mirraor

If you use an alternative mirror for Ubuntu, enter its details here.

hitp://pt.archive.ubuntu. com/ubuntu

Figure 8 - Ubuntu Mirror Address configuration
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If you want to save space, remove the LVM option and continue.
(it doesn’t affect what we’ll be doing)

Guided stora cont iguration [ Help ]
a guided sto
an entire d
HARDDISK 0 e1442 local disk

an LVH group

{ 1 Custom stor : layout

Figure 9 - Ubuntu LVM setup
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Lets proceed.

e configuration

FILE SYSTEM SUMMARY

new extd4 new partition of local d

local d

, mounted at #

Figure 10 - Storage Configuration

[ Help 1
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Continue with the installation process.

2 configuration

1111 not
tallat ion
Are you sure you want to continue?

[ No
[ Continue

Figure 11 - Installation confirmation

[ Help ]
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Setup an account for your server.

[ Help ]
ill i i n. You can
een but : :

sudo.

YOUr name: tudent

=
Your s name:
=

tudent

[ Done

Figure 12 - User account setup
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Install OpenSSH server to login remotely later.

Tup

ou can ci
to y

H identity: [ No

Figure 13 - Setup OpenSSH to connect remotely

[ Help ]

ure remote
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Figure 14 - Ignore additional packages and continue

[© Nuno Filipe Roméo Pereira]



15

Let the installation and update process finish.

Install complete!

't dh.

mel li' 10

final
nfig

cel upda

a

|
nd reboot 1]

[ Help ]
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When finished, reboot your server.

stall complete!

urti
1AMNC

y full log ]

hoot Mow 1

[ Help 1
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When the system boots for the first time, it will generate the SSH keys, you can ignore it and
login to the system to setup your IP address.

L3 running ‘modul cont
‘modules:final’ at Mon,

found for user

:lnud—lnlf:

loud-init: 2
-loud-init: 2°
-loud-init:

SH HOST KEY FIMGERPRIF
: #############################################################

Y [HARNING] : d fallbac

Figure 15 - Ubuntu Server first boot

Login and update your system.
# apt update
root@ids: /homesstudent# apt update

it:1 http: L.archive.,ubuntu.com/ubuntu jammy InRele:

hTTL" 1t .archive.ubuntu.com/ubuntu jammy-updates
| ubuntu.com/ubuntu jammy-back
. ubuntu.com/ubuntu Jjammy urity InRele
Done

NCY Done
ate information... Done
be upgraded. Run 'apt list --upg

Figure 16 - Ubuntu server update
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Install an editor.
# apt install nano

root@ids: /home/student# apt install nano_

Figure 17 - nano installation process

Edit your netplan network configuration.
# nano /etc/netplan/00-installer-config.yaml
root@ids:/home/s/student# nano /etc/netplan/00-installer-config.yaml _

Figure 18 - Edit network configuration file

Set your own configuration and ajust for your own reality.
GNU nano 6.2 . __/etc/netplan/00-installer—config. yaml

Figure 19 - Network configuration for the current server

Save the document, exit and apply your configurations.
# netplan try
# netplan apply

18
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root@ids: /homesstudent®# netplan try
Do you want to keep these settin

ENTER hefore the timeout to accept the new configuration

120 seconds

fudent®# netplan apply
‘'student# _

Figure 20 - Apply network configurations

Using Putty from Windows, we'll configure the sensor for our network.

#2 PuTTY Configuration d
Category:

~I- Session Basic options for your PuTTY session

- Ten L_Dglging Specify the destination you want to connect to
Frminat Host Name (or IP address) Port
- Keyboard
- Bel [100030 |22
- Features Connection type:

- Window @55H  OSeidl OOther | Telnet v
- fAppearance
- Behaviour Load, save or delete a stored session
Translgtmn Saved Sessions
+- Selection |
----- Colours

—I- Connection Default Settings Load
.. Data UbiServer
- Proxy Save

-55H
H ) Delete
- Serial
- Telnet
- Rlogin
- SUPDUP Close window on exit:
() Aways () MNever (8 Only on clean exit

Figure 21 - Connect remotely to the Ubuntu Server
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g? login as: student
ﬁ; student@10.0.0.30's password:
Welcome to Ubuntu 22.04.1 LTS (GNU/Linux 5.15.0-60-generic x86_64)

* Documentation: https://help.ubuntu.com
* Management: https://landscape.canonical.com
* Support: https://ubuntu.com/advantage

This system has been minimized by removing packages and content that are
not required on a system that users do not log into.

To restore this content, you can run the 'unminimize' command.
Last login: Mon Feb 13 10:55:47 2023
student@ids:~$ I

Figure 22 - Connected to Ubuntu Server

Lets install SNORT.
# apt install snort

root@ids: /home/student# apt install snort
Reading package lists... Done

Building dependency tree... Done

Reading state information... Done

The following additional packages will be 1
libauthen-sasl-perl libclone-perl libdag2
libencode-locale-perl libestr0 libfastijso
libfont-afm-perl libhtml-form-perl libhtm
libhtml-tagset-perl libhtml-tree-perl 1lib

Figure 23 - Snort installation process
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Setup the network CIDR you'll be monitoring.
You can setup multiple networks, by separating then using a comma.

Setting up snort (2.9.15.1-6buildl)

debconf: unable to initialize frontend: Dialog

debconf: (No usable dialog-like program is installed, so the dialog based frontend cannot
be used. at /usr/share/perl5/Debconf/FrontEnd/Dialog.pm line 78.)

debconf: falling back to frontend: Readline

Snort configuration: interface default not set, using 'enpOs3'

Configuring snort

Please use the CIDR form - for example, 192.168.1.0/24 for a block of 256
addresses or 192.168.1.42/32 for just one. Multiple values should be

comma-separated (without spaces).

You can leave this value empty and configure HOME NET in /etc/snort/snort.conf
instead. This is useful if you are using Snort in a system which frequently
changes network and does not have a static IP address assigned.

Please note that if Snort is configured to use multiple interfaces, it will use
this value as the HOME NET definition for all of them.

Address range for the local networ

[ R R
Figure 24 - Setting "HOME_NET" as 10.0.0.0 network

Press enter and let the installation finish.

You can validate your snort installation by using the test configuration.
# snort -T -i enp0s3 -c /etc/snort/snort.conf

-T is used to test the configuration file

-i is used to define the network interface you want to use

-c is used to specify the configuration file

P roct@ids: /home/student

root@ids: /home/student# snort -T -i enp0s3 -c /etc/snort/snort.confl

Figure 25 - Test snort installation

By running this command, the output will provide information on how many rules have
been imported, and if the configuration is OK or if it has any errors.

[© Nuno Filipe Roméo Pereira]



4057 Snort rules read

3383 detection rules

0 decoder rules

0 preprocessor rules
3383 Option Chains linked into 932 Chain Headers
L e o L L B L e o i o o o o 2 S S S S S B

[Rule Port Counts]
udp icmp
18 0

126 0
48 52
8

[detection-filter-config]
1048576 bytes
[detection-filter-rules]

Figure 26 - Snort imported rules

Preprocessor Object: SF:MODBUS Version 1.1 <Build 1>
Preprocessor Object: SF_TIMAP Version 1.0 <Build 1>
Preprocessor Object: SF_FTPTELNET Version 1.2 <Build 13>
Preprocessor Object: SF_SDF Version 1.1 <Build 1>
Preprocessor Object: SF SMTP Version 1.1 <Build 9>

Preprocessor Object: SF:REPUTATION Version 1.1 <Build 1>

Snort successfully validated the configuration!
Snort exiting
root@ids: /home/student# D

Figure 27 - Snort configuration status

If the configurations are OK, you are good to go.
Let’s create a sample rule to detect ICMP on the network and see if we get alerts from snort.

To create a rule, you can edit the following file.

P root@ids: home/student

root@ids: /home/student# nano /etc/snort/rules/local.rules I

22

Figure 28 - Edit snort rules on local.rules files
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This rule is ridiculous, but we'll make sure it is working:
alert icmp any any -> any any (msg:"You are Cyber, you are awesome"; sid:10001001; rev:1;)

GNU nano 6.2 /etc/snort/rules/local.rules *

i
#
i
#
i
#

alert icmp any any -> any any (msg:"You are Cyber, you are awesome"; sid:10001001; rev:l;)l

Figure 29 - Sample snort rules

Save the file and exit.

NOTE: it is possible to create other files to set your rules, but you'll need to import it in
snort's configuration.

For example, if we create a file named "awesome.rules" at /etc/snort/rules/, we would need
to open the /etc/snort/snort.conf file and add the new file on step 7.

P root@ids: /home/student
GNU nano 6.2 /etc/snort/snort.conf *
Fri iR SR EE R EEE SR ST

f] Step #7: Customize your rule set

For more information, |see Snort Manual, Writing Snort Rules

# NOTE: All categories fre enabled in this conf file
iR R R R R

Note to Debian users: JThe rules preinstalled in the system
can be *very* out of gate. For more information please read
the /usr/share/doc/snrt-rules-default/README.Debian file

If you install the official VRT Sourcefire rules please review this
configuration file an§l re-enable (remove the comment in the first line)
rules files that are §vailable in your system (in the /etc/snort/rules
directory)

site specific rules

0 o R PAH oOC3 =
include $RULE:PATH/awesome.rulesl
F 1le iliclude ILiles commenced below have been disabled

Figure 30 — Line sample we needed to add if we had such a file with snort rules

Once you edit new rules, it is a good idea to test the configuration before running snortin a
production detection mode.
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nort successfully validated the configuration!
nort exiting

oot@ids: /home/student# I

AL Type here to search

Figure 31 - Snort rules validated

If everything is ok, we are ready to validate if the server detects our pings.
If you want to see the alerts in the terminal, lets run the alert mode as "console".
# snort -A console -q -i enp0s3 -c /etc/snort/snort.conf

#P root@ids: fhome/student

root@ids: /home/student# snort -A console -q -i enp0s3 -c /etc/snort/snort.confl

Let it run.
Now open a command line and try to ping any machine inside or outside your network.
NOTE: both machines are working with promiscuous network interfaces

: /home/student# snort -A console -g -i

02/13-11:34:43.523385 [**] [1:10001001:1] are Cyber, are awesome [Priority:
10.0.0.107 -> 8.8.8.8

02/13-11:34:43.538989 [**] [1:10001001:1] are Cyber, are awesome [Priority:
B -> 10.0.0.107

02/13-11:34:44.560356 [**] :10001001:1] are Cyber, are awesome [Priority:
10.0.0.107 -> 8.8.8.8

02/13-11:34:44.592700 [**] :10001001:1] are Cyber, are awesome [Priority:
B.8.8.8 -> 10.0.0.107

02/13-11:34:45.598172 :10001001:

10.0.0.107 -> 8.8.8.8

02/13-11:34:45.613216 :10001001:

8.8.8.8 -> 10.0.0.107
02/13-11:34:46.610275 :10001001:
10.0.0.107 -> 8.8.8.8
02/13-11:34:46.625188 :10001001:
8.8.8.8 -> 10.0.0.107

s: Sent = 4, Re
te round trip ti

Figure 32 - ICMP packets detected by snort

It is working, but if you want to leave it running and generating alerts to a log file, we need
to leave snort setup in "Full" mode.

Run the command with the following changes. You can use "&" at the end of the command
if you want to decouple the command process from your terminal and leave it running even
if you close the terminal.

# snort -A full -q -i enp0s3 -c /etc/snort/snort.conf &

24
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B rect@ids: /home/student

rootRids: /home/student# snort -A full -q -i enp0s3 -c /etc/snort/snort.conf &I

Figure 33 - Snort command

The alerts will not be shown in the terminal.
2

root@ids: /home/student# snort -A full -g -i enpO0s3 -c¢ /etc/snort/snort.conf &
[2] 800
root@ids: /home/student# D

B8 Command Prompt

C:\Users\admin>ping 9.9.9.9

Pinging 9.9.9.9 with 32 bytes of data:

Reply from 9.9.9.9: bytes=32 time=21ms TTL=57
Reply from 9.9.9.9: bytes=32 time=8ms TTL=57
Reply from 9.9.9.9: bytes=32 time=1lms TTL=57
Reply from 9.9.9.9: bytes=32 time=8ms TTL=57

Ping statistics for 9.9.9.9:

Packets: Sent = 4, Received = 4, Lost = @ (@% loss),
Approximate round trip times in milli-seconds:

Minimum = 8ms, Maximum = 21ms, Average = 12ms

C:\Users\admin>_

Figure 34 - Snort running in the background

We can now refer the the alerts log file.
# tail -f /var/log/snort/alert

root@ids:/home/student# tail -f /var/log/snort/alert
02/13-11:41:37.111579 10.0.0.107 -> 9.9.9.9

ICMP TTL:128 TOS:0x0 ID:597 IpLen:20 DgmLen: 60
Type:8 Code:0 1ID:1 Seq:20 ECHO

Approximate round trip times in milli-seconds:
Minimum = 8ms, Maximum = 21ms, Average = 12ms

[**] [1:10001001:1] You are Cyber, you are awesome [**] sers\admin>ping 9.9.9.9

0] Pinging 9.9.9 vith 32 bytes of data:
P2/13-11:41:37.119655 9.9.9.9 -> 10.0.0.107 Reply from 9.9.9.9: bytes=32 time=9ms TTL=57
]

. . 5 5 _ Reply from 9. E 2 time=17ms TTL=57
[CMP TTL:57 TOS:0x8 ID:44829 IpLen:20 DgmLen:60 Reniy trok 9ia0. _, tine-8as TTL<E7

ID:1 Seq:20 ECHO REPLY Reply from 9.9.9.9: bytes=32 time=8ms TTL=57

Ping statistics for 9.9.9.9:

[1:10001001:1] You are Cyber, you are awesome [ix] Packets: Sent = 4, Received = 4, Lost = @ (0% loss),

[Priority: 0] hgoximate round trip times in milli-seconds:
'Mgimum = 8ms, Maximum = 17ms, Average = 1@ms

[CMP TTL:128 TOS:0x0 ID:598 IpLen:20 DgmLen:60 C:\Users\adWQ>ping 9.9.9.9
Code:0 ID:1 Seqg:21 ECHO
Pinging 9.9.9.9 with 32 bytes of data:
Reply from 9. : bytes=32 time=17ms TTL=57
[1:10001001:1] You are Cyber, you are awesome [**] Reply from 9.9.9.9: bytes=32 time=1@ms TTL=57
[Priority: 0] Reply from 9. bytes=32 time=9ms TTL=57

Reply from 9. : bytes=32 time=33ms TTL=57
2/13-11:41:51.454824 9.9.9.9 -> 10.0.0.107
Ping statistics for 9.9.9.9:
. Packets: Sent = 4, Received = 4, Lost = @ (0% loss),
Seq‘21 ECHO REPLY Approximate round trip times in milli-seconds:
Minimum = 9ms, Maximum = 33ms, Averagé = 17ms

[**] [1:10001001:1] You are Cyber, you are awesome [**]

C:\Users\admin>

Figure 35 - Snort alerts in log file

Since you now have an alert log file, it'll be possible to send that information to a SIEM.
NOTE: Sometimes you'll be able to see files like the following picture. They are packet
captures that can be opened in wireshark to analyse packets that triggered an alert.
root@ids: /home/student# cd /var/log/snort/

rootRids: /var/log/snort# 1ls
alert snort.alert.fast | snort.log.1676287959 snort.log.1676288346

snort.alert snort.log snort.log.1676288079
root@ids:/var/log/snort# I

Figure 36 - Snort packet captures from generated alerts
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