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Introduction 
Today we are going to discuss “Network Packet Forensic”  by covering some important track such as 
how Data is transferring between two nodes, what is “OSI 7 layer model” and how Wireshark stores 
which layers informa�on when capturing the traffic between two networks. 

As we know, to transfer data from one system to another, we need a network connec�on, which can 
be wired or wireless. However, the actual transmission of data does not only depend on the network 
connec�on; it also involves several phases for transmi�ng data from one system to another, which 
the OSI model explains. 

 OSI stands for Open Systems Interconnec�on model which is a conceptual model that defines and 
standardizes the process of communica�on between the sender’s and receiver’s system. The data is 
transfer through 7 layers of architecture where each layer has a specific func�on in transmi�ng data 
over the next layer.   

Now have a look over given below image where we had explained the func�onality of each layer in 
the OSI model. So when the sender’s network transmits data, it goes in a downward direc�on and 
moves from the applica�on layer to the physical layer, whereas when the receiver receives the 
transmited data, it comes in an upward direc�on from the physical layer to the applica�on layer. 

Flow of Data from Sender’s network: Applica�on > Presenta�on > Session > Transport > Network > 
Data Link > Physical  

Flow of Data from Receiver’s network: Physical > Data Link > Network > Transport > Session > 
Presenta�on > Applica�on 
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Examine Layers captured by Wireshark  
Basically when a user opens an applica�on for sending or receiving Data then he directly interacts 
with the applica�on layer for both opera�ons either sending or receiving of data. For example, we 
act as a client when use Htp protocol for uploading or Downloading a Game; FTP for downloading a 
File; SSH for accessing the shell of the remote system. 

While connec�ng with any applica�on for sharing data between server and client we make use of 
Wireshark for capturing the flow of network traffic stream to examine the OSI model theory through 
captured traffic. 

From given below image you can observe that Wireshark has captured the traffic of four layers in 
direc�on of the source (sender) to des�na�on (receiver) network. 

Here it has successfully captured Layer 2 > Layer 3 > Layer 4 and then Layer 7 informa�on. 
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Ethernet Header (Data Link)  
The data link layer holds 6 bytes of the sender’s system and receiver’s system Mac address, and 2 
bytes of Ether type indicate which protocol is encapsulated, i.e., IPv4/IPv6 or ARP. 

In Wireshark Ethernet II layer represent the informa�on transmited over the data link layer. From 
given below image you can observe that highlighted lower part of Wireshark is showing informa�on 
in Hexadecimal format where the first row holds informa�on of Ethernet headers details. 

So here you can get the source and des�na�on Mac address which also available in Ethernet Header. 

The row is divided into three columns as described below:  

 

We represent the MAC address of the system in Hexadecimal format, but both types generally 
categorize in the ways given below : 

 

Once again if you no�ce the given below image then you can observe the highlighted text in Pink 
colour is showing hex value 08 00 which indicates that here IPv4 is used. 
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IP Header (Network Layer) 
Wireshark describes the IP header that holds the network layer informa�on, known as the backbone 
of the OSI model, containing complete details of Internet Protocol version 4. The network layer 
divides the data frame into packets and defines their rou�ng path through hardware devices such as 
routers, bridges, and switches. The network iden�fies these packets through their logical address, 
i.e., the source or des�na�on network IP address. 

In the image of Wireshark, I highlighted six most important values that contain vital informa�on of a 
data packet, and this informa�on always flows in the same way as it encapsulates in the same 
patern for each IP header. 

Now here, 45 represent IP header length where "4" indicates IP version 4 and "5" is header length of 
5 bits. while 40 is �me to live (TTL) of packet and 06 is hex value for TCP protocol which means these 
values changes if anything changes i.e. TTL, Ipv4 and Protocol. 

Therefore, you can take help of given below table for examining TTL value for the different opera�ng 
system.  

 

Similarly, you can take help of given below table for examining other Protocol value. 

 

From given below image you can observe Hexadecimal informa�on of the IP header field and using a 
given table you can study these value to obtain their original value. 
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The IP header length always represents the bit, and here it shows 5 bytes, which is also the minimum 
IP header length. To make it 20 bytes, you mul�ply 4 by 5, resul�ng in 20 bytes. 

 

TCP Header (Transport Layer) 
Transmission Control Protocol (TCP) and User Datagram Protocol (UDP) and Internet Control Message 
Protocol (ICMP) are the major protocols as it gives host-to-host connec�vity at the Transport Layer of 
the OSI model. We also know it as the Heart of the OSI model because it plays a major role in 
transmi�ng error-free data. 

By examining Network Layer informa�on through Wireshark, we found that TCP establishes a 
connec�on with the des�na�on network. 

We knew that a computer communicates with another device like a modem, printer, or network 
server; it needs to handshake with it to establish a connec�on. 

TCP follows Three-Way-Handshakes as describe below: 

• A client sends a TCP packet to the server with the SYN flag 
• A server responds to the client request with the SYN and ACK flags set. 
• Client completes the connec�on by sending a packet with the ACK flag set 

Structure of TCP segment 
Transmission Control Protocol accepts data from a data stream, splits it into chunks, and adds a TCP 
header crea�ng a TCP segment. A TCP segment only carries the sequence number of the first byte in 
the segment. 

A TCP segment consists of a segment header and a data sec�on. The TCP header contains mandatory 
fields and an op�onal extension field. 
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Different Types of TCP flags 
TCP flags control bits specify par�cular connec�on states or informa�on about how a packet should 
be set in TCP headers. TCP flag field in a TCP segment will help us to understand the func�on and 
purpose of any packet in the connec�on.  
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From given below image you can observe Hexadecimal informa�on of TCP header field and using the 
given table you can study these value to obtain their original value. 

Sequence and acknowledgment numbers play a major part in TCP, and they serve as a way to 
guarantee that all data transmits consistently since the receiver must acknowledge all data 
transferred through a TCP connec�on in a suitable way. When the receiver does not send an 
acknowledgment, the sender will again send all unacknowledged data. 
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Using given below table you can read Hex value of other Port Number and their Protocol services. 
Although these services operate a�er ge�ng acknowledgment from the des�na�on network and 
explore at applica�on layer OSI model. 

In this way, you can examine every layer of Wireshark for Network Packet Forensic. 

 

To learn more about Cyber Forensics. Follow this Link 



JOIN OUR
TRAINING PROGRAMS

www.ignitetechnologies.in

BEGINNER

Network Pentest

Bug Bounty

Wireless Pentest

Network Security
EssentialsEthical Hacking

ADVANCED

EXPERT

Burp Suite Pro

CTF

Windows

Linux

Pro
Infrastructure VAPT

APT’s - MITRE Attack Tactics

MSSQL Security Assessment

Active Directory Attack

Red Team Operation

Privilege Escalation

Web
Services-API

Android Pentest

Computer
Forensics

Advanced
Metasploit

CLICK HERE


	Introduction
	Examine Layers captured by Wireshark
	Ethernet Header (Data Link)
	IP Header (Network Layer)
	TCP Header (Transport Layer)
	Structure of TCP segment
	Different Types of TCP flags

