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Advanced Nmap Commands & AI-

Powered Penetration Testing 

A Practical Guide for Ethical Hackers 

Introduction 

Network scanning is the first critical phase of penetration testing. Without proper reconnaissance, 

even the most advanced exploitation frameworks cannot be effectively used. 

 

Nmap (Network Mapper) is one of the most powerful tools used for: 

• Network discovery 

• Service detection 

• Vulnerability identification 

• OS fingerprinting 

• Firewall evasion 

• Automation through scripting 

 

With the integration of AI-driven analysis and automation, penetration testers can significantly 

accelerate reconnaissance and vulnerability discovery. 
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Advanced Host Discovery 

TCP SYN Ping 

Command: nmap -PS22,80,443 192.168.1.0/24 

Purpose: Sends SYN packets to discover hosts even when ICMP is blocked. 

 

TCP ACK Ping 

Command: nmap -PA80,443 192.168.1.0/24 

Purpose: Detect hosts behind firewalls. 

 

UDP Ping Scan 

Command: nmap -PU53,161,123 192.168.1.0/24 

Purpose: Detect hosts responding to UDP services. 

 

ARP Scan 

Command: nmap -PR 192.168.1.0/24 

Purpose: Fastest and most reliable host discovery within LAN networks. 

Advanced Port Scanning Techniques 

TCP SYN Scan (Stealth Scan) 

Command: nmap -sS 192.168.1.10 

Does not complete TCP handshake and is harder to detect. 
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TCP Connect Scan 

Command: nmap -sT 192.168.1.10 

Used when root privileges are not available. 

 

UDP Scan 

Command: nmap -sU 192.168.1.10 

Useful for discovering DNS, SNMP, DHCP, and NTP services. 

 

Combined Scan 

Command: nmap -sS -sU 192.168.1.10 

 

FIN Scan 

Command: nmap -sF 192.168.1.10 

 

Xmas Scan 

Command: nmap -sX 192.168.1.10 

 

NULL Scan 

Command: nmap -sN 192.168.1.10 
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Service and Version Detection 

Command: nmap -sV 192.168.1.10 

 

Example Output: 

80/tcp open http Apache 2.4.29 

22/tcp open ssh OpenSSH 7.6 

 

This helps penetration testers map service versions with known CVEs. 

Operating System Detection 

Command: nmap -O 192.168.1.10 

 

Helps identify the operating system of the target host such as: 

Linux 

Windows Server 

Cisco IOS 

Aggressive Scanning 

Command: nmap -A 192.168.1.10 

 

Includes: 

• OS detection 

• Version detection 
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• Script scanning 

• Traceroute 

Full Port Scan 

Command: nmap -p- 192.168.1.10 

 

Scans all 65,535 TCP ports. 

 

Professional testers often run: 

nmap -p- -T4 -A 192.168.1.10 

Firewall Evasion Techniques 

Fragmented Packets 

Command: nmap -f 192.168.1.10 

 

Decoy Scanning 

Command: nmap -D RND:10 192.168.1.10 

 

Source IP Spoofing 

Command: nmap -S 192.168.1.100 192.168.1.10 

 

Timing Templates: 

T0 – paranoid 

T1 – sneaky 

T2 – polite 
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T3 – normal 

T4 – aggressive 

T5 – insane 

Nmap Scripting Engine (NSE) 

Vulnerability Scan 

Command: nmap --script vuln 192.168.1.10 

 

HTTP Enumeration 

Command: nmap --script http-enum 192.168.1.10 

 

SMB Vulnerability Detection 

Command: nmap --script smb-vuln* 192.168.1.10 

 

SSH Brute Force 

Command: nmap --script ssh-brute 192.168.1.10 

 

DNS Enumeration 

Command: nmap --script dns-brute domain.com 

Saving Scan Results 

Normal Output 

nmap -oN scan.txt 192.168.1.10 

 

XML Output 
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nmap -oX scan.xml 192.168.1.10 

 

Grepable Output 

nmap -oG scan.gnmap 192.168.1.10 

Using AI in Penetration Testing 

AI can enhance penetration testing by: 

• Automating reconnaissance analysis 

• Mapping service versions to vulnerabilities 

• Suggesting exploit paths 

• Assisting in exploit development 

• Analyzing logs for attack traces 

• Simulating attack paths 

 

Example workflow: 

Nmap Scan → AI Analysis → Vulnerability Identification → Exploit Suggestion 

Example AI Workflow Using Python 

Example concept: 

 

import openai 

 

scan_data = open("scan.xml").read() 

 

prompt = "Analyze this Nmap scan and suggest vulnerabilities: " + scan_data 
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response = openai.ChatCompletion.create( 

    model="gpt-4", 

    messages=[{"role":"user","content":prompt}] 

) 

 

print(response) 

Future of AI in Offensive Security 

AI will enable: 

• Autonomous penetration testing 

• AI-powered vulnerability scanners 

• Self-learning exploit frameworks 

• Real-time attack simulations 

 

However, human expertise will remain critical for: 

• Business logic vulnerabilities 

• Complex attack chains 

• Ethical and legal decision making 
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